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Introduction
This is the NETLAB+ Administrator Guide for the virtual edition of NETLAB+.

NETLAB+ is a remote access solution that allows academic institutions to deliver a
hands-on IT training experience with a wide variety of curriculum content options.
The training environment that NETLAB+ provides enables learners to schedule and
complete lab exercises for information technology courses. NETLAB+ is a versatile
solution for facilitating IT training in a variety of disciplines, including networking,
virtualization, storage, and cybersecurity.

The material in this guide includes instructions on accessing the NETLAB+ system as an

administrator through the web-based interface and also focuses on the tasks performed
by the NETLAB+ administrator to monitor and maintain a NETLAB+ system.
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1 Initial Login

The web-based interface allows the administrator to monitor and maintain the NETLAB+
system and devices.

In order to use the Web-based Interface, several basic installation tasks
must be completed, details are provided in the NETLAB+ Installation
Guide.

1. To access the login page, direct a web browser to the address of the NETLAB+
system. Using the most recent available version of the browser you select is
recommended. Supported browsers are listed in the table below.

Cookies and JavaScript must be enabled in your browser. The latest
information on supported web browsers is available from Help >
Supported Web Browsers when signed in to a NETLAB+ account.
Browser Minimum Version Support/Experience

‘. Google Chrome 98 * Rk k%

0 Mozilla Firefox 97 *ok kK

° Apple Safari (MAC only) 15 * ok ok

e Microsoft Edge 98 *ok ok

e Microsoft Internet Explorer No longer supported

2. If SSLis not yet configured, you will receive a warning that your connection is not
private. Your options to continue will vary, depending on your browser selection.
Chrome users should select Advanced, as shown below.
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The SSL Configuration - Manage Certificates section provides
instructions on replacing the self-signed certificate included for
configuration purposes. HTML5 viewers will not work with this
certificate. It must be replaced with a certificate signed by a trusted
certificate authority.

A

Your connection is not private

Attackers might be trying to steal your information from
(for example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q T get Chrome's highest level of security, turn on enhanced protection

Advanced Back to safety

3. Select the option to Proceed to the page (the options displayed vary, depending
on your browser selection).

A

Your connection is not private

Attackers might be trying to steal your information from
(for example, passwords, messages, or creait cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is ; 1ts security
certificate is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to (unsafe)

Le
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4. Enter the Username B and password &) , as noted in the table below. Click the
Login button. The graphics on the page may be different from the example
shown below.

NETLAB+ Administrator Guide

Username Password

If you changed the password as directed while configuring the NETLAB+
console (see the previous section), use your new password.

administrator
If you have not yet changed the administrator password, enter the

factory default, netlab (lowercase).

_'\[T/ If you changed the factory default password while completing initial
— configuration, as per the NETLAB+ Installation Guide, use your new
* password.

example.edu

& Usemame

& Password

ta
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1.1 Change Password During Initial Login

If you have already changed the factory default password, skip to the
next section.

If you did not yet change the factory default password, the Change Password screen will
be displayed during the initial login into the administrator account, requiring you to
change the password. NETLAB+ enforces strong passwords.

[_'\ﬂ\/ Please record your new password in a safe place.

Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+ administrator by
editing the Password Policy settings.

e Must contain 8 or more characters.

e Must not contain more than 64 characters.

¢ Must not contain any common English dictionary words that are more than 3
characters long.

e Must not contain the user ID for this account.

e Must not contain the email address for this account.

¢ Must not contain any names associated with this account.

& Change Password

Hew Password ~ sesssssn

Retype New Password | sessseses

Notice the Help button. You can click the Help button on this and
other NETLAB+ pages to display information to assist you in entering
information and making selections. To hide the help information, click
the button again.
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@ Change Password

Hew Password  sesssssnn

Enter your new password here.

Retype New Password = ss=sesse:

Enter your new password again for confirmation.

1. Enter your selection into the New Password field.
2. Enter the password once again in the Retype New Password field and then click
Submit.

— meet the requirements. The message will indicate why the password

[ \U‘/ An error message will be displayed if the password entered does not
— was unacceptable.

Examples of typical password errors:

e The error message shown below indicates that the new password entered is a
simple word found in the common dictionary and, therefore, not eligible to be a
password on the system.

Mew Password | sesssssas
Password cannot be a common dictionary

word.

e [f the values in the two password fields do not match, an error message will be
displayed, similar to the one shown below.

Retype New Password

The provided passwords do not match.
Please try again.
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If you receive an error, correct the information in the fields as needed
and click Submit again.

0 Make note of your new password, you will need it each time you log
into the NETLAB+ system.
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2 Using the Administrator Interface

After a successful login, the administrator home page will be displayed. The
administrative functions in the main panel include displaying various system logs and
alerts, user management, pods and infrastructure, and content management. Select any
function by clicking on the icon or the function name. On the right, system information
is displayed.

Hostname
hostname.example.edu
System P
IP Address
£ = ‘ |~ 192.0.214
Settings Logs Alarms Usage SSL cerliﬁCate Elpiralicl‘l
& 2022-06-28 (274 days)
Users £+ Network Settings
i . :.% U Software Version
_l.“.l. & | 21.2.0
Communities Accounts Classes User . )
- . Maintenance Expires
Logins

2022-06-28

£ Software Updates
Pods & Infrastructure

User Logins
& & e ‘ Enabled
250
Pods Virtual Control Lab Logged In Users
Machine Devices Device 25
Infrastructure Images Pods in Use
15

Content Active Lab Reservations

20
z- @ A . Future Lab Reservations

Course Pod Lab File 42

Manager Designer Designer Manager
= Manage Lab Reservations

System Uptime
1 hour, 9 minutes

® Shutdown/Reboot
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2.1 Modify Settings

The settings you made during your initial login may be modified at any time, as needed.

e To access the Settings page, click administrator in the top-right corner and select
Settings.

# Home @ Help & administrator ~

£ Settings

= Logout

The Settings page will display your current settings.

Username  administrator & Change Password

Full Hame MNETLAB Administrator

Display Name  NETLAB Administrator

Email Change Email

Date and Time (GMT-05:00) Eastern Time (US & Canada) © Settings
YYYY-MM-DD (2016-09-15)
12 Hour (3:37 PM)

The Change Password, Change Email, and Settings buttons may be selected to update
the information displayed.

2.1.1 Change Password

[_9 Using the Password Policy settings, the NETLAB+ administrator can

choose to set the number of days an account password can exist
‘ before it must be changed for the administrator, instructors, and
students. Once the number of days has been reached, users will be
prompted to set a new password.
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1. Click the Change Password button on the Settings page to display the Change
Password page.

@ Change Password

Mew Password = ssssssass

Retype New Password = ====sess-

o

_"[T/ Changing the administrator account password also changes the system
— console password. The same password is used for both functions.

Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing the Password Policy settings.

¢ Must contain 8 or more characters.

¢ Must not contain more than 64 characters.

¢ Must not contain any common English dictionary words that are more
than 3 characters long.

¢ Must not contain the user ID for this account.

¢ Must not contain the email address for this account.

¢ Must not contain any names associated with this account.

2. Enter your selection into the New Password field.

Enter the password once again in the Retype New Password field.

4. To proceed with updating your password, select the Submit button. You will
return to the Home page.

If you receive an error, correct the information as needed and click
Submit again.

w
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2.1.2 Change E-mail

1. Click the Change E-mail button on the Settings page to display the Change E-mail
Address page. Entering an e-mail address is optional.

% Change E-mail Address

E-mail Address  admin@example.edu

2. Update the E-mail Address field as desired. Click Submit to save changes and
return to the Home page.

E-mail Address | sooooowwwwwzzzz

Invalid email address
If you receive an error, correct the information as needed and click
Submit again.

2.1.3 Change Date and Time Settings
1. Click the Settings button on the Settings page to display the Date and Time

Settings page. These settings are especially important to ensure that information
is accurately displayed when using the scheduler.

M When traveling, you can change your time zone to match the local
time.
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Recall that you can display help information for guidance on updating
the values on a page by clicking the Help button. The Date and Time

Settings page is shown below, with help displayed.

® Date and Time Settings

Time Zone  (GMT-05:00) Eastern Time (US & Canada) =
The time zone where you are located. NETLAB+ will adjust for Daylight Savings
Time.
Date Display Format =~ YYYY-MM-DD -

The style in which dates will be displayed.

Time Display Format = 24 Hour -

Display times in 12 hour (AM/PM) format, or 24 hour format.

First Day of Week = Sunday =

Sets the first day of the week to be shown in a calendar.

2. Select the Time Zone where you are located. NETLAB+ will adjust for Daylight
Savings Time.

3. Choose the Date Display Format you prefer. This is the style in that dates will be
displayed (for example, YYYY-MM-DD).

4. Select the Time Display Format. Time may be displayed in 12-hour (AM/PM)
format or 24-hour format.

5. Set the First Day of the Week to be shown in the scheduling calendar.

6. When you are finished making modifications, click Submit. The MyNETLAB page
will be displayed. (Or, to return to the MyNETLAB page without saving changes,
click Cancel.)
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2.2 Logout
The Logout link is used for logging out of the NETLAB+ system.

1. Click administrator in the top-right corner of the Home page and select Logout.

#A Home @ Help & administrator =

£* Settings

= Logout

Logging out of the system is particularly important when using a
shared computer, to prevent others from gaining access to your

Administrator account.

2. A confirmation message will display; select the button if you want to Login Again
and return to the login screen.

o You have logged out -- goodbye!

=% Login Again
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2.3 Administrator Account In Use Warning

The NETLAB+ administrator account does not allow multiple login
sessions to run concurrently. If the administrator account is currently

in use, a subsequent login will terminate the existing session.

A warning will display if the administrator account is currently in use, allowing the user
to choose to continue logging in (which will terminate the existing session) or cancel and
return to the login page. This can help prevent interruptions when working with others
or when interacting with NDG Support.

A Administrator Account In Use

The administrator account is currently in use; logging in will terminate the existing session.
Please reenter and Submit the administrator password to continue or click Caneel to return
the the login page.

Password
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3 Time Synchronization

@ NETLAB+ includes an option to manage NTP servers or host-based time

synchronization. With the default method, NTP, NETLAB+'s time client relies
on access to the NTP hosts designated for time service. Time synchronization settings
can be configured as needed.

1. To see the current settings for Time Synchronization, select Admin > System
Settings > Time Synchronization.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and SSL certificates.

@ Time Synchronization

Manage NTP servers or host-based time synchronization.

2. The Time Synchronization page will be displayed, showing the current settings.
Additional settings can be displayed by selecting the Detail Status button.

@ Time Synchronization

Mode NTP
Current System Time ~ 2023-08-17 17:54:05 (UTC)
Administrator's Local Time ~ 2023-08-17 13:54:05 (Eastern Time (US & Canada))
NTP Service
NTP synchronized YES
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (&1 510N | = Detail Status Bilogs
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3. The Time Synchronization Detail Status page will be displayed, showing
additional details that may be helpful for troubleshooting. Review the details
shown and then click Dismiss.

® Time Synchronization Detail Status

Mode

Current System Time
Administrator's Local Time
NTP Service

NTP synchronized
NTP Primary Hosts
NTP Fallback Hosts
Server

Poll interval

Leap

Version

Stratum

Reference

Precision

Root distance

Offset

Delay

Jitter

Packet count

Frequency

NTP

2023-08-17 18:49:59 (UTC)

2023-08-17 14:49:59 (Eastern Time (US & Canada))
YES

0.debian.pool.ntp.org, 1.debian.pool.ntp.org

2.debian.pool.ntp.org, 3.debian.pool.ntp.org

162.159.200.123 (0.debian.pool.ntp.org)

34min 8s (min: 32s; max 34min 8s)

normal

A920805

1us (-25)

8.987ms (max: 5s)
+69us

28.660ms
6.423ms

13

+27.982ppm
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4. Next, back on the Time Synchronization page, you may review system log entries
filtered to display entries related to Time Synchronization. Select the Logs
button.

® Time Synchronization

Mode NTP
Current System Time ~ 2023-08-17 17:54:05 (UTC)

Administrator's Local Time  2023-08-17 13:54:05 (Eastern Time (US & Canada))

NTP Service

NTP synchronized YES
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (& 1500 | = Detail Status | | By Logs

5. The Time Synchronization Logs page will be displayed. Click Dismiss.

IINDG #A Home & administrator v
ul

Admin > System Settings > Time Synchronization > Logs

By Time Syncronization Logs O Complete Records-54 A Errors-0 © Warnings-0 %

»

© 2023-08-17 | 13:37:58.162 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 54.189.114.135:123 (www.netdevgroup.com).

€ 2023-88-17 | 13:39:12.662 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 52.46.221.53:123 (www.netdevgroup.com).

© 2023-08-17 | 13:39:22.912 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyned
Timed out waiting for reply from 54.189.114.135:123 (www.netdevgroup.com).

© 2023-08-17 | 13:39:33.162 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyned
Timed out waiting for reply from 18@.21.88.11:123 (www.netdevgroup.com).

© 2023-08-17 | 13:41:51.662 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 54.189.114.135:123 (www.netdevgroup.com).

© 2023-08-17 | 13:42:01.912 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 52.4©.221.53:123 (www.netdevgroup.com).

€ 2023-88-17 | 13:42:12.162 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 166.21.88.11:123 (www.netdevgroup.com).

6 2023-88-17 | 13:46:38.662 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyncd
Timed out waiting for reply from 54.189.114.135:123 (www.netdevgroup.com).

© 2023-08-17 | 13:46:48.912 | INFO | netlab.syslog.systemd-timesyncd | systemd-timesyned
Timed out waiting for reply from 52.46.221.53:123 (www.netdevgroup.com).

£ New Search
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6. Next, on the Time Synchronization page, notice that the Mode being used is the
default, NTP, and that the NTP Primary Hosts and NTP Fallback Hosts are listed.
To edit the settings, select the Edit button.

NTP mode is recommended, rather than HOST. Reliance on time from
VMware Tools is not reliable because the hosts are not being
configured with NTP, or the host site does not provide/allow NTP.

@ Time Synchronization

Mode NTP
Current System Time ~ 2023-08-17 17:54:05 (UTC)

Administrator's Local Time  2023-08-17 13:54:05 (Eastern Time (US & Canada))

NTP Service

NTP synchronized YES
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (&GN = Detail Status | By Logs

7. The Edit Settings page will be displayed, showing the current settings for the
mode. Refer to the field descriptions below and make changes as needed. Click
Submit.

£ Edit Settings

Mode NTP ~
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org
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Field Descriptions — Time Synchronization
e Mode: Time synchronization mode, select from the following:

o NTP: An NTP configuration with user-specified NTP hosts.

o HOST: Disable NTP and allow the VM host to manage time synchronization
(not recommended). If you do choose this option, you must access the time
synchronization settings through the VMware interface to configure your
VMware settings to Synchronize Time Periodically with the host.

Edit Settings X
> Encryption Expand for encryption settings
> Power management Expand for power management settings
Power Operations [> Power On / Resume VM

Shut Down Guest (Default) v
Suspend (Default) «

> Restart Guest (Default) v~

Tools Upgrades O check and upgrade VMware Tools before each power on
Synchronize Time with Host @ Synchronize at startup and resume (recommended)
Synchronize time periodically
Run VMware Tools Scripts After powering on
Cd After resuming
Before suspending

Before shutting down guest

e NTP Primary Hosts: A comma-separated list of primary NTP service hosts.
Values may include IP addresses or fully qualified domain names. The default
value may be revised if firewall and/or security policies at your organization do
not allow access to the host(s) listed. The default value is: 0.debian.pool.ntp.org,
1.debian.pool.ntp.org. To return to the default settings, use the Reset Hosts
option to set all of the NTP host fields to their original default values. Note that
the changes must be submitted for them to take effect.

e NTP Fallback Hosts: A comma-separated list of fallback NTP service hosts.
Values may include IP addresses or fully qualified domain names. The default
value may be revised if firewall and/or security policies at your organization do
not allow access to the host(s) listed. The default value is: 2.debian.pool.ntp.org,
3.debian.pool.ntp.org. To return to the default settings, use the Reset Hosts
option to set all of the NTP host fields to their original default values. Note that
the changes must be submitted for them to take effect.
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4 Network Settings

Hostname
hostname.example.edu

IP Address
192.0.2.14

SSL Certificate Expiration
=) 2022-06-28 (274 days)

£# Network Settings

4INDG

The first section of the panel on the right side of the
administrator Home page provides convenient viewing
of the Hosthname, IP Address, and SSL Certificate
Expiration date of your NETLAB+ system.

Further details are available by selecting Network
Settings.

You may also access the settings by selecting the Settings icon on the administrator
Home page and then selecting Network Settings.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and SSL certificates.

Network interface settings are modified from the system console.
The web interface allows you to view, but not modify these settings.

Use caution when changing network configuration settings. Under
some circumstances, if you enter an incorrect value, the erroneous
setting may result in your system no longer being accessible using the

configuration utility. It would then be necessary to make corrections
throush the virtiial machine concnle

To see an example of the Network Settings page, continue to the subsection below.
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4.1 SSL Configuration - Manage Certificates

You must configure connectivity for your NETLAB+ system through SSL. On the Network
Settings page, select Configure SSL.

£+ Network Settings

Hostname hostname.example.edu

IPv4 Address

IPv4 Subnet Mask

IPv4 Default Gateway

IPv4 DNS Servers 8.8.8.8,8.8.4.4

IPv6 Enabled No

& Configure SSL

You will notice (see the picture in the section below) that a self-signed SSL certificate is
displayed in the list of certificates.

This self-signed certificate is included for configuration purposes.
HTML5 viewers will not work with this certificate. It must be replaced
with a certificate signed by a trusted certificate authority. The

subsections below provide details on your options for replacing the
certificate.
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4.1.1 View Certificate Information

First, we will take a look at the unsigned certificate as an example of how to view
certificate information on the system.

& Manage SSL Certificates

Name Host/Domain Expiration Status

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed

To view more information about the self-signed certificate, click the certificate name.

& Active SSL Certificate

Name default
Status @& Active, Self-Signed
Host(s) www.example.org

Issuer  None (certificate is self-signed)
Valid From  2016-05-29 19:25
Expiration ~@® 2026-05-27 (1575 days)

Signature Algorithm  sha256WithRSAEncryption
Private Key Type = RSA

Private Key Length 2048

Select the Details button to view additional information.
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@ Certificate Details - default

Certificate:
Data:
Version: 3 (8x2)
Serial Number: 14367659375119
Signature Algorithm: sha25eWithRSA

Issuar:
CH=wwn . example . org
Validity
Mot Before: May 29 19:25:
Mot After : May 27 19:25:

Subject:
CH=www.example.org

Subject Public Key Info:
orit

Click Dismiss to return to the previous page.

4.1.2 Adding New Certificates

Please be aware that SSL Configuration will not allow a certificate
change when HSTS is enabled. See the Web Server Security section

for information on enabling/disabling HSTS.

A You cannot activate a different certificate when HSTS is enabled.

© Understood @ HSTS Settings

To add a signed certificate to your NETLAB+ system, proceed with one of the following
methods, depending on if you need to obtain a certificate or already have a certificate.

0 How would you like to add the certificate?

Generate a certificate signing request, temporary certificate, and new private key.
| have an existing certificate and private key.
® Get a certificate from Let's Encrypt™.
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e Generate a certificate signing request: You will generate a certificate request,
temporary certificate, and new private key through NETLAB+. You will send the
request to the Certificate Authority (CA) of your choice. Once you receive a
signed version from the CA, you will update the certificate in NETLAB+. See
4.1.2.1 for details.

e If you already have a signed certificate and private key for your organization:
(This can be a domain-level certificate). You will proceed by adding the
certificate and private key to your NETLAB+ system, as described in 4.1.2.2.

e Get a certificate from Let's Encrypt™: Initiate an automated process where your

NETLAB+ system will request and obtain a signed certificate from Let's Encrypt, a
free certificate authority. See 4.1.2.3.

4.1.2.1 Generate a Certificate Request and Replace an Unsigned Certificate with a
Signed Certificate

First, you will generate a certificate request and submit it to the CA of your choice.
1. Navigate to Network Settings > Configure SSL. If this is your first time adding a

certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed

© Add Certificate

2. Click Add Certificate.
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3. Select the option to generate a certificate signing request, temporary certificate,
and new private key, and press Next.

NETLAB+ Administrator Guide

O How would you like to add the certificate?
@ Generate a certificate signing request, temporary certificate, and new private key.

| have an existing certificate and private key.
Get a certificate from Let's Encrypt™.

4. Fillin the fields on the form with the information appropriate for your site. For
guidance on completing the form, see the field descriptions below or select Help.

5. Click Submit. NETLAB+ will generate a new private key, certificate signing

request, and self-signed certificate.

Generate New SSL Certificate and Signing Request

Entry Name

Server Name

Organization

Organizational Unit

City

State/Region

Country

Email Address

Private Key Length (bits)

Signature Algorithm

example.edu

netlab.example.edu

Example University

IT Department

Anytown

NC

United States

testadmin@example.edu

2048 -

SHA-256 -
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Field Descriptions - Generate New SSL Certificate

e Entry Name: The name used to manage this certificate. The hostname is
recommended. Letters must be lowercase. No spaces are permitted.
Example: netlab.myschool.edu

e Server Name: The fully qualified domain name (FQDN) of your server. This name
must match exactly what you type in your web browser, or you will receive a
name mismatch error. Wildcard certificates cannot be generated by NETLAB+.
Example: netlab.example.edu

e Organization: The legal name of your organization. This should not be
abbreviated and should include suffixes such as Inc, Corp, or LLC.

Example: Digitech College of Southern California

e Organizational Unit: The division of your organization handling the certificate.
Example: Computer Science Department

e City: The city where your organization is located. Example: Los Angeles

e State/Region: The state or region where your organization is located. This should
not be abbreviated. Example: California

e Country: The country where your organization is located. Example: United States

e Email Address: An email address used to contact your organization. Example:
support@example.edu

e Private Key Length (bits): The length of the private key to generate in bits.
2048 is recommended and is now required by most certificate authorities.
4096-bit certificates are currently not supported for performance reasons.

e Signature Algorithm: The algorithm used to sign the request. SHA-256 is now

used by most certificate authorities. SHA-1 is an older algorithm and is no longer
recommended.
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6. Select the button to Download Certificate Signing Request.

O Certificate generated.

» NETLAB+ has generated a new private key, certificate signing request, and self-signed
certificate.

» To make this the active certificate, active it from the certificate management page.

» Usage of self-signed certificates is limited to administrative maintenance only. To use this
certificate in production, download the certificate signing request, have it signed by trusted
certificate authority (CA), and replace the self-signed certificate with the certificate provided by
the CA.

 Understood < Download Certificate Signing Request

7. The certificate signing request (a file of encrypted text named Entry Name.csr)
will be downloaded to your local machine. Submit this file to the Certificate
Authority (CA) of your choice. Typically, a small annual fee is charged by the CA
for this service.

After you receive a signed version of your certificate from the CA, you will use it to
replace the unsigned version.

1. Navigate to Network Settings > Configure SSL.

2. You will be replacing the self-signed certificate that you created. Notice that the
default certificate is indicated to be the active certificate; this is necessary since
you cannot replace an active certificate. (If the default is not currently the active
certificate, select it and the option to activate it on the Action dropdown).

3. Select the self-signed certificate you created.

& Manage Certificates

Name Host/Domain Expiration Status  Actions
default www.example.org = 2022-05-03 (89 days) @ Active, Self-Signed -
lexample.edu netlab.example.edu w0 2026-05-27 (1574 days)  Self-Signed -
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4. Click the Replace button to replace the certificate.

& View Certificate

Name example.edu
Status  Self-Signed
Host(s) netlab.example.edu
Issuer  MNone (certificate is self-signed)
Valid From  2018-12-04 4:42 PM
Expiration  2023-12-04 4:42 PM
Private Key Length 2048 bit

Signature Algorithm SHA-256

@ Activate | © Details §ENGREER: W Delete

5. Paste the signed certificate you received from the CA into the New Certificate
text box, including the header and footer lines, and select Submit.
a. Paste the contents of the new certificate file (.crt or .pem) above.
b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:

— together, one after the other; the server certificate needs to go first,
— otherwise you will get a mismatch between private and public keys.

If the new certificate is valid, it will overwrite the old certificate - the
old certificate is not retrievable.

“_'\U\/ When using a chain of certificates, just append the certificates
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Replace Certificate - example.edu

Name example.edu

New Certificate ----- BEGIN CERTIFICATE REQUEST-----

6. Return to the certificate page.

7. Verify that your certificate now indicates it is signed (as shown below).

v
necessary to log off the system and close your browser window. The

‘:ﬂ If the status of the certificate does not indicate signed, it may be
— status will be updated when you enter the system again.
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8. Click Activate.
& SSL Certificate

Name example.edu

Status Signed

Hosi(s) netlab.example.edu
Issuer
Valid From 2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

9. You will be prompted to confirm that you want to activate the certificate.
Select Proceed.

e Do you want to activate certificate ‘example.edu'?
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10. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Click OK.

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

11. Verify that the signed certificate is now active (see the Status in the picture
below). If the signed certificate is not active, it may be necessary to log off the
system, close your browser window, and then re-enter the system.

& Manage Certificates

Name Host/Domain Expiration Status
default www.example.org = 2022-05-03 (89 days) Self-Signed
example.edu netlab.example.edu = 2026-05-27 (1574 days) @ Active Signed

12. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€« > C ff B8 httpsy/
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4.1.2.2 Add a Certificate and Private Key to NETLAB+
1. Navigate to Network Settings > Configure SSL. If this is your first time adding a

certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status Actions

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed

© Add Certificate

2. Click Add Certificate.

3. If you have a signed certificate and private key for your organization (it may be a
domain-level certificate), you will add the certificate and private key to your
NETLAB+ system. Select the choice, | have an existing certificate and private
key.

o How would you like to add the certificate?

Generate @certiﬂcate signing request, temporary certificate, and new private key.

@ | have an existing certificate and private key.
Get a certificate from Let's Encrypt™.

4. Click Next. The Add Certificate page will be displayed (see picture on next page).
5. For the Entry Name, using the hostname (which is populated in this field as the
default value) is recommended.
6. Paste your certificate, including the header and footer lines, into the Certificate
textbox.
a. Paste the contents of the certificate file (.crt or .pem) above.
b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:

_'\U‘/ When using a chain of certificates, just append the certificates
—_— together, one after the other; the server certificate needs to go first,
otherwise you will get a mismatch between private and public keys.
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7. Paste your private key, including the header and footer lines, into the Private
Key textbox.
a. Paste the contents of the new certificate file (.crt or .pem) above.
b. The private key must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:

download it later. Therefore, you should keep a copy of the private key

[_'\U/ To protect the private key, there is no user interface to view or
* in a safe place.

8. Press Submit.

© Add Certificate

Entry Name  example.edu

Certificate = ----- BEGIN CERTIFICATE -----

Private Key | ----- BEGIN PRIVATE KEY -----

9. Return to the certificate page.

10. Verify that your certificate now indicates it is signed (as shown below).
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-
necessary to log off the system and close your browser window. The

[ 0 If the status of the certificate does not indicate signed, it may be
* status will be updated when you enter the system again.

11. Click Activate.

@ SSL Certificate

Name example.edu

Status | Signed

Hosi(s)  netlab.example.edu
Issuer
Valid From  2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

12. You will be prompted to confirm that you want to activate the certificate.
Select Proceed.

e Do you want to activate certificate ‘'example.edu'?
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13. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Click OK.

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

14. Verify that the signed certificate is now active (see the Status in the picture
below). If the signed certificate is not active, it may be necessary to log off the
system, close your browser window, and then re-enter the system.

& Manage Certificates

Name Host/Domain Expiration Status
default www.example.org = 2022-05-03 (89 days) Self-Signed
example.edu netlab.example.edu = 2026-05-27 (1574 days) @ Active Signed

15. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€« > C ff B8 httpsy/
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4.1.2.3 Get a Certificate from Let's Encrypt

Initiate an automated process where your NETLAB+ system will request and obtain a
signed certificate from Let's Encrypt™, a free certificate authority. Your NETLAB+ system
will interact with Let's Encrypt to request the signed certificate and respond to a
challenge issued by Let's Encrypt to verify control of the domain.

Requirements to use Let's Encrypt with NETLAB+:
e Your system must have an Internet-accessible public DNS entry.
e Ports 80 and 443 must be accessible and open through the firewall.

perform cryptographic math and provide signed, calculated results to
prove control of the domain. For more details, see Let's Encrypt, How It
Works.

% In this automated process, NETLAB+ will respond to a challenge to

1. Navigate to Network Settings > Configure SSL. If this is your first time adding a
certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed

© Add Certificate

2. Click Add Certificate.
3. Select the choice, Get a certificate from Let's Encrypt™. Click Next.

o How would you like to add the certificate?

Actions

Generate a certificate signing request, temporary certificate, and new private key.

| have an existing certificate and private key.
® Get a certificate from Let's Encrypt™.
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4. The Get a Certificate from Let's Encrypt page is displayed. Enter the appropriate
information into the fields (see field descriptions below) and then click Submit.

Get a Certificate from Let's Encrypt

Domain Name netlab.example.edu

Contact Email admin@example.edu

Field Descriptions - Get a Certificate from Let's Encrypt

e Domain Name: The fully qualified domain name (FQDN) of your server. This
name must match exactly what you type in your web browser, or you will receive
a name mismatch error. Wildcard certificates cannot be issued by Let's Encrypt.

e Contact Email: Let's Encrypt will send email to this address to warn of expiring
certificates and to notify about changes to their privacy policy.

Be sure to enter the address of an email account that is checked on a regular

basis to ensure that your organization is kept aware of any issues with the
certificate.
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5. As the configuration proceeds, you will see a log showing the progress of each
step. As shown below, you may click any line to view expanded details. Click

Next to proceed.

4INDG

& Configuring Let's Encrypt

Progress - COMPLETE

¥¥ Showing-30/30

A¥ lets encrypt

¥ lets encrypt

-> Connecting to https://acme-v02.api.letsencrypt.org/acme/authz—v3/71868660550

-> Received challenges for netlab-test-20.netdevgroup.com.

ji lets encrypt

hdr group
hdr id: "
hdr time:
module: "
msg: "let
msg_src:

severity:

task id:
time: "20
ts: 16438

severity t: "DEBUG"

-> Requested challenges for 1 domain(s).

: SKG-7785 &
61FB1884-REGX4-82H2"
"2022-02-02 23:49:24.,964"
task_system_ lets_encrypt_enable"
s encrypt -> Requested challenges for 1 domain(s)."
"HDR"
7

RNHW-RPMY-YIVG ('
22-02-02 23:49:24"
45764.964

Ak Lels encryptl

o lets encrypt

lssuel's Cerllllicale llas beell already rLecelived.

-> certficate request succeeded, enjoy your certificate

If an error occurs indicating too many certificate requests, be aware

that Let's Encrypt enforces rate limits. This should not present a

problem for typical use. If you have made an excessive amount of
certificate renewal requests (perhaps due to testing or development

6. When prompted to activate the Let’s Encrypt certificate, click Proceed.

9 Do you want to activate the Lets Encrypt certificate?

¢ Your firewall must continue to allow http on port 80 inbound for

Let's Encrypt verfication to succeed.

e The

certificate will renew every 60 days.

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

Page 42


http://www.netdevgroup.com/
https://letsencrypt.org/docs/rate-limits/

NETLAB+ Administrator Guide

4INDG

6. The letsencrypt certificate is activated. As noted, you may need to restart your
browser to see that the certificate has changed. Click OK.

0 Certificate 'letsencrypt’ was activated.

¢ The web server will restart shortly to clear its SSL cache.

¢ You may need to close and restart your browser to see that the
certificate has changed.

&3 0K

7. The Active SSL Certificate window will be displayed. Notice the expiration date.
The certificate will expire in 89 days. Click Dismiss.

& Active SSL Certificate

Name letsencrypt
Status @ Active, Signed
Host(s)  netlab.example.edu

Contact Email

admin@example.edu

Issuer R3
Valid From  2022-02-02 22:49
Expiration | @2 2022-05-03 (89 days)
Signature Algorithm  sha256WithRSAEncryption
Private Key Type ECC
Private Key Length 384
Private Key NIST Curve P-384
Private Key ASN1 0ID  secp384r1
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NETLAB+ will automatically request a renewal of the certificate from
Let's Encrypt every 60 days. This provides a 30-day window for the
automated renewal to successfully take place (allowing for any
connectivity issues, power outages, etc. at your site). The renewal will
be attempted twice a day until it succeeds.

_'\U‘/ No intervention will be required, except for situations where system
— outages for an extensive period prevent the renewal from executing in

* a timely manner. See the highlighted box at the end of this section for
discussion on initiating a renewal.

8. Verify that the letsencrypt certificate is now active (see the status in the picture
below). If the letsencrypt certificate is not active, it may be necessary to log off
the system, close your browser window, and then re-enter the system. Click
Dismiss.

Name Host/Domain Expiration Status
letsencrypt netlab-test-20.netdevgroup.com = 2022-05-03 (89 days) @ Active, Signed
default www.example.org == 2026-05-27 (1574 days) Self-Signed

© Add Certificate

9.

9/5/2023

Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€« > C ff B8 httpsy/
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Under normal operating conditions, no administrator action is required to renew the
certificate. If system outages for an extensive period have prevented the automatic
renewal from executing, the certificate will expire at the end of the 90-day period.

The administrator may initiate a request to renew the certificate by clicking the Renew
button on the View Certificate page. However, before proceeding, we recommend
contacting our support team for assistance in troubleshooting/resolving any problems
with the automated process.

© Details B EN:EED Ti] Delete

As noted, click Proceed if you have been instructed to perform this step by our support
team.

9 Do you want to renew your Let's Encrypt certificate now?

« NETLAB+ will automatically do this 30 days before expiration.

A message will confirm the certificate is renewed. Click OK. You may need to close and
restart your browser to see the updates to the certificate.

& letsencrypt renewed.

The web server will reload its configuration to load the
new certificate.

You may need to close and restart your browser to see
that the certificate has changed.
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4.1.3 Reset SSL Certificate to Default

NETLAB+ includes a console option to reset the SSL certificate to default should an error
condition with the certificate prevent access to the web interface.

regain administrator access to the web interface. This default self-
signed certificate is included for configuration purposes. HTML5
viewers will not work with this certificate. It must be replaced with a
certificate signed by a trusted certificate authority.

c Resetting the SSL certificate to default will allow the administrator to

1. Login to the virtual machine system console (requires VMware vCenter access).
2. Press [I] for IP Settings from the Console Main Menu.

NDG METLAB+ Y

--- Console

[P] Change ¢ strator Password
[M] D ble Administrator MFA
[I] ttings

[D] Disk Main
[H] D

[S] Shut

[R] Reboot

[L] Logout

3. From the IP Settings Menu, press [S] for Reset SSL Certificate to Default.

IP Settings Menu ---

[I] Settings
(6] /6 Setti

(D] D
[S] R SSL Certificate to Default
[T] Test Network Settings (recommended)

[X] Exit
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4. Review the information shown and then press [Y] for Yes.

--- Reset Active SSL Certificate to Default --—-

This o

ned and therefore ;
admin web intertface.

(Yies/(Quit: _

- ; er restarted
SSL certificate reset to default

replace the certificate with a valid
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5 Manage License

Notice the message at the top of the administrator Home page, indicating that system
registration and software license activation is required.

@ System registration and software license activation required.

Mo new lab reservations can be made at this time.

You will need the customer information email sent to your
organization from Network Development Group (NDG), in order to
complete the steps in this section.

The email from Network Develop Group (NDG) includes the following items needed to
activate the license:

e System Serial Number: The serial number of your NETLAB+ system.
e License Key: The license key for your NETLAB+ system (good for 5 activations).

The System Serial Number and License Key must be entered into your NETLAB+ system

in order to enable activation of its full functionality, including the scheduling of lab
reservations. See the Activate License (Initial Activation) subsection below.

_\ﬂ‘/ Please keep your license information in a secure place. You will need
— to enter it periodically, when major events/changes have taken place

on your NETLAB+ system. See the Reactivate License subsection below.

5.1 Activate License (Initial Activation)

Complete the following steps to activate your system license key. You will need the
System Serial Number, and License Key provided to you from NDG.

The NETLAB+ virtual machine must have network connectivity for
license activation. Please make sure network setup is completed

before activating the license, refer to the Network Settings section for
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1. Select Settings from the administrator Home page and then select Manage
License.

Q Manage License

Activate and manage system license key.

ﬁ Network Settings

Manage network settings and S5L certificates.

2. The Activate License page will be displayed. Enter the System Serial Number and
the License Key provided by NDG. Select Activate.

Your easiest option for entering the System Serial Number and License Key is
to simply copy and paste from the customer information letter.

If you enter the information into these fields, keep in mind the following:
System Serial Number:

Can be lowercase/uppercase

Must include dashes
License Key:

Must be uppercase
Must include dashes

Q, Activate License

System Serial Number = NDG-VE-##s S8 & &
License Key

s

K
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3. A message will display, indicating the license activation was successful. Select
OK.

O License activation successful.

4. The License Information page will be displayed. Notice that the license status has
been changed to Active. Your system is now fully functional. Review the other
information on this page, including the Activations Remaining (see the next
section, Reactivate License, for further discussion).

5. To ensure the information displayed is updated, click Update Status.

6. Click Dismiss.

&, License Information

System Serial Number  NDG-VE-FH S5 S
Licensed To
License Status @
Active Pod Limit 16
Expiration Date »
Last Activation 2016-10-19 17:35
Last Update 2016-10-19 17:35
Activations Remaining 4
Registered IP Address

Registered MAC Address W b i &
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5.2 Reactivate License

In some cases, modifications made to the NETLAB+ system will require software license
reactivation. Events that will trigger the requirement to reactivate include:

e Change of MAC address

e Change of IP address

e Change of virtual machine UUID

e Restoration of the NETLAB+ virtual appliance from a backup

When reactivation is required, the administrator Home page will display the following
alert.

@ A change to the system 'equlref software license reactivation.
-

Mo new lab reservations can be made at this time.

Also, be aware that the following message will be displayed to users if a user attempts
to schedule a lab reservation while the software license is not active.

A New lab reservations cannot be made at this time.

* The system software license is not active.

) Understood

may be requested from NDG support (see www.netdevgroup.com).

c Your license key allows five (5) activations only. A "fresh" license key

Complete the following steps to reactivate your system license key.
You will need the System Serial Number, and License Key provided to you by NDG.
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1. To reactivate the license, select Settings from the administrator Home page and
then select Manage License (or select Manage License on the alert message at
the top of the administrator Home page).

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

2. The License Information page will be displayed. Notice that the License Status is
Reactivate. Select the Reactivate button.

&, License Information

System Serial Number
Licensed To

License Status

Active Pod Limit
Expiration Date

Last Activation

Last Update
Activations Remaining
Registered IP Address

Registered MAC Address

NDG-VE #### -#8ine soron: -4

REACTIVATE

16

2016-10-19 17:35
2016-10-1917:54

4
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3. The Activate License page will be displayed. Refer to the information provided by
NDG and verify that the System Serial Number displayed matches the
information from NDG. Each NETLAB+ license key is valid for one system. Enter
the License Key provided by NDG. Select Activate.

Your easiest option for entering the System Serial Number and License Key is
to simply copy and paste from the customer information letter.

If you enter the information into these fields, keep in mind the following:

System Serial Number:
Can be lowercase/uppercase
Must include dashes

License Key:
Must be uppercase
Must include dashes

&, Activate License

System Serial Number NDG-VE

License Key

4. A message will display, indicating the license activation was successful. Select
OK.

o License activation successful.
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5. The License Information page will be displayed. Notice that the license status has
been changed to Active, full system functionality is restored.

It may be necessary to click the Update Status button to update the
information displayed following a reactivation.

&, License Information
System Serial Number NDG-VE “i88 - 4

Iﬁ.cti\raﬁans Remaining 1 I

Registered IP Address

Registered MAC Address *

6. Review the license information on the License Information page, including the
Activations Remaining. If you have only one (1) activation remaining, an alert

message will display at the top of the License Information page. Click Dismiss
after reading.

1 activation remaining.

There is only one activation remaining on the current license. Once the |ast activation is used, it will be
necessary to contact NDG support to obtain a fresh license key to make subsequent license activations.

Your license key allows five (5) activations only. A "fresh" license key
may be requested from NDG support (see www.netdevgroup.com).

“_\U‘/ You do not have to wait until you have used up all 5 activations to
— request a new license key. We recommend that you request a new
license key when you have one activation remaining, doing so will
ensure your that you have always have a valid license key on hand.
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6 Appearance

Custom branding of your NETLAB+ system allows you to use your own logos and
graphics to make your system uniquely identifiable and can serve as an asset for your
marketing strategy. The administrator may customize the NETLAB+ user interface by
modifying the settings for displaying certain interface elements, such as login and
banner logos.

First, we will look at the default images provided for the display elements. The default
Login Form and Login Logo are displayed on the default Login Background in the picture
below.

NETLAB.EXAMPLE.EDU

& Usemame

Login Form
& Password

A

!
’ { ! Login

!!

L

Al
| I N DG — J
| III A

The picture below shows the default Banner Logo on the MyNETLAB+ page of a student
account.

INDG&= ° +
il

MyNETLAB

£ Scheduled Lab Reservations
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To customize the appearance of your NETLAB+ system, select Settings > Appearance.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

The Appearance page is displayed. The System Name, Login Logo, Login Logo Location,
Login Background, Login Form Location, and Banner Logo may be updated by selecting
their respective Edit button, located to the right of each element. The interface
elements are discussed in the subsections below.

@ Appearance

Syslem ame testhostame.example.com

Login Logo
-IlINDG

Login Logo Location

Login Background

Login Form Location

“ NDG o
il
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6.1 System Name
Assigning a custom system name can make it easier for users to identify which NETLAB+
they are logging into if they have access to more than one NETLAB+ system. The name

will be displayed on the login page instead of the hostname.

1. To enter a custom name, select the Edit button to the right of the System Name
on the Appearance page.

System Name testhostame.example.com [# Edit

2. Enter a name for your system and then select OK (if no system name is provided
orifitis cleared, the hostname will be displayed once again).

(¢ Edit System Name

Sysiem Name  Fictional University NETLAB+ 1

oo Joc Joner

6.2 Login Logo
You may replace the logo on the NETLAB+ login page by uploading an image file with
your own logo. Acceptable file formats include .gif, .jpg, and .png. Images with heights

greater than 100 pixels will be scaled down to 100 pixels.

3. Toreplace the default logo, select the Edit button to the right of the Login Logo
on the Appearance page.

N N DG
-III
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4. The Edit Login Logo page is displayed. Click the checkmark box next to Select a

Login Logo.
-IlINDG

Select a Login Loge ||w| ]| MNone

Edit Login Logo

oo Jooms Jona

5. A window will open, allowing you to select the image file you would like to use
for the NETLAB+ login page.

Acceptable file formats include .gif, .jpg and .png. Images with heights
greater than 100 pixels will be scaled down to 100 pixels.
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6. The image file you select will be displayed on the Edit Login Logo page. Click OK.

Edit Login Logo

Select aloginLoge |v| example_edu_login_logo.png

‘:\U} To restore the default Login Logo, simply click OK without selecting a
— file.

6.3 Login Logo Location
You may select the preferred position on the login page for the Login Logo.

1. Select the Edit button to the right of the Login Logo Location grid. Notice the
default location indicated on the grid below is in the center, at the bottom of the

page.

Login Logo Location
[# Edit
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2. The Edit Login Log Location page is displayed. Choose a cell from the grid below
that best resembles the preferred location of the logo on the NETLAB+ login

page. In the example below, the cell in the upper-left has been selected. Click
OK.

@ Edit Login Logo Location

Pick a Login Form Location -

Please note that the Login Logo and Login Form cannot occupy the
same location.

6.4 Login Background

You may replace the background on the NETLAB+ login page by uploading an image file
with your own background. Acceptable file formats include .gif, .jpg, and .png.

Background images may be scaled and/or cropped to accommodate the size of users'
browser windows.

1. To replace the default background, select the Edit button to the right of the
Login Background on the Appearance page.

Login Background
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2. The Edit Login Background page is displayed. Click the checkmark box next to
Select a Login Background.

Edit Login Background

Select a Login Background | « || None

3. A window will open, allowing you to select the image file you would like to use
for the NETLAB+ login background.

may be scaled and/or cropped to accommodate the size of users'

Q Acceptable file formats include .gif, .jpg and .png. Background images
browser windows.
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4. The image file you select will be displayed on the Edit Login Background page.
Click OK.

Edit Login Background

Select a Login Background |v| example_edu_login_background.jpg

v eb b o

oo Joom ]

[_'\U/ To restore the default Login Background, simply click OK without

8 Haln
Help

— selecting a file.
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6.5 Login Form Location

The login form contains the fields in which users enter their username and password.
You may select the preferred position on the page for the Login Form.

1. Select the Edit button to the right of the Login Form Location grid. Notice the
default location indicated on the grid below is in the center, at the top of the

page.

Login Form Location - m

2. The Edit Login Form Location page is displayed. Choose a cell from the grid below
that best resembles the preferred location of the form on the NETLAB+ login
page. In the example below, the cell in the upper-right has been selected. Click
OK.

@ Edit Login Form Location

Pick a Login Form Location -

(oo Jo o Jorar

Please note that the Login Logo and Login Form cannot occupy the
same location.
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The picture below shows the updated login screen, with the Login Logo and Login Form,
including the custom system name, placed in the selected preferred positions on the
updated background image.

. - Fictional University NETLAB+ 1
2 Login Logo
.- = & Username

@ Password
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6.6 Banner Logo

You may replace the banner by uploading an image file with your own banner logo.
Acceptable file formats include .gif, .jpg, and .png. Images with heights greater than 40
pixels will be scaled down to 40 pixels.

1. Notice that the NDG logo is the default Banner Logo. To replace the default logo,
select the Edit button to the right of the Banner Logo on the Appearance page.

“ JNDG
il

2. The Edit Banner Logo page is displayed. Click the checkmark box next to Select a
Banner Logo.

Edit Banner Logo

4INDG

Select a Banner Logoe | |w | None

oo Joom Jorm

3. A window will open, allowing you to select the image file you would like to use
for the Banner Logo.

Acceptable file formats include .gif, .jpg and .png. Images with heights
greater than 40 pixels will be scaled down to 40 pixels.
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4. The image file you select will be displayed on the Edit Banner Logo page. Click
OK.

Edit Banner Logo

SelectaBannerLege |+ example_edu_banner.png

‘:\U} To restore the default Banner Logo, simply click OK without selecting a
— file.

The updated banner will be displayed on all user accounts. The picture below shows the
banner displayed on the MyNETLAB+ page of a student account.

MyNETLAB

) Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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7

News and Announcements

fﬂ System news and announcements are displayed at the top of the MyNETLAB

page. Using this feature provides a way to communicate with all users of your

NETLAB+ system.

1.

'\G/ System-wide settings will be displayed on the MyNETLAB page of all

— users, above any community Welcome Message or News and
— Announcements.

To manage the system-wide welcome message and news, select Settings from
the administrator Home page and then select News and Announcements.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

@ Appearance

Change the appearance of certain interface elements such as login and banner logos.

ﬁ News and Announcements

Manage system-wide welcome message and news.

2. Select the Edit button.

9/5/2023

! News and Announcements

Welcome Message

Mews and Announcements
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3. Enter information into the Welcome Message and/or News and Announcements
fields. See the field descriptions below. Click Submit.

GitHub Flavored Markdown is supported, as shown in the example
below. Not familiar with GitHub Flavored Markdown? A quick Internet
search will lead you to information on syntax and examples.

! Edit News and Announcements

Welcome Message  ### Welcome to our NETLAB+ System!

Mews and Announcements  ### Please complete all assignments before Spring Break!
®* Hands-on practice is the key to learning technical skills -
* Contact your instructor with any questions P

Field Descriptions - News and Announcements

e Welcome Message: Define a welcome message for the system. The message is
displayed on the MyNETLAB page in its entirety, above any community welcome
message or community news. GitHub Flavored Markdown is supported. Links will
open in separate tabs or windows.

Welcome messages can also be set for specific communities. See the Manage
Communities section.

e News and Announcements: Define news and announcements for the system.
This is displayed on the MyNETLAB page above any community welcome
messages or community news. Space for news and announcements is
constrained to a scrollable region, so it is suitable for longer text. GitHub
Flavored Markdown is supported. Links will open in separate tabs or windows.

News and Announcements can also be set for specific communities. See the
Manage Communities section.
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4. The News and Announcements page displays the information that has been
entered. Any markdown included will be rendered as it will appear on the
MyNETLAB page for all users.

! News and Announcements

Welcome Message

Welcome to our NETLAB+ System!
News and Announcements

Please complete all assignments before Spring Break!

« Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Refer to NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

5. Click Dismiss to return to the System Settings page. Select Home at the top-right
to return to the administrator Home page.

Here, we show how the Welcome Message and the News and Announcements will be
displayed when a student logs into the system.

.lIINDG © Help & teststudent =

MyNETLAB

Welcome to our NETLAB+ System!

Please complete all assignments before Spring Break!

+ Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Referto NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

4 Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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8 Manage API Settings

(Application Program Interface), allowing customers to create custom
automation scripts for many of NETLAB+'s administrative functions, such as
automatically adding accounts from a Learning Management System (LMS).

Og New to NETLAB+ is the ability to communicate with the system through APIs

To view and manage API settings, select Settings from the administrator Home page,
and then select Manage API Settings.

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and SSL certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

News and Announcements

A6 & 2

Manage system-wide welcome message and news.

ﬁ'ﬁ Manage API Settings
4+

Manage AP users, tokens and source IP addresses. Enable or disable APL

The API status and any existing API keys are displayed.

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys Search
User “  Token Description Active
administrator 9YAD7ENC3I7ERETRTRXATXDTG33MNIHPBW2WE9ONH | Testing ]
administrator 975642MOLE6XBFGLMLCAZEZOKBYIDIRYIZATCGOSX Deve|oper ]
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8.1 Add an API Key

API Keys are required in order to authorize other Linux machines to use automated
NETLAB+ functions.

- Development Kit (SDK), available from NDG.

[ \U} Details on the use of APl keys are provided in the NETLAB+ Software

1. Select the Add API Key button.

& API Status

The Remote APl is enabled. Add an API key below or use an existing one.

Q. API Keys Search
User “  Token Description Active
administrator SYAD7ENC3IFERETFRTREXATXDTGIIMNIHPBWZWESSNH | Testing ]
administrator 075642MOL6XBFGLMLCA2EZOKEYIDIRYIZATCGOSX  Developer ]
Show 10 v entries Showing 1to 2 of 2items

© Add API Key
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2. The New API Key page is displayed. Enter information into the fields. Refer to the
field descriptions below. Click Submit.

New API Key

Source IPs | 192.0.2.0,192.0.2.1

Description =~ Learning Management System

Field Descriptions - New APl Key

e Source IPs: A list of comma-separated IP addresses. Only connections from one
of these IP addresses will be allowed for this API key.

e Description: Include a description to help identify your API key.

3. A message indicates the APl key has been added. Click OK.

O API key added.
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4. The API key Info page is displayed. Notice that a Token has been generated. This
token will be used to authorize the machine(s) at the Source IP address(es) to
use NETLAB+ functions.

Q; API Key Info

User administrator
Token WZTESNHIKAP7NRHRKTFGBWXL772W9IN8DWJJGLEGS
Source IPs  192.0.2.0,192.0.2.1
Description Learning Management Systems
Active @

Created At 25-Mov-2016 12:29 PM

5. Toreturn to the Manage API Settings page, click Dismiss or continue to the next
section to edit the API Key Info.
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8.2 Edit an API Key

1. To edit an API key, select the Edit button on the API key Info page (see the
previous section). The values for User (only the administrator is currently
allowed) and Token cannot be modified. You may modify the source IPs and
select/deselect the checkbox for Active to enable/disable this API key. You may
modify the Description. After making any changes, click Submit.

‘:\[T/ In the example below, we have unchecked the Active box to disable
- this API.

&, Edit API Key

User administrator
Token WZTE6NH9KAP7NRHRKTFGBWXL772W9N8DWJJGLB6GS

Source lPs | 192.0.2.0,192.0.2.1

Active

Description =~ Learning Management Systems

2. A message indicates the APl key has been updated. Click OK.

o API key updated.
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3. You will return to the APl Key Info page. Notice the 0 symbol, indicating that the
key is not active. Notice that APl keys can also be enabled/disabled from this
page (by selecting the Enable button). Click Dismiss.

&, API Key Info

User

Token
Source IPs
Description
Active

Created At

administrator
WZTEGNHIKAP7NRHRKTFGBWXL772WONEDW.JJGLBGS
192.0.2.0,192.0.2.1

Learning Management Systems

0

25-Nov-2016 12:29 PM

You will return to the Manage API Settings page.

¥} API Status

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys

User

administrator
administrator
administrator

administrator

Search

Token Description

L55CI5LXRIMEGYNNMBRGRANSTBAGI4HDIG5495H7 | Sample
WZTEGNHIKAP7NRHRKTFGBWXL772WINEDWIIGLEG8  Learning Management Systems
9YAD7BNC376RETRTRYATZXDTGI3MNIHPBW2WE9SNH | Testing

975642MILEXBFGLMLCA2EZIKBYIDIRYIZATCGOSX | Developer

Show 10 v entries Showing 1to 4 of 4items
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8.3 Disable API

In the previous section, we showed, as part of the edit function, how an individual API
key can be disabled. In this section, we show how to disable all remote API connections.

1. To terminate all existing remote APl connections, select the Disable API button
located at the top-right of the Manage API settings page.

The Remote APl is enabled. Add an API key below or use an existing one.

2. You will be prompted to confirm this action; click Disable.

9 Are you sure you want to disable the Remote API?

+ All existing remote API connections will be terminated.

+ This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Disabling API requires a restart of the NETLAB+ server process, which
may briefly affect user activity.

3. The API Status now indicates that the Remote API is disabled; no connections will
be allowed unless the Remote API is enabled.

o API Status

The Remote API is disabled. No connections will be allowed.
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8.4 Enable API

1. To enable the remote API and all users with valid APl keys to remotely access
your NETLAB+ data, select the Enable API button, located at the top-right of the
Manage API settings page.

o AP Status

The Remote API is disabled. No connections will be allowed.

2. You will be prompted to confirm this action. Click Enable.

9 Are you sure you want to enable the Remote API?

+ Users with valid APl keys will be able to remotely access your
METLABE+ data.

» This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Enabling APl requires a restart of the NETLAB+ server process, which
may briefly affect user activity.

The API status now indicates the Remote API is enabled. Any existing API keys
are displayed.

«f API Status @ Disable API
The Remote API is enabled. Add an API key below or use an existing one.
R APl Keys Search
User “  Token Description Active
L55CI5LXRIMEGYNNHERGRANSTBAGOAHDIGS495HT | Sample ®
68 Learning Management Systems °
ova NH | Testing ©
975642M9L6XBFGLMLCAZEZIKBYIDIRYIZATCGISX  Developer )

Show 10 v entries Showing 1104 of 4items
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9 Log Exports
Your NETLAB+ system can be configured to export log files to the server of your choice.
The Log Exports option enables you to direct the storage of log file(s) to the host(s) you

select, filtered according to tags used to categorize each log record. From the
administrator Home page, select System Settings > Log Exports.

Manage License

Activate and manage system license key.

_’-A.__}" *-‘fr———r‘\ﬂ;r-.gr-w A s  d ,-"“‘ ah. pi

\ Log Exports
o\

Export logs to remote log servers.

n Security

Manage system-wide security settings.

Continue on to the subsection below for instructions on adding a log export.

9.1 Add Log Export

Specify the server and the configuration details to enable NETLAB+ to maintain log files
on the server(s) of your choice.

1. From the Log Exports page, select the Add Log Export button.

Admin > Pystem Settings > Log Exports

There are no log exports defined.

+ D GLANGGES 8 & CA Certificate =~ Restart / Clear Counters
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2. The Add Log Export page will be displayed; see the field descriptions below. For
this example, we will use the Fluentd export type. Click Submit.

'\[T/ Fluentd is the recommended choice as the export type, since it
— provides structured, more detailed log entries.

N Add Log Export

Export Type @ Fluentd
Syslog

@ Submit © Help

3. The Add Log Export page will now display additional fields to configure. See the
field descriptions below for guidance on making selections, then click Submit.

N Edit Fluentd_1

Export Type

Name  Fluentd_1

Enabled (v

Host  logserver.sample.edu

Port 24224
Transport TLS -
Severity  INFO (6) -

Select v Admin (netlab.log)
Syslog (netlab.syslog.*)
Web Server (netlab.web.*)
CGl (netlab.cgi.*)
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Field Descriptions — Add Log Export

e Export Type: Choose the type of file to be exported.
o Fluentd: Export structured log records to a remote Fluentd or Fluentbit
(open source data collectors) server. Choosing this format provides
detailed, structured data and is, therefore, the recommended choice.
o Syslog: Export unstructured log records to a remote Syslog server in
RF5424 format. This option gives a more limited amount of data, with
records including just the basics - date/time plus the log message.

e Name: The identifier name of the export must be unique and must start with an
ASCII letter. The name can contain ASCII letters, numbers, and underscores.

e Enabled: Use to temporarily enable or disable this log export target.
e Host: The IP address or fully qualified hostname or the remote log server.
e Port: The TCP or UDP port number that the remote log server is listening on.

e Transport: The desired transport protocol. Choose either TCP, UDP, or the TLS
option, which enables TCP with TLS encryption.

e Severity: The logging verbosity level. Values are cumulative, e.g., a setting of
WARNING(4) also includes ERROR(3), FATAL(2), and ALERT(1).

For security reasons, records with a severity level DEBUG(7), TRACE(8), and
TRACE(9) are for debugging only and cannot be exported.

e Select: Check the appropriate box(es) to indicate the types of records to be
exported. Each log entry has a tag. Select one or more tags to filter the records
written to the file.

Service logs (with tag netlab.service.*) are for debugging only and cannot be
exported, for security reasons.
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9.2 View and Edit Log Exports
All log exports that have been configured are listed on the Log Exports page.

1. To view the settings of a log export, select the Action dropdown ™ button on
the row and select View.

M Log Exports Search

Name Enabled Type Host Port Transport Severity Select Action

Fluentd_1 Yes Fluentd logserver.sample.edu 24224 TLS INFO (6) Admin -

Fluentd_2 Yes Fluentd logserver.sample.edu 24224 TCP INFO (6) | @ View |
(& Edit

Show 25 ~ eniries Showing 1to 2 of 2 items W Delete

© Add Log Export [ [e/ N OTEE = Restart / Clear Counters

2. Details of the log export configuration will be displayed. To modify any of the
values, select Edit.

N Fluentd_1

Records Transmit Transmit Failed Records Records
Transmitted Errors Retries Retries Dropped Retried
0 0 0 0 0 0

Name  Fluentd_1
Enabled Yes
Type  Fluentd
Host  logserver.sample.edu
Port 24224
Transport TLS
Severity  INFO (6)

Select  Admin

@en 8 el
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3. Edit the fields as desired (see field descriptions in the previous section), and then

9.3

click Submit.

AN Edit Fluentd_1

Export Type
Name  Fluentd_1
Enabled v

Host  logserver.sample.edu

Port 24224
Transport  TLS -
Severity  INFO (6) -

Select v Admin (netlab.log)
Syslog (netlab.syslog.*)
Web Server (netlab.web.*)

CGlI (netlab.cgi.*)

Certificate for TLS Encryption

REVISIONS PENDING: We discussed adding examples to this section.

If you have chosen the TLS option as the desired transport protocol (see the first record
in the image below) for your exported log(s), you may need a CA Certificate to complete
the configuration process on your server. Follow the steps below to view the certificate.

1. Onthe Log Exports page, select the CA Certificate button.

9/5/2023

M Log Exports

Name Enabled Type Host Port
Fluentd_1 Yes Fluentd logserver.sample.edu 24224
Fluentd_2 Yes Fluentd logserver.sample.edu 24224
Show 25 «~ entries Showing 1to2of 2items

(+FGOAGTESGL M |@ CA Certificate

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

Transport

TLS

TCP

Search
Severity Select Action
INFO (6) Admin -
INFO (6) @ View
# Edit
W Delete

% Restart / Clear Counters
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2. The CA Certificate is displayed. Use this CA certificate to configure your Fluentd
or Rsyslog log servers with TLS. Click Dismiss.

@ CA Certificate
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9.4 Restart / Clear Counters

The counters maintained by the log exports can be reset to zero.

'\U‘/ Resetting the counters to zero can be helpful following
troubleshooting/problem resolution.

1. On the Log Export page, select the option to Restart/Clear Counters.

N Log Exports Search
Name Enabled Type Host Port Transport Severity Select Action
Fluentd_1 Yes Fluentd logserver.sample.edu | 24224 TLS INFO (6) Admin -
Fluentd_2 Yes Fluentd logserver.sample.edu 24224 TCP INFO (6) @ View

(& Edit

il Delete

Show 25 ~ entries Showing 1to2of 2items

[+ FGLIGLESGR M @ CA Certificate % Restart / Clear Counters

2. You will be prompted to confirm; select Restart / Clear Counters.

9 Restart logging and clear counters ?

2 Restart / Clear Counters
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3. View any of the log exports to see the counters
Dismiss.

N Fluentd_1

4INDG

have been reset to zero, and click

Records Transmit Transmit
Transmitted Errors Retries
0 0 0

Failed Records Records
Retries Dropped Retried
0 0 0

Name  Fluentd_1
Enabled Yes
Type  Fluentd
Host  logserver.sample.edu
Port 24224
Transport TLS
Severity  INFO (6)

Select  Admin

9.5 Delete Log Export

1. To delete alog export record, select the Action
and select Delete.

M Log Exports

Name Enabled Type Host
Fluentd_1 Yes Fluentd logserver.sample.edu
Fluentd_2 Yes Fluentd logserver.sample.edu

Show 25 ~ entries Showing 1to2of 2items

(+F.GLELESGRG M & CA Certificate

dropdown ™ button on the row

Search
Port Transport Severity Select Action
24224 TLS INFO (6) Admin -
24224 TCP INFO (6) @ View
(& Edit

< Restart / Clear Counters
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2. Select Delete to confirm.

9 Delete log export 'Fluentd_1'?
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10 Security

To manage system-wide security settings, select System Settings > Security.

% Manage License

Activate and manage system license key.

P S S Npev S SOV Sy e N

Security

Manage system-wide security settings.

Security options shown include Password Policy, Multifactor Authentication, and Web
Server Security. We will explore these in the subsections below.

QQ Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication.

Web Server Security

Configure system security settings for the web server.
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10.1 Password Policy

You may customize the password policy settings to meet the requirements of your

organization. Follow the steps below to view and edit the settings.

1. From the Security page, select Password Policy.

O\g Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication.

' Web Server Security

Configure system security settings for the web server.

2. The Password Policy page will be displayed. To edit the settings, select Edit.

&, Password Policy

Force Change on Reset
Minimum Length
Maximum Length

Minimum Number of Special Characters

b

of Numeric Characters
Minimum Number of Upper-case Characters
Minimum Number of Lower-case Characters
Minimum Number of Unique Characters
Prohibit Use of Dictionary Words

Maximum Dictionary Word Size

Prohibit Use of User ID

Prohibit Use of Email Address

Prohibit Use of User Names

Administrator Password Expiration (days)
Instructor Password Expiration (days)
Student Password Expiration (days)

Maximum Password Attempts

Yes

64

Yes

Yes

90

90
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3. The Edit Password settings page is shown. See the field descriptions below for
guidance on making your selections for these settings, and then click Submit.

&, Edit Password Settings

Force Change on Reset v

Minimum Length 8

Minimum Number of Special Characters 0
Minimum Number of Numeric Characters 0
Minimum Number of Upper-case Characters 0
Minimum Number of Lower-case Characters 0
Minimum Number of Unique Characters 0

Prohibit Use of Dictionary Words v

Maximum Dictionary Word Size 3

Prohibit Use of UserID v
Prohibit Use of Email Address v
Prohibit Use of User Names

Administrator Password Expiration (days) O
Instructor Password Expiration (days) 90
Student Password Expiration (days) 90

Maximum Password Attempts 5
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Field Descriptions — Edit Password Settings

e Force Change on Reset: If true (checked), users will be required to CHANGE their
password upon their next login, after it has been set/reset by another user (such
as the administrator or lead instructor). This value is true by default, and
changing it should be avoided if at all possible.

e  Minimum Length: The minimum number of characters required in a valid
password.

e Minimum Number of Special Characters: The minimum number of special
characters required in a valid password.

e  Minimum Number of Numeric Characters: The minimum number of numeric
characters required in a valid password.

¢  Minimum Number of Upper-case Characters: The minimum number of upper-
case characters required in a valid password.

¢ Minimum Number of Lower-case Characters The minimum number of lower-
case characters required in a valid password.

e  Minimum Number of Unique Characters: The minimum number of unique
characters required in a valid password.

e Prohibit Use of Dictionary Words If true (checked), valid user passwords may
not contain any common English dictionary words with a number of characters
more than or equal to the value specified for Maximum Dictionary Word Size.

e Maximum Dictionary Word Size: The maximum size, in characters, of common
English dictionary words that a valid password may contain.

e Prohibit Use of User ID: If true (checked), valid user passwords may not contain
the user's ID.

e Prohibit Use of Email Address: If true (checked), valid user passwords may not
contain the user's email address.

e Prohibit Use of User Names: If true (checked), valid user passwords may not
contain any of the user's names.

e Administrator Password Expiration (days): The number of days an

administrator account password can exist before it must be changed. A value of
0 disables the expiration of administrator passwords.
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e Instructor Password Expiration (days): The number of days an instructor
account password can exist before it must be changed. A value of 0 disables the
expiration of instructor passwords.

e Student Password Expiration (days): The number of days an student account
password can exist before it must be changed. A value of O disables the

expiration of student passwords.

e Maximum Password Attempts: The maximum number of failed password
attempts allowed before a user is locked out of their account.

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 91


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .IIINDG

10.2  Multifactor Authentication

NETLAB+ supports multifactor authentication (MFA). MFA requirements are set through
the NETLAB+ administrator interface for the administrator, instructors, and students. In
this section, we will show how to configure system security settings for multifactor

authentication.

1. From the Security page, select Multifactor Authentication.

qa Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication

' Web Server Security

Configure system security settings for the web server.

2. The Multifactor Settings page will be displayed; select Edit to modify the
settings.

B Multifactor Settings

Required for Administrator  Disabled
Required for Instructors Disabled

Required for Student Disabled
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3. On the Edit Multifactor Settings page, select the checkbox(es) for which MFA
requirements will be applied and then press Submit. In the example below, MFA
will be required for students and instructors but not for the administrator.

B3 Edit Multifactor Settings

Required for Administrator

Required for Instructors (v

Required for Student (v

4. The Multifactor Settings page now shows that multifactor authentication
requirements are enabled for instructors and students. Click Dismiss.

B Multifactor Settings

Required for Administrator  Disabled

Required for Instructors Enabled

Required for Student Enabled
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10.3  Web Server Security

To configure the web server security settings, select Security > Web Server Security.

Q& Password Policy

Configure system security settings for user passwords.

@ Multi-factor Authentication

Configure system security settings for multi-factor authentication.

* Web Server Security

Configure system security settings for the web server.

The web server security options include Strict Transport Security (HSTS) and Cross Site
Request Forgery (CSRF) Protection. We will describe these options in the subsections
below.

a Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

sy Cross Site Request Forgery (CSRF) Protection
]

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.
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10.3.1 Strict Transport Security (HSTS)

Follow the steps below to configure Cross Site Request Forgery (CSRF) Protection. If
enabled, every client request will include an additional token parameter that must be
verified by NETLAB+ for the request to be considered valid.

1. Go to Security > Web Server Security.
2. Select Strict Transport Security (HSTS) to configure the HTTP Strict-Transport-
Security response header (HSTS).

a Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

— Cross Site Request Forgery (CSRF) Protection
h

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.

3. The Strict-Transport-Security (HSTS) page will be displayed, allowing you to
enable/disable HSTS.

/”_'\ﬂ\/ If enabled, HTTP Strict-Transport-Security response header (HSTS)

— informs browsers that the site should only be accessed using HTTPS,

— and that any future attempts to access it using HTTP should
automatically be converted to HTTPS. Please refer to the subsection

below for a detailed descrintion of HSTS.

HSTS can lock users out of the web interface, including the
administrator.

c If your SSL certificate becomes invalid (including Let's Encrypt),

e If HSTS is enabled, the administrator must be vigilant in
maintaining a valid SSL certificate at all times.

e A menu option in the virtual machine system console is
provided to disable HSTS if the administrator becomes locked
out of the web interface (see Recover from HSTS Lockout).
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@ Strict-Transport-Security (HSTS)

HSTS Setting @ Disable HSTS
Enable HSTS for 30 minutes (recommended for testing)
Enable HSTS for 1 year (use caution)

10.3.1.1 Overview of HSTS

HTTP Strict Transport Security (HSTS) is a policy mechanism that helps to protect
websites against man-in-the-middle attacks such as protocol downgrade attacks and
cookie hijacking. It allows web servers to declare that web browsers (or other complying
user agents) should automatically interact with it using only HTTPS connections, which
provide Transport Layer Security (TLS/SSL), unlike the insecure HTTP used alone.

The HSTS Policy is communicated by the server to the user agent via an HTTP response
header field named "Strict-Transport-Security". HSTS Policy specifies a period of time
during which the user agent should only access the server in a secure fashion. Websites
using HSTS often do not accept clear text HTTP, either by rejecting connections over
HTTP or systematically redirecting users to HTTPS (though this is not required by the
specification).

The protection only applies after a user has visited the site at least once, relying on the
principle of Trust on first use. The way this protection works is that a user entering or
selecting a URL to the site that specifies HTTP, will automatically upgrade to HTTPS,
without making an HTTP request, which prevents the HTTP man-in-the-middle attack
from occurring.

NETLAB+ automatically forwards HTTP requests on port 80 to HTTPS on port 443 (except

for Let's Encrypt verification requests), so it is not technically necessary to enable HSTS.
However, many security reporting tools will complain if HSTS is not enabled.
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10.3.1.2 Enable HSTS

If enabled, HSTS informs browsers that the web server should only be accessed using
HTTPS, and that any future attempts to access it using HTTP should automatically be
converted to HTTPS.

1. On the Strict-Transport-Security (HSTS) page, select the option to Enable HSTS
for 30 minutes.

Choosing the 30-minute option initially is recommended, as it will
allow you time to test access to your NETLAB+ system and ensure the
setting yielded desirable results, while alleviating concerns of getting
locked out of the system.

@ Strict-Transport-Security (HSTS)

HSTS Setting Disable HSTS
@ Enable HSTS for 30 minutes (recommended for testing)
Enable HSTS for 1 year (use caution)

2. Click the button to confirm that you want to Enable HSTS.

valid, as this would surely lead to lockout from the web interface. This
includes the default self-signed SSL certificate or any expired SSL
certificate.

Q NETLAB+ will refuse to enable HSTS if the active SSL certificate is not

9 Do you want to enable HSTS?

» A valid SSL certificate must be maintained at all times!

& Enable HSTS
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3. Click Understood.

A HSTS was enabled.

¢ A valid SSL certificate must be maintained at all times!

¢ |f you become locked out of the web interface due to an SSL
certificate issue, please refer to the NETLAB+ adimnistrator
guide for the recovery procedure.

) Understood

4. After testing, you may, at your discretion, follow these steps once again, this
time choosing the option to Enable HSTS for one year.

10.3.1.3 HSTS Lockout

If your SSL certificate becomes invalid while HSTS is enabled, users may become locked
out of the NETLAB+ web interface with an error message from the browser, similar to
the image below. This includes the administrator!

[ 0 See the next section for instructions on recovering from HSTS lockout.

To prevent this situation, the administrator must be vigilant in maintaining a valid SSL
certificate at all times, even if using Let's Encrypt. The expiration date of your active SSL
certificate is displayed on the administrator home page. Always renew your certificates
well in advance of the expiration date. If using Let's Encrypt, the certificate should auto-
renew about 60 days prior to expiration.
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Your connection is not private

Attackers might be trying to steal your information from || (for

example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q T get Chrome’s highest level of security, turn on enhanced protection

Hide advanced

I s < cryption to protect your information. When
Chrome tried to connect to | N s time, the website sent back

unusual and incorrect credentials. This may happen when an attacker is trying to pretend

to be |GG -1 2 \Vi-Fi sign-in screen has interrupted the connection.

Your infarmation is still secure because Chrome stopped the connection before any data

was exchanged.

You cannot visit ||| rioht now because the website uses HSTS.

Network errors and attacks are usually temporary, so this page will probably work later.

10.3.1.4 Recover from HSTS Lockout
The following steps can be taken to resolve HSTS lockout. The steps in the example
below were performed using Google Chrome; the appearance on your system may vary

depending on your choice of web browser.

1. Login to the virtual machine system console (requires VMware vCenter access).
2. Choose menu option [H] Disable HSTS.
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NDG NETLAB+ VE 22.0.7

——— Console Main Menu ——-

[P] Change Administrator Password
[I] IP Settings
[D] Disk Maintenance

[H] Disable HSTS
[S] Shutdown

[R] Reboot

[L] Logout

il

3. Respond to the prompt by entering Y to disable HSTS.

——— Disable HSTS ——

HSTS is normally configured using the administrator web interface.
This utility disables Strict Transport Security (HSTS) on the

web server in the event you become locked out of the administrator
web interface due to SSL certificate or HSTS 1issue.

Disable HSTS? (Y)es/(Q)uit: []

4. Open a Private Browsing window or tab (a.k.a. Incognito Mode).
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5. Attempt to access your NETLAB+ system. You should see the Your connection is
not private dialog. Click the Advanced button.

A

Your connection is not private

Attackers might be trying to steal your information from ||| GGG o

example, passwords, messages, or credit cards). Learn more

| NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

6. Click the Proceed to <website> (unsafe) link.

because HSTS is enabled, be sure you are using a Private Browsing
session (per step 4). You can also try a different browser provided it
has not received an HSTS header from the affected NETLAB+ system.

c If you do not see the option to Proceed and instead see Cannot visit

This server could not prove that it is || GGG s sccurity certificate is

not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to I (1r<afc)

7. Login to the NETLAB+ administrator account using the web interface.

8. Update your SSL certificate to a valid one and activate it (see SSL Configuration -
Manage Certificates).

9. Verify that users are now able to log in.

10. Re-enable HSTS if desired.

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 101


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .IIINDG

10.3.2 Cross Site Request Forgery (CSRF) Protection

Follow the steps below to configure Cross Site Request Forgery (CSRF) Protection to help
prevent attackers from highjacking users' sessions and submitting service requests on
their behalf.

If enabled, every client request will include an additional token parameter that must be
verified by NETLAB+ for the request to be considered valid.

1. Go to Security > Web Server Security.
2. Select Cross Site Request Forgery (CSRF) Protection.

a Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

el Cross Site Request Forgery (CSRF) Protection
h

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.

3. The CSRF page will be displayed. To Enable CSRF Protection, check the checkbox
and then click Submit.

Enabling CSRF protection has the potential to cause problems for
some LMS users. These problems tend to present themselves more
commonly when the LTI external tool is configured to open within an
inline frame. Similarly, it is often possible to eliminate these problems
by configuring the LTI external tool to open in a new tab or window.
Please note that enabling CSRF protection from a disabled state may

invalidate active sessions.

= Cross Site Request Forgery (CSRF) Protection

Enahle CSRF Protection +
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4. A message will display, confirming that CSRF was enabled. Click Understood.

A CSRF Protection was enabled.

¢ Understood
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11 Prometheus Metrics

Prometheus is an open-source application that collects and stores metrics as time series
data. This data can be visualized with applications such as Grafana. Both Prometheus
and Grafana are applications that are deployed separately from NETLAB+.

NETLAB+ provides several Prometheus exporters; node exporter, NETLAB+ exporter,
and nginx. Node exporter provides access to system level metrics. The NETLAB+
exporter provides metrics specific the NETLAB+ application. Prometheus collects and
stores its metrics as time series data. Prometheus data can then be visualized with
Grafana. Prometheus and Grafana are applications that are deployed separately from
NETLAB+. This feature satisfies HECVAT On-Prem OFID-05 for remote monitoring.

In the subsections below, we will configure exporting of system metrics to Prometheus
and Grafana.

11.1  Configure Exporter

_'\[T/ An exporter exposes one or more URLs from which Prometheus can
— scan for metrics. One or more metric exporters can be bound to a

listener port. The exporter types are:
node_exporter: Collects metrics for the operating system and kernel.
netlab: Collects metrics pertaining to NETLAB+.

nginx: Collect metrics for the web server

Perform the following steps to configure an exporter.
1. Go to Security > Admin > Prometheus Metrics.

2. Toview the settings of an exporter, select the Action dropdown ™ button on
the row of the Exporters table and select Edit.

@ Exporters

Name Enabled Type Listener Ports Metrics URL Path Action
netlab D netlab 9100 /prometheus/netlab -
nginx ['no ] nginx 9100 /prometheus/nginx @ View

¢ Edit
node_exporter @ node_exporter 9100 /prometheus/node_exporter -
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3. The Exporter Edit page will be displayed. Edit the values on the page as
appropriate (refer to the field descriptions below), and then click Submit.

@ Exporter netlab

Type

Name

Enabled

Listener Ports

Enabled Collectors

netlab

netlab

443
v 9100

v license - system license status
+ maintenance - system maintenance status
pods - active pod metrics
reservations - active reservation metrics
v users - active user metrics
version - system software version

Field Descriptions — Exporter Edit

Type: Specify the type of exporter (node_exporter, netlab, nginx).

e Name: Exporter name can contain lowercase ASCII letters (a-z) and numbers (0-
9), and must start with a lowercase ASCII letter (a-z).

e Enabled: Check to enable this exporter.

e Listener Ports: The TCP port numbers that this exporter will be enabled on.

e Enabled Collectors: A collector is part of an exporter that represents a set of

metrics.

o License: System license status

©)
©)
@)
@)

Maintenance: System maintenance status
Pods: Active pod metrics

Reservations: Active reservation metrics
Users: Active user metrics
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11.2  Configure Listener Ports

_'\U\/ A listener port is a TCP port that can accept a connection from
— Prometheus. One or more metric exporters (that have been enabled

— and configured as per the previous section) can be bound to a
listener port.

Port 9100 is recommended if your Prometheus server is located
inside your site firewall.

Port 443 (the standard HTTPS port) can be used for a Prometheus
server residing outside the site firewall, without opening an
additional dedicated port through the firewall.

1. Go to Security > Admin > Prometheus Metrics.
2. Toview the settings of a listener port, select the Action dropdown ™ button on
the row on the Listener Ports table and select Edit.

. Listener Ports

TCP Port Enabled Encryption Authentication Exporters Action
443 ['NO ] TLS BASIC 0 -
9100 TLS BASIC 3 -

| @ Edit

3. The Listener Port Edit page will be displayed. Edit the values on the page as
appropriate (refer to the field descriptions below) and then click Submit. Select
and configure any additional exporters desired.

. Listener Port 9100

TCPPort 9100

Enabled v

Encryption TLS v
Authentication ~ BASIC -

Username scraper

Password

® Submit © Help
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Field Descriptions — Edit Listener Port

e Enabled: Check to enable this listener port. One or more exporters must be
assigned to the port.

e Encryption: Select the encryption type for this port.

e Authentication: Type of authentication to use.
o BASIC: Require username and password (recommended).
o NONE: Disable authentication (not recommended).

e Username: The username that must be sent by Prometheus to authenticate.

e Password: The password that must be sent by Prometheus to authenticate.
Password strength must comply with the system password policy.
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12 Manage Lab Reservations

User Logins The third panel on the right side of the
Enabled administrator Home page indicates if User Logins
are enabled, the number of Logged in Users

Logged In Usars currently using your system, the number of Pods in

25 Use, number of Active Reservations, and the
Pods in Use number of Future Lab Reservations on your system.
15

Active Lab Reservations
20

Future Lab Reservations
42

Manage Lab Reservations

— interrupting users when you are planning to do system maintenance

[ \U; Being aware of the active reservations can be helpful to avoid

such as software updates.

12.1  Display a List of Lab Reservations

Select Manage Lab Reservations to display details for all lab reservations on the system.

£ Lab Reservations

Show Active Only

ID Date/Time Description Pod
B 2016-06-13 17:55 Class: EMC ISM EFI'~.;1EI{:._ISMv2_F’DD1
2g © 0.6hours User: testuser - Academy
Exercise: Lab 01: Introduction to Storage _ ISM v2
B 2016-06-13 17:56 Class: EMC ISM EMC._ISM‘.*E_F’DDE
22 @ 0.6 hours User: teststudent ENa Academy
Exercise: Lab 03: Overview of LUNs _ ISM v2
&2 2016-06-13 19:00 Class: EMC ISM EFI':?_ISMQ_PDW
21 E 1.0 hours ’ User: testuser - Academy
' Exercise: Lab 02: Overview of RAID sy ISM v2

To filter the lab reservation list to display only reservations that are currently active,
select the Show Active Only box.

+| Show Active Only
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12.2 See Details of a Lab Reservation

1. Selectthe =  button at the end of a row to display the option to View or
Cancel the lab.

. ]

@& View =I

@ Cancel

L

2. Select View to display lab reservation details.

_'\U} The details of a lab reservation may also be displayed by clicking
— anywhere on the row of the lab reservation list.

£ Reservation 24

Reservation Type  Individual Self Study for Class
Class Name EMC ISM
Class Name Lab 02: Overview of RAID
Equipment Pod EMC_ISMv2_POD1
Reserved For Test User
Time Zone  Coordinated Universal Time
Start Time 20716-06-16 @ 17:00
End Time 2016-06-16 @ 18:00

Initial Configuration  no configs loaded (clean)

@ Cancel Reservation

3. Select Dismiss to return to the list of lab reservations or select Cancel
Reservation to cancel the lab reservation (described in the next section).
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12.3 Cancel a Lab Reservation

If you select the Cancel Reservation button on the reservation detail display (shown in

the section above), you will be prompted to confirm that you want to cancel the
reservation.

You may have noticed that the option to cancel a reservation was also
available from the Action dropdown on the reservation list (see the
picture in the previous section). This is one example of how the

NETLAB+ user interface is designed to be versatile and provides
multiple ways to access the options frequently used.

1. Select the Cancel Reservation button.

Q Are you sure you want to cancel reservation 24?

& Cancel Reservation m

2. The cancelation will be confirmed. Select OK to return to the Home screen.

o Reservation 24 has been cancelled.

) OK
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12.4 Enter a Lab Reservation

The Enter Lab button will be displayed in the lab reservation list for all active lab
reservations (labs that are currently in progress). Entering a lab can be helpful to the
administrator when troubleshooting issues with equipment pods.

) Lab Reservations Search

D

30

Show Active Only

Date/Time Description Pod Action

© 0.9 hours User: Test User -y Academy v

Enter Lab © Exercise: Lab 02: Overview of RAID .':_1" ISM v2

The administrator may enter a lab session and perform the same actions as an
instructor. Please see the Enter a Lab Session section of the NETLAB+ Instructor Guide
for details.
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13 Shutdown/Reboot

System Uptime
1 week, 6 days, 22 hours, 2
minutes

M Shutdown/Reboot

4INDG

Statistics on System Uptime are displayed on the fourth
panel on the right side of the administrator Home page.

From here, you may select to Shutdown/Reboot the
NETLAB+ system.

Using the Shutdown/Reboot function, the administrator can perform a graceful
shutdown and reboot of the NETLAB+ system.

server to be disconnected.

Q The reboot process will cause any users connected to the NETLAB+
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14 Backup Your NETLAB+ Virtual Appliance

It is imperative that you establish a plan for making backups of your NETLAB+ virtual
appliance on a regular basis to protect against data loss and disaster recovery
preparedness. You are also strongly advised to perform a backup before any software
update and prior to adding additional content to your NETLAB+ system.

It is the responsibility of the customer to maintain backups of their
NETLAB+ system.

Consider the advantages of setting up an automated backup process; see further
discussion in the subsection below. Manual backups using tools available within the
vSphere Web Client are another option, also described below.

(depending on the size/volume of use of your system), in addition to

[_'\U; Perform backups on a regular basis, a least once per week or more
— backing up before a software or content update.

14.1  Automated Backups

To ensure that backups are performed regularly, consider implementing an automated
method of creating backups. Taking the time to set up a robust, automated backup
process helps protect the investment your organization has made in your NETLAB+
system.

Please refer to the NETLAB+ VE Automated Backups Guide for details on performing
automated backups using VMware vSphere Data Protection (VDP).

14.2  Manual Backups

You may make a backup of your NETLAB+ virtual appliance by creating snapshots and
clones of your virtual machine.

VMware Infrastructure: The VMware infrastructure needs to be fully
configured, which includes the setup of the ESXi hosts, vCenter,
Networking and Storage. Please refer to the NETLAB+ Installation
Guide for details.

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 113


http://www.netdevgroup.com/
http://127.0.0.1:5000/support/documentation/netlabve/netlabve_automated_backups_guide.pdf
https://www.netdevgroup.com/support/documentation/netlabve/newappliance22/netlabve_installation_guide.pdf
https://www.netdevgroup.com/support/documentation/netlabve/newappliance22/netlabve_installation_guide.pdf

NETLAB+ Administrator Guide .IIINDG

e Snapshot: A snapshot preserves the state and data of a virtual machine,
including virtual machine settings, power state, and disk state. The Snapshot
Manager in the vSphere Web Client provides several operations for creating and
managing virtual machine snapshots. Refer to VMware documentation for
details: https://www.vmware.com/support/pubs/

Do not rely on snapshots alone as your backup strategy; you should
also create a clone periodically. Consider, for example, creating a daily

snapshot and a weekly clone.

e Clones: A clone is a virtual machine that is a copy of the original. The new virtual
machine is configured with the same virtual hardware, installed software, and
other properties that were configured for the original virtual machine. The
cloning task may be performed from the vSphere Web Client; refer to VMware
documentation for details: https://www.vmware.com/support/pubs/

14.3 NETLAB+ Restoration from Backup
Should you find it necessary to restore your NETLAB+ system from a backup, it will be

necessary to reactivate your NETLAB+ system by entering your license key. Please refer
to the Manage License section for details.
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15 Software Updates

Software Version The Software Version of your NETLAB+ system, along with
21.2.0 the date that maintenance expires, is displayed in the second
panel.

Maintenance Expires
2022-06-28

£ Software Updates

1. Select the Software Updates option to check for available software updates.
2. The software version currently running on your NETLAB+ system is displayed.
Click Dismiss to return to the Home page, or select the option to Check for

Updates.

© Current Software Version

NDG NETLAB+ Virtual Appliance
Version 16.1.5

@ Check for Updates

3. If your system has the latest available software, a message will indicate that the
System is Up to Date. Select OK.

o System is up to date.

s Current software version 16.1.5is the latest.

Otherwise, a message will indicate a later software version is available. Proceed to the
next section for instructions on updating your NETLAB+ software.
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15.1 Update NETLAB+ Software

If your NETLAB+ system does not have the latest available software (see the previous
section), checking for software updates will result in a message alerting you that a new
version is available.

o Software version 16.1.6 is available.

Before updating the software of your NETLAB+ system, it is strongly
recommended that you take a snapshot or backup the NETLAB+ virtual

appliance. Please see the Backup the NETLAB+ Virtual Appliance
section.

e Keep in mind that there is no built-in software downgrade or data restore
function. A snapshot or backup of the virtual appliance will be required to
recover from a failed software update, or if you decide to roll back to a previous
software version.

e NDG does not back up software or data in the virtual version of the NETLAB+
product.

To avoid disruption to users, update the system software at a time
when there are no active lab reservations.

1. Take a snapshot or backup the NETLAB+ virtual appliance (see the Backup Your
NETLAB+ Virtual Appliance section for instructions).

2. Select Update Software.

3. |If there are active reservations, the number of pods in use will be displayed, and
you will be prompted to confirm to continue. You may press Yes to continue, but
keep in mind that any current reservations will be disrupted.

9 5 pods in use. Continue anyway?

+ A software upgrade at this time will disrupt active reservations.

+ Users may lose work!
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4. You will be prompted to verify that you have taken a snapshot or backup; if you
have, select Yes - Start the Update.

9 Have you taken a snapshot or backup of the NETLAB+ Virtual Appliance?

@ No-Cancel ) Yes - Start the Update

You may see messages indicating that a Reboot is in progress.

% Reboot in Progress

Current Version 16.1.5
Target Version 16.1.6
Progress

Status  Rebooting - Please Wait

15.2  Maintenance Expiration Date

Software Version For your convenience, your NETLAB+ system displays
16.1.5 the status of your system maintenance agreement. The

_ maintenance fee covers the cost of technical support
Maintenance Expires and software updates. The last day of your current
2018-06-01 maintenance agreement is displayed.

£+ Software Updates

_'\U/ You are strongly encouraged to arrange payment to continue your
— maintenance support prior to the Maintenance Expires date to avoid
— any disruption of services.

To submit a price quote request, please see:
https://www.netdevgroup.com/price_quote
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_'\ﬂ\/ Software updates are made available only to systems that are current
— on their maintenance.
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16 Logs

database and available to view and export as logs. Events and errors are dated
and time-stamped. Each record is categorized with a tag.

j The status of the system and NETLAB+ events are recorded in the NETLAB+

The logs contain entries for each event occurring in the NETLAB+ system, including
changes to system configuration, user logins, user authentication issues, automated
processes, creation and deletion of accounts and classes, and webserver access. The
events that are tracked by NETLAB+ can be used by the administrator or support team
as needed.

The Log Search page is accessed by selecting Logs on the administrator Home page. See
the field descriptions below for details and the subsections below for examples.

Bl Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime (O None i
End Time i

Time Zone @ UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

Severity Level  INFO (6) -

Standard Tags Admin (netlab.log)
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGI (netlab.cgi.*)

Additional Tags

Record Limit 20000

HIICE @ Add Condition
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Field Descriptions — Log Search

e Mode: The mode determines if the search will include log records from the past,
as they occur, or both.

Selecting the Tail or Live mode can be particularly helpful when
troubleshooting, as they allow you to view entries for events as they

occur.

o Fetch: Get matching historical records only.
o Tail: Get matching historical records, then wait for new matching records.
o Live: Wait for new matching records only.

e Start time: Displays log entries occurring after the specified time.

e End time: Display log entries occurring before the specified time. This option is
not applicable when Tail or Live mode has been selected.

e Time Zone: Select the time zone and display format for date and time. UTC is the
native time zone and format (ISO 8601) in which time is stored and is not subject
to Daylight Savings Time (DST) anomolies. Localtime will display date and time in
time zone and format selected in the administrator settings. Localtime may show
gaps and duplicate times on the day that DST starts and ends respectively.

e Severity Level: The severity level of log records to include in the search, up to
and including the selected level. Values are cumulative, e.g., a setting of
WARNING(4) also includes ERROR(3), FATAL(2), and ALERT(1).

e Standard Tags: Standard tag filters to apply; each log entry has a tag. If none are
checked, then no filters are applied.

e Additional Tags: Additional tags, separated by commas. Wildcards (*) are
allowed.

e Record Limit: Maximum number of records to process before stopping. Specify
0 or no value to remove this limit, but be aware that the browser could become
unresponsive.

e Filters: Click Add Condition to view the pop-up screen that will allow you to

specify filter conditions to search structured data within log records. Rules within
a group are AND conditions. Groups are treated as OR conditions.
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© Add Condition

Join Type '@ AND

OR (New Group)

Property

Match Type @ Exact Match

Contains (Case Sensitive)
Contains (Case Insensitive)

Value

Field Descriptions — Add Condition

16.1

Join Type: When more than one condition is specified, the Join Type is used to
specify how conditions are joined. Each condition belongs to a group. Rules
within the same group are joined with AND; the log record must match all
conditions within the group to be selected. Each group is joined with OR; log
records that match any group are selected. The AND option adds a new
condition to the current group. The OR option starts a new group.

Property: The property key within structured data to match. The pulldown list
shows common properties.

Match Type: Determines how the value is matched; options include Exact Match,
Contains (Case Sensitive), and Contains (Case Insensitive).

Value: The value to be matched.

Log Search Example A

In this example, we'll search for events occurring in the NETLAB+ system, starting from
February 1, 2022.

PwnNPE

9/5/2023

Select Logs on the administrator Home page to display the Log page.

For Start Time, select the date of February 1, 2022.

From the Standard Tags checkboxes, select the Admin (netlab.log) checkbox.
Leave all other values at their defaults and then click Submit.
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B Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

Start Time |+  2022-02-0111:00 s

End Time s

Time Zone @ UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

Severity Level  INFO (6) =

Standard Tags I*’ Admin (netlab.log) I
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGI (netlab.cgi.*)

Additional Tags

Record Limit 20000

FIGOC @ Add Condition
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5.

9/5/2023

The results of the log search are displayed. Additional details are available by
clicking any line in the log (as shown in the next example). Click New Search to
return to the Log Search page.

B Log Search O Complete Records-117 A Errors-3 © Warnings-0 %

© 2022-02-04 | ©8:04:13.485 | INFO | netlab.log | nss-alerts | sent 1
alerts, status=0K

© 2022-02-04 | 12:02:13.731 | INFO | netlab.log | nss-alerts | sent 1
alerts, status=0K

€ 2022-02-04 | 13:00:03.497 | INFO | netlab.log |
task_system_sdn_update | software upgrade check found @ updates

€ 2022-02-04 | 14:00:03.268 | INFO | netlab.log |
task_system_lets_encrypt _renew | lets encrypt -> certificate renewal is not
required at this time

@ 2022-062-84 | 14:25:50.427 | SUCCESS | netlab.log |
task_user_session_login | successful login by user 'administrator' from
174.109.1%0.93

T VoV SRRy Vi — e S N
m—evmma pal ELL ey
€ 2022-02-04 | 16:04:03.564 | INFO | netlab.log | nss-alerts | sent 1

alerts, status=0K

¥ New Search
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16.2 Log Search Example B

In this example, we'll select records starting from February 4, 2022, and use the Tail
mode to continue viewing records as they occur.

Select Logs on the administrator Home page to display the Log Search page.
Select Tail for mode.

For Start Time, select the date of February 4, 2022.

Leave all other values at their defaults and then click Submit.

PwNPE

Bl Log Search

Mode Fetch - get matching historical records only

@ Tail - get matching historical records, then wait for new matching records

Live - walt Tor new matching records only

Start Time |+  2022-02-0411:00 )

Time Zone @ UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

Severity Level ~ INFO (6) -

Standard Tags Admin (netlab.log)
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGl (netlab.cgi.*)

Additional Tags

Record Limit 20000

Filters H+¥-XalsHofelslshile]y
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5. The results of the log search are displayed. There are several items of interest to

9/5/2023

observe before clicking New Search to return to the Log Search page.

e The heading at the top of the page indicates Waiting; since we used Tail
mode, we may remain on this page and wait to see new records as they
occur. If Stop is selected, no more new records will be added.

e The button in the upper-right corner toggles enable/disable auto scroll.
When enabled, new records will be visible at the bottom of the page, as they
occur.

e Additional details are available by clicking any line in the log. In this example,
we have expanded a record showing details of a successful login by the
administrator.

B Log | o Records - A Errors - © Warnings -
Search Stop  Waiting 4384 42 0 %
@ 2022-62-04 | 19:31:02.327 | INFO | netlab.syslog.authpriv | 5

pam_unix(cron:session): session closed for user root

@ 2022-02-84 | 19:31:30.478 | SUCCESS | netlab.web.access | 174.109.190.93
| 2ee | POST /home.cgi HTTP/2.9

@ 20622-02-84 | 19:31:33.279 | SUCCESS | netlab.log |
task_user_session_login | successful login by user 'administrator' from

174.109.190.93

{
_pid_: 7982
_severity_: 5
_severity_t_: "SUCCESS"
_source_: "task_user_session_login"
_tag_: "netlab.log"
_time_: "2022-02-84T19:31:33.279Z"
PR .“.y,_.f.‘],,._m__,,vu.__.‘ PN SRR T e S Y
L F 4

method: "user.session.login.task"
msg_src: "HDR"

O . B I B . T N W Y S T (]

£ New Search
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16.3 Log Search Example C
In this example, we will build a query by specifying filter conditions.
1. Select Logs on the administrator Home page to display the Log Search page.

2. For Start Time, select the date of February 4, 2022.
3. Select the Add Condition button.

B Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StariTime |«  2022-02-01 00:00 &
T B e Btnin s o it Y W W I e b o BTN B Pt e
L TP | T Lo

HIC I © Add Condition

4. The Add Condition pop-up page is displayed. Select acc_user_id (account name)
from the Property dropdown menu.

5. Select the Match Type radio button for Exact Match.

Enter administrator as the Value.

7. Click Submit.

o

© Add Condition

Property | acc_user_id

Match Type | @ Exact Match
Contains (Case Sensitive)

Contains (Case Insensitive)

Value | administrator
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8. The filter condition has been added to the Log Search page. Once again, click
Add Condition.

B Log Search

Mode @ Fetch - get matching historical records only

Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime «  2022-02-01 00:00 5]

PRI SO Y o W SO

Filters Property Match Type  Value Remove

acc_user_id exact match "administrator” ()

© Add Condition

9. The Add Condition pop-up page is displayed. Select AND as the Join Type.
10. Select message from the Property dropdown menu.

11. Select the Match Type radio button for Contains (Case Insensitive).

12. Enter login as the Value.

13. Click Submit.
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© Add Condition

Join Type | @ AND
OR (New Group)

Property |message

Match Type Exact Match
Contains (Case Sensitive)

@ Contains (Case Insensitive)

Value | login

14. The second filter condition has been added to the Log Search page. Since the
conditions are joined with the AND join type, records must meet both conditions
in order to be selected. Click Submit.

B Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime v 2022-02-01 00:00 52

BNt o G B s . gn. i, I B T s AP SN W S

Filters Property Match Type Value Remove
acc_user_id exact match “administrator” (%)
AND message contains (case insensitive) "login" Q

© Add Condition

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 128


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .IIINDG

15. The results of the search are displayed. To return to the administrator Home
page, click Dismiss.

B Log Search O Complete Records-20 A Errors-0 @ Warnings-0 %

successful login by user 'administrator' from 174.169.196.93 -

@ 2022-02-03 | 16:45:02.915 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:28:35.419 | INFO | netlab.log | userspd | user
'administrator' session replaced by new login

@ 2022-02-03 | 17:28:35.425 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:30:30.679 | INFO | netlab.log | userspd | user
'administrator' session replaced by new login

@ 2022-02-03 | 17:30:30.686 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:41:58.693 | INFO | netlab.log | userspd | user

'administrator' session replaced by new login

- t"-*-a;;,f-_r’.v‘ ‘-‘*“"’-,,c'-n.-—u)"'.m.__,) > Y S T :’_"“'"" sl
-uCo&_3TUL lOgwu y -3er  a. .lniati uw nom L/4..9d. ool

@ 2022-02-04 | 19:31:33.279 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

£# New Search
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17 Alarms

The status of the operation and interaction of the various components of
‘ the NETLAB+ system may be examined by viewing system alarms.

Alarms 1 the steps below, we will view the alarms and demonstrate the use of the

filter settings to match specified criteria.

indicates there are alarms that may require your attention.

[ \G/ You may see a number displayed next to the Alarms icon, this

«4INDG

System
Settings Logs Alarms Usage
Users
i 020
il e &% U
Al [
Communities Accounts Classes User

Logins

1. Select Alarms on the administrator Home page to display the Alarms page.

2. Select the option to Show All Alarms by pressing the button as shown below, or
by clicking the link near the center of the page. See the field descriptions below
for guidance on filter settings.

A Alarms
Category Active Severity Acknowledged Suppressed Search
sk ANY v %k ANY O Info - %k ANY ~ sk ANY v Search

No alarms match the specified criteria.

Adjust filter settings above or Show All Alarms.

Showing 0 items

% Show All Alarms
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Field Descriptions — Alarms Filter Settings

Category: The default setting,*, matches all categories, or you may filter
according to the following categories: Software Updates, Virtual Data Centers, or
Virtual Hosts.

Active: The default setting,*, matches all active alarms, or you may filter
according to whether the alarm is active by selecting Yes or No.

Severity: Select the severity level of alarms to view. Selections available are:
Clear, Info, Warn, Major, and Critical.

Acknowledged: The default setting,*, matches all acknowledged alarms, or you
may filter according to whether the alarm is acknowledged by selecting Yes or
No.

Suppressed: The default setting,*, matches all suppressed alarms, or you may
filter according to whether the alarm is Unsuppressed, Paused (when an active
alarm is paused, it remains paused until it becomes inactive), or Stopped (when
an alarm is stopped it will be suppressed in the list view until it is manually
resumed).

Search: Select alarms based on the search criteria you enter in this field.

You will likely see several alarms displayed, similar to the example below,
reflecting the status of various components that make up your NETLAB+ system.

A Alarms

Category Active Severity Acknowledged Suppressed Search

%* ANY - % ANY O Clear v %k ANY ~ %* ANY - Search
Alarm Name “  Target “ Active® Severity v Triggered At Ack Sup Action
ESXi License Status LA No O Clear @ v
Software Update Available LA No O Clear @ v
vCenter License Status L No O Clear @ v

Show All v entries Showing 1to3of 3items n

Field Descriptions — Alarms Table

9/5/2023

Alarm Name: A descriptive name identifying the alarm.

Target: The IP address and/or FQDN related to the alarm.
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e Active: If the alarm is Active, this value will be Yes; otherwise, No.

e Severity: The severity level of the alarm is shown as Clear, Info, Warn, Major, or
Critical.

e Triggered At: The date/time the alarm was triggered (this information may not
be available for all alarms).

e Ack: When the administrator chooses to acknowledge an alarm, it will be
indicated by a checkmark in this field. A comment may also be added. This can
be helpful when troubleshooting (for example, to indicate when a potential issue
has been researched and identified). Acknowledging an alarm does not change
its active state or severity.

e Sup: Stopping an alarm will normally suppress the alarm in the list view until it is
manually resumed. To temporarily view stopped alarms in the alarm list, change

the Suppress option to STOP or ANY. Resume the alarm to unsuppress it.

e Action: Select to view, acknowledge, stop, or purge the history of an alarm from
list view.

4. Click the Action button on any row and select View to see the details and status

of the alarm.

A Alarms

Category Active Severity Acknowledged Suppressed Search

% ANY - * ANY -~ O Clear - % ANY %k ANY v Search
Alarm Name * Target “ Active® Severity v Triggered At Ack Sup ~ Action
ESXi License Status [ No O Clear @ v
Software Update Available [LLNo O Clear @ v
vCenter License Status A No O Clear @ View

+ Acknowledge

Show entries  Showing - ~
Show| Allvjentries  Showing 1to3 of 3 ftems # Acknowledge with Comment

¥! Add Comment to History

© Stop Indefinitely

'® Purge History
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5. The alarm’s history is shown; see the field descriptions below. For this example,
we will acknowledge the alarm. Click Acknowledge.

A Alarm - Software Update Available

Alarm Name : Software Update Available Active : [l No

Category : Software Updates Severity : O Clear

Target :

Description : Triggered when a software update is available.

Severity Meaning : Software is up to date

Last Message : current software version (22.6.1) is up to date

Last Triggered I n/a Last Resolved i n/a

Last Active :n/a Last Inactive : 2023-06-09 13:00:04

Active Count :0 Last Updated : 2023-06-09 13:00:04
History v Type Active Severity User Message

2023-06-08 18:56:18 W Updated L\ No O Clear n/a severity changed from INFO to CLEAR, current software version (22.6.0) is up to date
2023-06-08 18:54:37 W Updated L. No @ Info n/a severity changed from CLEAR to INFO, new software version is available
2023-05-31 12:37:33 Created L. No O Clear n/a alarm created

Show All ~v entries Showing 1to 3 of 3items

« Acknowledge | * Comment 'O Purge History Q Stop

Field Descriptions — Alarm History Table

e History: Shows the date and time the event took place.

e Type: Shows the type of event that took place at the time indicated.
e Active: If the alarm is Active, this value will be Yes; otherwise, No.

e Severity: The severity level of the alarm is shown as Clear, Info, Warn, Major, or
Critical.

e User: If the event is created by the administrator, the administrator will be listed
as the user. If triggered via automation, the value will be N/A.

e Message: A brief description or comment may be included in this field.
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v Acknowledge Alarm

4INDG

6. The Acknowledge Alarm page is shown. Adding a comment, as shown below, is
optional. Click Submit.

Acknowledging an alarm does not change its active state or severity.

Comment

Verified 22.6.1 is the latest version available.

7. The alarm history now indicates that the alarm has been acknowledged.

A Alarm - Software Update Available

Alarm Name
Category
Target

Description
Severity Meaning
Last Message

: Software Update Available
: Software Updates

: Triggered when a software update is available.

: Software is up to date
: Verified 22.6.1 is the latest version available.

Active
Severity
Acknowledged

: L No
: O Clear
: + 2023-06-19 15:39:54 (& administrator)

Last Triggered :n/a Last Resolved i n/a

Last Active i n/a Last Inactive : 2023-06-19 13:00:04

Active Count :0 Last Updated : 2023-06-19 15:39:54
History v Type Active Severity User Message
0023-06-19 15:39:54 « Acknowledged L\ No O Clear administrator Verified 22.6.1 is the latest version available.

2023-06-08 18:56:18 W Updated L No O Clear n/a
2023-06-08 18:54:37 % Updated L No ®Info n/a
2023-05-31 12:37:33 Created L No O Clear n/a
Show All v entries Showing 1to 4 of 4items

« Acknowledge =~ % Unacknowledge ¥ Comment

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

severity changed from INFO to CLEAR, current software version

(22.6.0) is up to

date

severity changed from CLEAR to INFO, new software version is

available

alarm created

D Purge History
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8. Next, we will remove the acknowledgment by selecting Unacknowledge.

A Alarm - Software Update Available

Alarm Name : Software Update Available Active : L3 No
Category : Software Updates Severity : O Clear
Target : Acknowledged  : v 2023-06-19 15:39:54 ( & administrator)
Description : Triggered when a software update is available.
Severity Meaning : Software is up to date
Last Message : Verified 22.6.1 is the latest version available.
Last Triggered :n/a Last Resolved :n/a
Last Active : n/a Last Inactive : 2023-06-19 13:00:04
Active Count :0 Last Updated : 2023-06-19 15:39:54
History v Type Active  Severity User Message

0023-06-19 15:39:54 « Acknowledged L. No O Clear administrator Verified 22.6.1 is the latest version available.

severity changed from INFO to CLEAR, current software version

2023-06-08 18:56:18 W Updated L No O Clear n/a (22.6.0)is up to date

2023-06-08 18:54:37 % Updated ONo ©Info n/a :::;raigechanged from CLEAR to INFO, new software version is
2023-05-31 12:37:33 Created L No O Clear n/a alarm created

Show All v entries Showing 1to4of 4items n

m v Acknowledge |% Unacknowledge | ¥ Comment ' Purge History O Stop

9. Add a comment (optional), and then click Submit.

% Unacknowledge Alarm
Unacknowledging an alarm does not change its active state or severity.

Comment

We do not need to acknowledge this alarm.
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10. The alarm history now indicates that the alarm has been unacknowledged.

A Alarm - ESXi License Status /

Alarm Name
Category
Target

Description
Severity Meaning
Last Message

: ESXi License Status
: Virtual Hosts

Active : L1 No
Severity : O Clear

: Triggered when a VMware ESXi host license is expiring or has expired
: License is valid
: We do not need to acknowledge this alarm.

Last Triggered :n/a Last Resolved i n/a
Last Active i n/a Last Inactive : 2023-05-31 08:37:34
Active Count 30 Last Updated : 2023-08-31 14:47:59
History v Type Active Severity User Message
P023-08-31 14:47:59 % Unacknowledged L\ No O Clear administrator We do not need to acknowledge this alarm.
2023-06-12 15:26:33 + Acknowledged LA No O Clear administrator Test
2023-05-31 08:37:34 Created L No O Clear n/a alarm created
Show All v entries Showing 1to 3 of 3items -
« Acknowledge ¥t Comment ‘D Purge History O Stop

11. This time, we will simply add a comment to the alarm history. Click Comment.

A Alarm - ESXi License Status /

Alarm Name
Category
Target

Description
Severity Meaning
Last Message

: ESXi License Status
: Virtual Hosts

Last Triggered :n/a

Last Active i n/a

Active Count 30
History v Type

2023-08-31 14:47:59

2023-06-12 15:26:33

2023-05-31 08:37:34

Show All v entries

Active

% Unacknowledged L\ No

+ Acknowledged

Created

L No

L No

Severity

O Clear

O Clear

O Clear

Showing 1to 3 of 3 items

Active : [\ No
Severity : O Clear

: Triggered when a VMware ESXi host license is expiring or has expired
: License is valid
: We do not need to acknowledge this alarm.

Last Resolved :n/a

Last Inactive : 2023-05-31 08:37:34

Last Updated : 2023-08-31 14:47:59
User Message

administrator We do not need to acknowledge this alarm.

administrator Test

n/a alarm created

+ Acknowledge ‘D Purge History O Stop
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! Leave Comment

Your comment will be logged in the alarm history.

Comment

4INDG

‘ This is a comment, done for demonstration.\

7. The alarm history now shows the comment. Next, we will purge the alarm

history; this can be helpful to remove old or irrelevant information when
troubleshooting. Click Purge History.

A Alarm - ESXi License Status /

Alarm Name : ESXi License Status Active : [l No

Category : Virtual Hosts Severity : O Clear

Target :

Description : Triggered when a VMware ESXi host license is expiring or has expired

Severity Meaning : License is valid

Last Message : This is a comment, done for demonstration.

Last Triggered 1 n/a Last Resolved 1 n/a

Last Active i n/a Last Inactive : 2023-05-31 08:37:34

Active Count -0 Last Updated : 2023-08-31 15:56:08
History v Type Active Severity User Message
2023-08-31 15:56:08 + Comment L No O Clear administrator This is a comment, done for demonstration.
2023-08-31 14:47:59 % Unacknowledged [\ No O Clear administrator We do not need to acknowledge this alarm.
2023-06-12 15:26:33 « Acknowledged L No O Clear administrator Test
2023-05-31 08:37:34 Created A No O Clear n/a alarm created

Show All ~ entries Showing 1to 4 of 4items

« Acknowledge ! Comment |'© Purge History
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8. Add a comment (optional), and then click Submit.
'D Purge Alarm History

Purging alarm history will delete the alarm history records for this alarm.

Comment

Purging the alarm history, info no longer needed |

9. The alarm history has been purged, as shown below. Let’s also explore how to
stop an alarm. Click the Stop button.

A Alarm - ESXi License Status /

Alarm Name : ESXi License Status Active : [\ No

Category : Virtual Hosts Severity : O Clear

Target :

Description : Triggered when a VMware ESXi host license is expiring or has expired

Severity Meaning : License is valid

Last Message : This is a comment, done for demonstration.

Last Triggered i n/a Last Resolved i n/a

Last Active : n/a Last Inactive : 2023-05-31 08:37:34

Active Count :0 Last Updated : 2023-08-31 15:56:08
History ~ Type Active Severity User Message

2023-08-31 16:21:45 D Purged Ll No O Clear administrator Purging the alarm history, info no longer needed.

Showing 1to 1 of 1items

+ Acknowledge  ¥! Comment ‘D Purge History O Stop

10. Add a comment (optional), and then click Submit.

O Stop Alarm

Stopping an alarm will normally suppress the alarm in the list view until it is manually resumed.

» To temporarily view stopped alarms in the alarm list, change the Suppress option to STOP or ANY.

¢ Resume the alarm to unsuppress it.

Comment

We do not need to see this alarm in the list.

o =
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11. The alarm page now indicates the alarm has been stopped. We will now start the
alarm again by selecting Resume.

A Alarm - ESXi License Status /

Alarm Name : ESXi License Status Active : [l No
Category : Virtual Hosts Severity : O Clear
Target : Stopped : © 2023-09-05 10:39:15 ( & administrator)
Description : Triggered when a VMware ESXi host license is expiring or has expired
Severity Meaning : License is valid
Last Message : We do not need to see this alarm in the list.
Last Triggered : n/a Last Resolved :n/a
Last Active :n/a Last Inactive : 2023-05-31 08:37:34
Active Count : 0 Last Updated : 2023-09-05 10:39:15
History v Type Active Severity  User Message

2023-09-0510:39:15 © Stopped L No O Clear administrator We do not need to see this alarm in the list.

2023-08-3116:21:45 "D Purged L No O Clear administrator Purging the alarm history, info no longer needed.

Show All ~ entries Showing 1to2of 2items -

+ Acknowledge | ¥ Comment | 'D Purge History

12. Add a comment (optional), and then click Submit.

© Resume Alarm

Resuming an alarm will unsuppress the alarm so that it is normally visible in an active state.

Comment

Resume the alarm, so that it is visible in an when in an active state
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13. As shown below, the alarm has resumed. Click Dismiss.

9/5/2023

A Alarm - ESXi License Status /

Alarm Name : ESXi License Status Active : [1 No

Category : Virtual Hosts Severity : O Clear

Target :

Description : Triggered when a VMware ESXi host license is expiring or has expired

Severity Meaning : License is valid

Last Message : Resume the alarm, so that it is visible in an when in an active state.

Last Triggered i n/a Last Resolved i n/a

Last Active :n/a Last Inactive : 2023-05-31 08:37:34

Active Count : 0 Last Updated : 2023-09-0511:11:14
History v Type Active Severity = User Message

2023-09-0511:11:14 © Resumed £\ No O Clear

administrator

Resume the alarm, so that it is visible in an when in an active state.

2023-09-0510:39:15 © Stopped Ll No O Clear

2023-08-31 16:21:45 ' Purged LU No O Clear

Show All + entries Showing 1to 3 of 3items

administrator

administrator

+ Acknowledge = ! Comment = 'D Purge History

We do not need to see this alarm in the list.

Purging the alarm history, info no longer needed.

O Stop
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18 Usage

Usage reporting provides valuable feedback on the use of your NETLAB+
M system, which allows your organization to easily assess how equipment

Usage resourcesare being used, along with examining user activity at a variety of
levels. The reporting information can be exported to a CSV file, allowing you
to add the data to your own spreadsheets or reporting system. The ability to review the
amount of use your NETLAB+ system is receiving provides helpful information to share
within your organization and can be an indicator of when to consider expanding your
system. Viewing usage information can help you answer questions such as:

e How can | see a summary of the usage of my NETLAB+ system? (Community
Usage)

e Does my NETLAB+ system have enough pods to serve our learners? (Pod Usage)

e Areour learners attending their lab reservations? (Account Usage)

From the administrator Home page, select Usage.

|+ Usage

- [P ]

m & & & 4
Communities Pods Classes Accounts Labs

There are several levels of reporting available, each with a selection of sorting options.
Usage information includes Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended, summarized according to your selection of usage level.

Usage Levels (see subsections below for details):

e Communities: Usage is summarized at the community level.

e Pods: Usage is reported per equipment pod for selected classes.
e Classes: Usage is reported for selected classes.

e Accounts: Usage is reported for individual users.

e Labs: Total number of labs and lab hours per user.
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18.1 Community Usage

il Usage information, grouped by community, is displayed when community
usage reporting is selected. The report may be customized by selecting
options (see field descriptions below).

1. To generate usage reporting at the community level, select Usage >
Communities from the administrator Home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below).

3. Click Submit to view the results.

& Community Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities | XYZ Example College, default -

Reservation Types |+ Student

Team
v| Instructor
v Class (ILT)
From Date None |
To Date None |

Field Descriptions - Community Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 142


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .III NDG

which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain lab usage information starting from the
earliest log entry available, through the present.

From Date |~ 2017-01-01 ]

Displa 4 M January- 2017~ p  heck
log en Sun Mon Tue Wed Thu Fri Sat

To Date B 2 s ¢+ 5 6 7 g

8 @ 1w 11 12 13 14

Displa chet
log en 15 16 17 18 19 20 21
2 023 24 2 2 27 28

31 I pl 3 4

20 30
& Submit h —
- ——n
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4. The Community Usage report is displayed. The information includes Reservations
Made, Labs Attended, Hours Reserved, and Hours Attended. You may sort the
data in ascending/descending order by clicking any of the header fields. Next, we
will export the data by selecting Export.

l## Community Usage Search
D> | Mame Reservations Labs Hours Hours
Made Attended Reserved Attended
1 default 30 19 27.23 10.97
2 XYZ Example College 7 7 5.60 1.82
Page Total: 37 26 32.83 12.79
Table Total: 37 26 32.83 12.79

show 25 v entries Showing 1102 of 2 items

=

5. The data has been exported to a file, community_usage.csv. Locate the file in
your computer's downloads folder (the folder name may vary depending on your
preferences and settings). The file can be viewed with a spreadsheet program or
text editor.

community_usage.csv |

A B c [n} E F G

1 com_full_name com_id com_uuid  labs_attended num_reserved time_attended mtime_reserved min
2 |default 1 e83b38a2-0¢ 19 30 658 1633.766667
2 XYZ Example Cc 2 ae24fib3-aa 7 [ 109 336.1666667
4
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6. When you are finished viewing the report in NETLAB+, click Dismiss.

|[## Community Usage

Search
- Reservations Labs Hours Hours
1D Name

Made | Afiended Reserved Attended
1 default 30 19 27.23 10.97
2  XYZ Example College 7 7 5.60 1.82
Page Total: 37 26 32.83 12.79
Table Total: 37 26 32.83 12.79

show 25 v entries Showing 1102 of 2 items

0 5mme [
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18.2 Pod Usage

Usage information, summarized at the pod level, is displayed when pod

usage reporting is selected. The report may be customized by selecting

options (see field descriptions below). The report will only contain statistics
for currently installed pods. Pods that have been deleted from the system will not be
included.

1. To generate usage reporting at the pod level, select Usage > Pods from the
administrator Home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). The report will include usage data for all

pods associated with the class(es) selected.
3. Click Submit to view the results.

% Pod Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities = XYZ Example College, default -
classes  Ethical Hacking Fall 2017, Security Plus Fall 2017 ~

Reservation Types |+ Student

Team
v| Instructor
v Class (ILT)
From Date None ]
To Date None A
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Field Descriptions - Pod Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all pods associated with the classes
you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Pod Usage report is displayed. The information includes Pod Name,
Description, Category, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. When you are finished reviewing the
information, click Dismiss.

The Pod Usage data may be exported to a pod_usage.csv file. Refer to
the previous section for an example of exporting usage data.

|#~* Pod Usage Search

- Reservations Labs Hours Hours

Pod Name Description ~ | Category Made  Attended  Reserved  Attended

NDG Ethical
Ethical_Hacking_Pod_1 _ MNormal 4 3 3.44 1.82
Hacking
EMC_ISMvZ2_POD1 EMC ISMvZ2  Persistent 22 16 19.86 915
EMC_ISMvZ_POD2 EMC ISM vZ Persistent 4 0 3.93 0.00
Security Plus Pod 1 NISGT_C Normal 7 7 5.60 1.82
Security+
Page Total: 37 26 32.83 12.79
Table Total: 37 26 32.83 12.79

Show 25 v entries  ghowing 1to 4 of 4items

= e
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18.3 Class Usage

- is selected. The report may be customized by selecting options (see field

®.® Usage information at the class level is displayed when class usage reporting
(]
- descriptions below).

1. To generate usage reporting at the class level, select Usage > Classes from the
administrator Home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below).

3. Click Submit to view the results.

%% Class Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities XYZ Example College, default =

Classes | Ethical Hacking Fall 2017, Security Plus Fall 2017 ~

Reservation Types |+ Student

Team
+ | Instructor
v Class (ILT)
From Date None A
To Date None B
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Field Descriptions - Class Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all classes you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Class Usage report is displayed. The information includes Class Name,
Community, Reservations Made, Labs Attended, Hours Reserved, and Hours
Attended. You may sort the data in ascending/descending order by clicking any
of the header fields. Next, we will export the data by selecting Export.

[+ Class Usage Search

Class Name “ | community Reservations Made Labs Attended Hours Reserved Hours Attended

Ethical Hacking Fall 2017 default 3 3 2.44 1.82

Security Plus Fall 2017 XYZ Example College 7 7 5.60 1.82
Page Total: 10 10 8.04 3.604
Table Total: 10 10 8.04 3.64

Show 25 v entries Showing 1to2of 2items n

o

5. The data has been exported to a file, class_usage.csv. Locate the file in your
computer's downloads folder (the folder name may vary depending on your
preferences and settings). The file can be viewed with a spreadsheet program or

text editor.
class_usage.csv |
i g
A E c D E F <] H
1 cls_id cls_name cls_uuid com_full_name labs_attended num_reserved time_attended_min  time_reserved_min
2 19 Ethical Hacking Fall 2017 be&e2fd3-e5ha default 3 3 109 146. 1666667
3 23 Security Plus Fall 2017 3bBb1470-4ecd XYZ Example College 7 7 201 336.1666667
4

6. When you are finished reviewing the information in NETLAB+, click Dismiss.

|+ Class Usage Search

Class Name “ | community Reservations Made Labs Attended Hours Reserved Hours Attended

Ethical Hacking Fall 2017  default 3 3 2.44 1.82

Security Plus Fall 2017 XYZ Example College 7 7 5.60 1.82
Page Total: 10 10 8.04 3.64
Table Total: 10 10 8.04 3.64

Show 25 v entries Showing 1to2of 2items n

o= e

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 151


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .IIINDG

18.4  Account Usage

. Usage information at the individual account level is displayed when account
- usage reporting is selected. The report may be customized by selecting options
(see field descriptions below).

1. To generate usage reporting at the account level, select Usage > Accounts from
the administrator Home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). For this example, we have selected only
one of the communities on our system.

3. Click Submit to view the results.

& Account Usage

Scope '@ Include only active communities and classes
Include historical communities and classes

Communities = XYZ Example College -

Classes | Security Plus Fall 2017 -

Reservation Types |+ Student

Team
Instructor
Class (ILT)
From Date None =]
To Date None )
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Field Descriptions - Account Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all accounts associated with the
classes you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Account Usage report is displayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. Notice in the example below that we are
displaying information for only one of the communities on the system. When
you are finished reviewing the information, click Dismiss.

The Account Usage data may be exported to an account_usage.csv

file. Refer to the previous section for an example of exporting usage
dAata

l»~# Account Usage Search

Reservations Labs Hours Hours

UserlD “ Name Email Communit
y Made Attended Reserved Attended

Sample xyz
msample e Example ' ' 0.82 0.30
Monica
College
XYL
One,
studentone Example 5 5 3.78 1.33
Student
College
Two xvz
studenttwo ) Example ' ' 1.00 0.18
Student
College
Page Total: 7 7 5.60 1.81
Table Total: 7 7 5.60 1.81

Show 25 v entries Showing 110 3 of 3items

]
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18.5 Lab Usage

. Usage information at the lab level is displayed when Lab Usage reporting is
- selected. The report may be customized by selecting options (see field
descriptions below). Lab Usage data may be aggregated (grouped) by labs
and/or accounts.

1. To generate usage reporting at the lab level, select Usage > Labs from the
administrator Home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). In the example below, the option to
aggregate is not selected (we will show that in a second example below).

3. Click Submit to view the results.

& Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Community =~ XYZ Example College -
Class Security Plus Fall 2017 -

Reservation Types |+ | Student
Team
v Instructor
+ Class (ILT)

Aggregate By Labs

Accounts
From Date None )
To Date None B
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Field Descriptions - Lab Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Community: You may select the community for which you want to generate
usage reporting. Only one community may be selected.

e Class: The reporting will include data for all labs associated with the class you
select. Only one class may be selected.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e Aggregate By: Choose the Labs and/or Accounts option to aggregate (group) the
lab usage information

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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1. The Lab Usage report is displayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. In the example below, the data is sorted by User
ID. The report includes detail for every lab attended by each user. Click any of
the detail rows of the report to view the lab history, specific to the reservation.
We'll discuss lab history in the next section. Click Dismiss to return to the
previous page.

The Lab Usage data may be exported to a lab_usage.csv file. Refer to
the Class Usage section above for an example of exporting usage data.

|#~* Lab Usage: Security Plus Fall 2017

Search
: Start Hours
User ID Name Exercise .
Time  Attended
One, Lab 01: Network Devices and 2017- _
studentone _ . 0.15
Student Technologies- Capturing Metwork Traffic 08-02
studentone one, Lab 03: Protocols and Default Metwork 2017- 0.23
Student Ports - Connecting to a Remote System 08-02 '
Two, Lab 01: Network Devices and 2017- _
studenttwo _ . 0.18
Student Technologies- Capturing Network Traffic ~ 08-02
One 2017-
studentone ' Lab 02: Configuring the pfSense Firewall 0.35
Student guring fhep 08-02
studentone One, Lab 01: Network Devices and 2017- 0.28
Student Technologies- Capturing Network Traffic ~ 08-02 '
Sample, Lab 01: Network Devices and 2017-
msample ) _ . 0.30
Monica Technologies- Capturing Metwork Traffic 08-02
Page Total: 1.81
Table Total: 1.81
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In this example, we will generate the report again, but this time, we will aggregate our
results by labs.

1. From the Lab Usage page, select Labs and click Submit.

A Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Community  XYZ Example College -
Class  Security Plus Fall 2017 -
w2 w N R "M L

Y Ve = | J

)

Aggregate By v Labs
Accounts

~¢M"_J\“M".&

2. Now, our report shows one detail line per lab, with summary information for the
number of Attendees, Total Attempts, and Hours Attended for all learners in the
class. Click Dismiss.

l#* Lab Usage: Security Plus Fall 2017

Search
Last Total Hours
Exercise - Attendees
Attempt Attempts  Attended
Lab 01: Network Devices and Technologies- 2017-08- 3 4 0.02
Capturing Network Traffic 02 )
2017-08-
Lab 02: Configuring the pfSense Firewall 02 1 1 0.35
Lab 03: Protocols and Default Network Ports - 2017-08- ] " 0.55
Connecting to a Remote System 02 )
Page Total: 7 1.82
Table Total: 7 1.82

Show 25 v entries Showing 1to 3 of 3 items

0 0mme [ o
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For this example, we will generate the report again, aggregating our results by both Labs

NETLAB+ Administrator Guide

and Accounts.

1. Select the options as shown and click Submit.

A Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

community =~ XYZ Example College

-

class  Security Plus Fall 2017

A ol Pt g Pt @

L]

Aggregate By |+ Labs
v | Accounts

Sy S ST o NPT P

& Submit © Help
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2. Here is an excerpt of the results; notice the report is now grouped by account.
When you are finished viewing the results, click Dismiss.

l#* Lab Usage: Security Plus Fall 2017

& Sample, Monica

Name Initial Attempt Times Attended Hours Attended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 1 0.30
Page Total: 1 0.30
Table Total: 1 0.30

& One, Student

Name Initial Attempt Times Attended Hours Attended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 2 0.43
Lab 02: Configuring the pfSense Firewall 2017-08-02 1 0.35
Lab 03: Protocols and Default Network Ports - Connecting to a Remote System 2017-08-02 2 0.55
Page Total: 5 133
Table Total: 5 1.33

& Two, Student

Name Initial Attempt Times Attended Hours Attended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 1 0.18
Page Total: 1 0.18
Table Total: 1 0.18
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18.5.1 Lab History and Screenshots

In the previous section, we discussed how to generate a lab usage report. We will now
take a look at lab history details for a reservation listed on the report.

1. To see the lab history for a reservation listed on a Lab Usage report, click on a
reservation detail row on the report.

l#* Lab Usage: Cybersecurity Spring 2019

User ID Name Reservation Exercise Date = rours
Attended
. Instructor, 8.1.2.4 Lab - Configuring Basic 2019-
testinstructor 76 0.18
Test DHCPv4 on a Router 03-25
Page Total: 0.18
T=hbla Total: 0.18

2. The Lab History Summary tab will be displayed, showing details specific to the
reservation.

"D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs

Community  default
Class Cybersecurity Spring 2019
ReservationlD 76
PodID 1
Pod Name MAP-ASA-01
Exercise  8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Attendees  Test Instructor

Date/Time 2019-03-25 15:28

Duration (Hrs.) 0.18
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3. If the lab topology includes lab devices (physical devices, such as routers and
switches), you will find details of your interaction with those devices on the
Devices tab. The display options are listed below. Click Dismiss to return to the
lab list (it may be necessary to scroll down if you are on the Devices tab).

Display Options on the Devices Tab

e Command Index: A listing of the commands entered during the lab.

e Session Logs: A log of the activity occurring on the selected device.

¢ Final Configs: The configuration file saved by NETLAB+ at the end of the lab
session for the selected device.

e User Configs: Configuration files saved by the user during the lab session for
the selected device.

Here, the Command Index has been selected.

"D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs
Display | Command Index =
Time Command Index Device Command

Session Logs

00:05:37 R3 show version

Final Configs

User Configs

Parfial Log: R3

Router»show version

Cisco I0S Software, C2988 Software (C2980-UNIVERSALK9-M), Version 15.4(3)M2, RELEASE SOFTW/
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1985-2815 by Cisco Systems, Inc.

Compiled Fri 86-Feb-15 17:2% by prod_rel_team

ROM: System Bootstrap, Version 15.8(1r)M15, RELEASE SOFTWARE (fcl)
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In the example below, the Final Configs for device R3 are displayed.

‘D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs

Display | Final Configs - Device

R3

-

I'l METLAB+ saved configuration: time="2819-83-25 19:48:37 UTC" device="R3" hardware

! Last configuration change at 19:39:25 UTC Mon Mar 25 2819

1
version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
1
hostname Router
!
boot-start-marksr
boot-end-marker
!
!
vrf definition Mgmt-intf
!
address-family ipv4
exit-address-family
!
address-family ipvé
exit-address-family
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4. |If the lab topology includes PCs, click on the PCs tab to view any screenshots of
remote PCs that were captured during the lab session. If more than one PCis
included in the topology, select a device on the dropdown (for example, PCA is
selected below). Thumbnail images are displayed at the bottom of the page.
Click on any thumbnail to display the screenshot. You may also scroll through the
screenshots using the button controls below the thumbnails.

_'\ﬂ‘/ In the picture below, notice the timestamps under the thumbnails.
These indicate the point at which the image was taken as hours,
‘ minutes, and seconds from the beginning of lab.

Summary Devices PCs

PC |PCA -
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19 Manage Communities

. A community is a distinct group of instructors, students, and classes.

].I.I.I. Instructors may only manage students and classes within their own

Sem===_" community (unless they are granted system-wide privileges by the
administrator). Each community reflects a separate autonomous group using the
NETLAB+ system. There is no sharing of accounts or class records between communities.

The ability to support multiple communities on NETLAB+ is designed to facilitate the
sharing of a NETLAB+ system among several different groups (schools, institutions,
academies, etc.). Blocks of time on equipment pods may be allocated by community to
ensure that each community receives a predetermined share of lab resources.

Each school using your system should be defined as a community. If the system is
being used by a single school, the default community assignment should be used.

_'\ﬂ‘/ Multiple communities are optional. Keep in mind that each instructor,
— student, and class can belong to only one community. If you do not

wish to use communities, all of your accounts and classes must reside
in the default communitv.

Administrator

Community
Leader(s)

System
Leader(s)

Instructor(s)

SOLELS

Community
Leader(s)

Instructor(s)

Community

Leader(s) Community B

Instructor(s)

Default Community

Community A
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You can view a list of the communities on your NETLAB+ system by selecting the
Communities icon on the home page. Your system will have at least one community, the
default.

ili Community List Search
ID “* Mame Actions
1 default -

19.1  Add New Communities
Only the NETLAB+ system administrator may add new communities to the system.

1. Select Add Community to display the Add Community page.

il Community List Search
ID “ MName Actions
1 default -
2 XYZ Example College -
Show 10 v entries Showing 1to 2 of 2 items

© Add Community
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2. Enter information and change default settings as needed for the fields on the
page. See the field descriptions below or display the field descriptions by
selecting Help.

I New Community

CommunityID 3
Name  Fictional Community College

Account Logins v Enabled
LTI Integration + Enabled

LTI Keys Visible to Instructors v/ Enabled

LTI Consumer Key |+ bed
LTI Shared Secret |+ et
Time Zone  (GMT-05:00) Eastern Time (US & Canada) -
Maximum Length of Reservation 4.0 hours -
Reservation Extensions Allowed  no extensions <
Minimum Time Between Reservations  unrestricted v

Allow Screenshots During Labs v/ Enabled

Welcome Message ~ ### Welcome to Fictional Community College

News and Announcements  ### Campus closed today due to snowstorm
* Stay safe -
* Complete your assignments using NETLAB+ y

® Submit @ Help

3. After entering information into the fields on the page, select Submit to add the
community to the system.

Field Descriptions - Community (New/Edit)

e Community ID: A numeric identifier for this community. This value determines
the order in which this community is displayed in the community list. You may
accept the default, or select a different number. Other communities will be
renumbered relative to your selection.
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Name: A name for this community.
Account Logins: Enable or disable logins by users in this community.

LTI Integration: Enable and disable NETLAB+ LTl integration features for an LMS.
Learning Tools Interoperability (LTI) is a standard protocol developed by the IMS
Global Learning Consortium for integrating any Learning Management System
(LMS) with any learning application.

LTI Keys Visible to Instructors: If enabled, instructors will be provided with this
community's Consumer Key and Shared Secret when exporting an LMS Common
Cartridge for their class. These keys will be required to use NETLAB+ as an
external tool within an LMS. If disabled, instructors will be referred to the
NETLAB+ administrator to provide the keys or enable the NETLAB+ external tool
for the LMS. See the Export LTI Cartridge section for details.

LTI Consumer Key: A key that is used to identify this community as a consumer
to an LMS. This will be required to configure NETLAB+ as an external tool.
Changing this value will invalidate any existing NETLAB+ external tools for this
community on the LMS. The button on the right of the field can be used to
generate a random value, but custom values may be used. If this value is
changed unintentionally, its submission can be prevented by unchecking the
checkbox on the left.

LTI Shared Secret: A secret used by this community to establish ownership of the
Consumer Key. This will be required to configure NETLAB+ as an external tool.
Changing this value will invalidate any existing NETLAB+ external tools for this
community on the LMS. The button on the right of the field can be used to
generate a random value, but custom values may be used. If this value is
changed unintentionally, its submission can be prevented by unchecking the
checkbox on the left.

Time Zone: The time zone where the community is located. NETLAB+ will adjust
for Daylight Savings Time. User accounts created in this community will inherit
this value as their default time zone.

Maximum Length of Reservations: The maximum length of time a reservation
can be scheduled by an individual student or team. This setting does not restrict
reservations made by instructors. Instructors can establish lower (more
restrictive) maximums per. They cannot establish higher (less restrictive)
maximums for a class than the value set here.

Reservation Extensions Allowed: The maximum number of times a reservation
can be extended by a student or team, provided the next time slot for the
reserved pod is available. An extension adds 30 minutes to the reservation. An
extension can be requested from the lab interface when there are 15 minutes or
less available on the Time Remaining clock. This setting does not limit
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instructors; they may always request an extension in the final 15 minutes if the
next time slot is available.

The number of extensions that a student or team can request in a single
reservation will be the more restrictive of the community and class settings. Be
sure to review the class settings for Reservation Extensions Allowed, which will
indicate the current settings. Please refer to the Add Classes section for details
on setting reservation extensions at the class level.

Example: If the class setting allows 2 extensions and the community setting
allows 3 extensions, the more restrictive setting of up to 2 reservation
extensions will be allowed.)

Reservation Extensions Allowed This Class: up to 2 extensions
Community: up to 3 extensions
{current settings will allow up to 2 extension51

o Restrictions for All Users:

= An extension cannot be made before T-00:15 on the displayed
Time Remaining. This is about 26 minutes from the blocked end
time and 16 minutes of the usable time remaining.

= The next 30-minute time slot must not be already scheduled by
another reservation.

= The extension cannot exceed the maximum pods in use limit
and/or proactive resource awareness settings selected by the
NETLAB+ administrator.

o Restrictions for Students and Teams:

= The number of extensions that a student or team can request is
limited by community and class settings.

= For backward setting compatibility, communities and classes do
not allow extensions to be made by students or teams by default.

= The administrator must specifically allow extensions for students
and teams per community.

= The instructor must specifically allow extensions for students and
teams per class.

= Alearner may not extend an ILT reservation. Only a lead
instructor can extend an ILT reservation.

Minimum Time Between Reservations: The minimum time that must elapse
before an individual student or team in a class can make successive reservations.
This setting does not restrict reservations made by instructors. Instructors can
define higher (more restrictive) minimums per class. They cannot establish lower
(less restrictive) minimums than the value set here.
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Allow Screenshots During Labs: If enabled, lab users are permitted to submit
screenshots, along with a description of any remote PC displayed in their lab
environment. These screenshots are included in the lab history and may later be
viewed in the Lab Usage interface by attendees and their instructors.

Welcome Message: Define a welcome message for the community. This is
displayed on the MyNETLAB page in its entirety, below any system-wide
welcome or system-wide news. GitHub Flavored Markdown is supported. Links
will open in separate tabs or windows.

System-wide welcome messages can also be set. See the News and
Announcements section.

News and Announcements: Define news and announcements for the
community. This is displayed on the MyNETLAB page, below all other system or
community messages. Space for news and announcements is constrained to a
scrollable region, so it is suitable for longer text. GitHub Flavored Markdown is
supported. Links will open in separate tabs or windows.

System-wide news and announcements can also be set. See the News and
Announcements section.

Here, we show how the Welcome Message and the News and Announcements will be
displayed when a student logs into the system. In this example, notice that both system-
wide and community messaging are displayed, with system-wide messaging displayed

first.

.IINDG © Help  Schedule ¥  View v & studentl ~
n

Welcome to Fictional Community College

Campus closed today due to showstorm

« Stay safe
« Complete your assignments using NETLAB+

2 Scheduled Lab Reservations

You have no scheduled lab reservations.

@ New Lab Reservation

9/5/2023
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19.2  View Community Records

1. To view a community record, select the Action ™ button on the row of the
community record. The dropdown options to View, Edit, and Delete the
community records will be displayed.

ID “ Mame Actions

1 default -

2 XYZ Example College ‘ - |

| | | ® View |
3 Fictional Community College
Joed  Edit
@ Delete
Show 10 v entries Showing 1to 3 of 3items

2. Selecting View will display the community record details. Options available from
this page include View Reservations, to view a list of scheduled lab reservations
for this community and Edit (details in next section).

1 Fictional Community College

D 3
Name  Fictional Community College

Account Logins  Enabled

Class Minimum Time Between Reservations unrestricted
e B e SN 3 e A0 S0 B dsma o sl ™ it i gt

-

Allow Screenshots of Remote PUs During Labs Enabled

Welcome Message

Welcome to Fictional Community College
News and Announcements

Campus closed today due to snowstorm

« Stay safe
e Complete your assignments using NETLAB+

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 171


http://www.netdevgroup.com/

4INDG

NETLAB+ Administrator Guide

19.3 Edit Community Records

1. To view a community record, select the Action ™ button on the row. The
dropdown options to View, Edit, and Delete the community record will be

displayed.
3 Fictional Community College | -
& View
Show 10 v entries Showing 1103 of 3items I = tan
i
@ Delete

2. Select Edit on the dropdown to edit any of the fields in the community record.
The edit screen will be displayed.

1M Fictional Community College

Community ID 3

Name

Fictional Community College

Account Logins v Enabled
LTl Integration v Enabled
LTI Keys Visible to Instructors v Enabled
LTI Consumer Key v
LTI Shared Secret v e
Time Zone  (GMT-05:00) Eastern Time (US & Canada)
Maximum Length of Reservation = 4.0 hours -
Reservation Extensions Allowed ~ no extensions v
Minimum Time Between Reservations ~ unrestricted -
Allow Screenshots During Labs v Enabled
Welcome Message ~ ### Welcome to Fictional Community College
Y

News and Announcements

9/5/2023

### Campus closed today due to snowstorm
* Stay safe
* Complete your assignments using NETLAB+

@ Submit © Help
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3. Refer to the Add New Communities section above for details of the fields on this
page (or select Help to display descriptions). Click Submit to save changes to the
record.

GitHub Flavored Markdown is supported, as shown in the example
below. Not familiar with GitHub Flavored Markdown? A quick Internet
search will lead you to information on syntax and examples.

19.4  Delete Community Records

5. To delete a community record, select the Action ™ button on the row. The
dropdown options to View, Edit, and Delete the community record will be

displayed.
3 Fictional Community College ‘ - ‘
@& View
Show 10 v entries Showing 1to 3 of 3items n o
. (¢ Edit

@ Delete
© Add Community

6. Select the Delete button to delete the community record. A confirmation screen
will be displayed.

° Delete community 'Fictional Community College'?

7. Select Delete to confirm that you wish to delete the record.

All classes and accounts for the community must be deleted prior to
deleting a community record.
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20 Manage Classes

... Information for each class using the NETLAB+ system must be entered. The

sws . o

- NETLAB+ administrator may manage classes for all communities. Instructors
may be granted system-wide and community-wide privileges as appropriate to

manage classes.

To manage classes, click the Classes icon on the administrator Home page. A list of the
classes that have been entered for the selected community will be displayed. Classes are
listed with the name of the class, lead instructor, the number enrolled, and end date (if
specified).

Admin > Classes

I community: default v Search
D Name “  Leads Enrolled End Date Action
25 CCNA Routing and Switching Fall 2019 Tester Jones, Test Teacher 3 None -
2 EMC ISM Summer 2018 Test Instructor 3 None -
29 Forensics Fall 2023 None 2 None >
19 Ethical Hacking Fall 2017 Test Teacher 3 None v
35 Ethical Hacking Fall 2019 None 0 None -

© Add Class
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4INDG

1. To add aclass to the system, select the Add Class button at the bottom of the

Classes page.

2. Enter the class information into the New Class form. The Name field is required;
other fields may be filled out now (refer to the field descriptions below) or later
through the Edit function. Click Submit.

_'\ﬂ‘/ It is best practice to use a class name that defines the time-frame that
— the class is offered, such as including "Spring 2019" as part of the

name.

Having a descriptive class name and using the class for that semester
only (as opposed to editing and reusing the class record for another
semester) will help to ensure that usage statistics provide an accurate

% New Class

Community

Name

Start Date
End Date

Self Study Access

Lab Time Limits

Maximum Length of Reservation
Reservation Extensions Allowed
Minimum Time Between Reservations
Maximum Screenshots Per Lab

Multiple Labs in Same Reservation

Suppress LTI Basic Outcomes

default

Forensics Fall 2023

None =
None i3
v Students
v Teams

® Enforce lab author's time limits
Ignore lab author's time limits

1.0 hours -
up to 2 extensions N
unrestricted “

Disabled for community

v Enabled

Enabled
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Field Descriptions - Class (Add/Edit)

e Community: The NETLAB+ system may contain multiple communities. Each
community reflects a separate autonomous group that is using the NETLAB+ system.
See the Manage Communities section for details.

e ID: Each class is assigned a unique numeric identification number. This number
will be displayed once the class has been added.

e Name: The name of the class must be unique in the NETLAB+ system. It is best
practice to use a class name that defines the time-frame that the class is offered,
such as including "Fall 2019" as part of the name.

Having a descriptive class name and using the class for the specified semester
only (as opposed to editing and reusing the class record for another semester)
will help to ensure that usage statistics provide an accurate representation of
system use.

e Start Date: An optional starting date for the class. New pod reservations for this class
may not be made before this date.

If the starting date is changed later, existing equipment resource reservations
are not affected.

e End Date: An optional ending date for the class. New pod reservations for this class
(student or instructor) may not be made after this date.

If the ending date is changed later, existing lab reservations are not affected.

e Self Study Access - Students, Teams: If Students is selected, individual students in the
roster can schedule lab reservations. Team reservations may be made if Teams is
selected (team assignments must be made by the instructor, see Group the Class
Roster Into Teams).

e Lab Time Limits

o Enforce lab author's time limits (if any): When a lab author specifies a
time limit for a lab exercise, NETLAB+ will always use this limit to
determine the length of an individual or team reservation. When a lab
time limit is enforced, the Maximum Length of Reservation setting
(described below) will have no effect on the reservation length. The time
limit is only imposed upon learners making their own individual or team
reservations. Individual or team reservations created by the lead
instructor on behalf of individual learners or teams in the class are not
restricted by the lab author’s time limit.
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o Do not enforce lab author's time limits: NETLAB+ will disregard any time
limits set by lab authors. Individuals and teams may determine how much
time is allocated for any lab, up to the Maximum Length of Reservation
setting (see below).

e Maximum Length of Reservation: Sets the maximum length (in hours) of an individual
or team lab reservation. Lab exercises can also have a time limit. The lower of the two
times is used. The maximum time lengths of lab reservations for all classes within a
community are subject to community maximums if a community maximum has been
set. You may not establish a higher (less restrictive) maximum for the class; it will not
override the community maximum. A lower (more restrictive) maximum time length
for the class may be enforced by setting a value that is lower than the community
maximum.

Lead instructors and instructor-led reservations are not bound by this restriction.

e Reservation Extensions Allowed: The maximum number of times a reservation
can be extended by a student or team, provided the next time slot for the
reserved pod is available. An extension adds 30 minutes to the reservation. An
extension can be requested from the lab interface when there are 15 minutes or
less available on the Time Remaining clock. This setting does not limit
instructors; they may always request an extension in the final 15 minutes if the
next time slot is available.

The number of extensions that a student or team can request in a single
reservation will be the more restrictive of the community and class settings. Be
sure to review the class settings for Reservation Extensions Allowed, which will
indicate the current settings. Please refer to the Add New Communities section
for details on setting reservation extensions at the community level.

Example: If the class setting allows 2 extensions and the community setting
allows 3 extensions, the more restrictive setting of up to 2 reservation
extensions will be allowed.)

Reservation Extensions Allowed This Class: up to 2 extensions
Community: up to 3 extensions
(current settings will allow up to 2 extensionsi

o Restrictions for All Users:
= An extension cannot be made before T-00:15 on the displayed
Time Remaining. This is about 26 minutes from the blocked end
time and 16 minutes of the usable time remaining.
= The next 30-minute time slot must not be already scheduled by
another reservation.
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= The extension cannot exceed the maximum pods in use limit
and/or proactive resource awareness settings selected by the
NETLAB+ administrator.

o Restrictions for Students and Teams:

= The number of extensions that a student or team can request is
limited by community and class settings.

=  For backward setting compatibility, communities and classes do
not allow extensions to be made by students or teams by default.

= The administrator must specifically allow extensions for students
and teams per community.

= The instructor must specifically allow extensions for students and
teams per class.

= Alearner may not extend an ILT reservation. Only a lead
instructor can extend an ILT reservation.

Minimum Time Between Reservations: Sets the minimum amount of time between
successive reservations made by an individual or team. This setting can be used to
prevent excessive scheduling of labs. For example, a setting of 48 hours prevents the
same individual or team from scheduling lab exercises less than 48 hours apart. The
default value, no limit will allow a student or team to make unlimited reservations.
The minimum time between reservations for all classes within a community is subject
to community minimums if a community minimum has been set. You may not
establish a lower (less restrictive) minimum for the class; it will not override the
community minimum. A higher (more restrictive) minimum time between lab
reservations for the class may be enforced by setting a value that is higher than the
community minimum.

Lead instructors and instructor-led reservations are not bound by this restriction.

Maximum Screenshots Per Lab: The maximum number of screenshots a student
may take in a single lab. A value of 0 effectively disables the screenshot feature
for the class. The screenshots feature is available only if it has been enabled for
the community by the administrator.

Multiple Labs in Same Reservation: If enabled, a student or team may change
lab exercises within the same reservation. The Exercise tab will be displayed
during lab access. Only labs compatible with the reserved pod type will be
available for selection. This option only affects Student or Team reservations.
Instructor-led training reservations always allow the lead instructor to change
exercises.

Suppress LTI Basic Outcomes: If enabled, LTI Basic Outcomes will not be
submitted to the LMS and no grades will be entered into the class grade book.
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1. Edit the information for an existing class by clicking the class name in the class
list displayed on the class manager page. Here, we will select the record for the
recently created Ethical Hacking Fall 2019 class.

Admin > Classes

1 Community: default

1D Name “ Leads Enrolled
25 CCNA Routing and Switching Fall 2019 Tester Jones, Test Teacher 3

2 EMC ISM Summer 2018 Test Instructor 3
29 Forensics Fall 2023 None 2
19 Ethical Hacking Fall 2017 Test Teacher 3
35 Ethical Hacking Fall 2019 None 0

© Add Class

Search

End Date

None

None

None

None

None

Action

2. A page showing the current settings for the class will be displayed. Select the
Edit button to make the information for the displayed class available for editing.

%8 Forensics Fall 2023

Settings Leads @) Roster @ Content
ID
Name
Start Date
End Date
Self Study Access

Lab Time Limits
Maximum Length of Reservation

Reservation Extensions Allowed

Minimum Time Between Reservations
Maximum Screenshots Per Lab
Multiple Labs in Same Reservation

Suppress LTI Basic Outcomes

3

Forensics Fall 2023
None

None

Students
Teams

Enforce lab author's time limits

1.0 hours

This Class: up to 2 extensions
Community: no extensions

(current settings allow no extensions)
unrestricted

Disabled for community

Enabled

Disabled

(# Edit 4 View Reservations | |#* View Class Lab Usage & Export LTI Cariridge W Delete Class

9/5/2023
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Notice the options available from the Settings tab of the class details
page that provide additional data about the class. These options are
also available from the administrator Home page, but selecting them
from this page allows easy access to class level information:

e The View Reservations option will display a list of scheduled lab
reservations for this class (see the Display a List of Lab Reservations
section for details).

e Select the option to View Class Lab Usage to view lab usage statistics
for this class (see the Lab Usage section for details).

3. The fields on the class edit page are identical to those on the new class page. Edit
the information as needed. Please see the Add Classes section for a detailed
description of each field on the page. When you have finished editing, click
Submit.

& Forensics Fall 2023

Community

ID

Name

Start Date

End Date

Self Study Access

Lab Time Limits

Maximum Length of Reservation

Reservation Extensions Allowed

Minimum Time Between Reservations

Maximum Screenshots Per Lab

Multiple Labs in Same Reservation

Suppress LTI Basic Outcomes

default

Forensics Fall 2023

None s

None =

v Students
¥ Teams

@ Enforce lab author's time limits
Ignore lab author's time limits

1.0 hours v

up to 2 extensions v

unrestricted -

Disabled for community

¥ Enabled

Enabled

® Submit @ Help
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_\ﬂ} The NETLAB+ user interface is designed to be versatile and
— provides multiple ways to access the options frequently used.

As you gain experience with the NETLAB+ system, you will
notice that there is often more than one way to access an
option. For example, in addition to the method described above
in this section, the option to Edit a class record is also available

from the Action dropdown on the class list.

Admin > Classes

I community: default

Name

CCMNA Routing and Switching Fall 2017
Cyber Security Fall 2017

EMC ISM Fall 2017

Ethical Hacking Fall 2017

w
[=]

25 v |entries

© Add Class

Export LTI Cartridge

Leads

Test Teacher

None

Test Instructor

Test Teacher

Enrolled

End Date Action

None -

None

» View

7 Edit |

@
@ Delete
& Leads

& Roster
A Content

None

NETLAB+ supports integration with your school’s LMS. Follow the steps below to obtain

the common cartridge needed for LTI integration for the class.

1.

9/5/2023

If the option to enable LTI Integration has been enabled at the community level,
you may select the option to Export an LTI Cartridge that you can import into
your school’s LMS in order to configure access to the class.
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& Forensics Fall 2023

Settings Leads o Roster o Content

ID

Name
Start Date
End Date

Self Study Access

Lab Time Limits
Maximum Length of Reservation

Reservation Extensions Allowed

Minimum Time Between Reservations
Maximum Screenshots Per Lab
Multiple Labs in Same Reservation

Suppress LTI Basic Outcomes

[« Edit £ View Reservations |+ View Class Lab Usage

4INDG

Forensics Fall 2023
None
None

Students
Teams

Enforce lab author's time limits

1.0 hours

This Class: up to 2 extensions
Community: no extensions

(current settings allow no extensions)
unrestricted

Disabled for community

Enabled

Disabled

& Export LTI Cartridge

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

Tl Delete Class

Page 182


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .III NDG

2.

9/5/2023

The Export Class Common Cartridge page will be displayed. Clicking the Export
button will prompt you to download an .imscc file that is conformant with the
IMS Common Cartridge v1.0 standard. If you have the necessary permissions,
you may import the cartridge into your LMS class to add the associated content.

& Export Class Common Cartridge

Clicking the export button below will prompt you to download an .imscc file that is conformant with the IMS Common Cartridge v1.0
standard. If you have the necessary permissions, you may import the cartridge into your LMS class to add the associated content. Please
refer to your LMS's documentation regarding the importation of Common Cartridge files as well as the configuration and use of LTI external
tools.After the file is uploaded to the LMS, you will need the Consumer Key and the Shared Secret to configure the NETLAB+ VE external
tool for your class.

Consumer Key:

Shared Secret:
_'\[T/ Please refer to your LMS's documentation regarding the importation
— of Common Cartridge files as well as the configuration and use of LTI

* external tools. After the file is uploaded to the LMS, you will need the
Consumer Key and the Shared Secret to configure the NETLAB+
external tool for your class.
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20.4  Assign Lead Instructors

At least one lead instructor should be defined for each class. Typical actions performed
by lead instructors:

e Lead instructors may update class settings.

e Lead instructors may make reservations for instructor-led training sessions for
the class.

e Lead instructors may allow individual students to make reservations themselves,
depending on the settings selected for the class.

e Alead instructor has the option to participate in any lab reservation associated
with the class.

e Alead instructor may manage the class roster.

e Alead instructor may select the content to be enabled for the class.

1. To add lead instructors to a class, select the Leads tab of the class record, and
then click the button to Add Lead Instructors.

& Ethical Hacking Spring 2018

Settings Leads () Roster () Content

Class contains no lead instructors.

© Add Lead Instructors

2. Alist of the instructors in the community is displayed. Select the lead
instructor(s) for the class by checking the Select checkbox and then pressing the
Add Selected button.

Username “ | Sorted Name Email Type Select
janedoe Doe, Jane instructor

testerjones Jones, Tester instructor

testinstructor Mdg, Testinstructor instructor o

@ Add Selected
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_'\ﬂ‘/ If there are no instructor records available to select, you will need to
— add an instructor account. See the Add Accounts section for details.

The selected instructor(s) is now listed on the Leads list.

%& Ethical Hacking Spring 2018

Settings Leads @) Roster ) Content

Username Sorted Name “* | Email
testinstructor Mdg, Testinstructor

Showing 1101 of 1items

© Add Lead Instructors

20.5 Remove Lead Instructors

A lead instructor may be dropped from a class.

‘:\ﬂ} The NETLAB+ administrator has the option of removing a lead

Last Login ~ Action

2018-02-15 -

— instructor, even if the action would result in there being no lead
— instructor assigned to the class. Be aware however, that this results in
a class record that is accessible only by the NETLAB+ administrator

(until the administrator assigns another lead instructor).

1. Toremove a lead instructor from a class, select the Leads tab of the class record

to display the list of lead instructors.

2. Select the Drop from Leads option on the Action dropdown of the record for the

lead instructor to be removed.
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Username Sorted Name - Enf

testerjones Jones, Tester t

[44]

Settings Leads €) Roster ) Content r

testinstructor Mdg, Testinstructor

Last Login

Action

a& View User Account

& Drop From Leads

Showing 1102 of 2items {

m © Add Lead Instructors

3. You will be prompted to confirm that the lead instructor should be removed
from the class.

»

° Remove 'testerjones’ from leads?

= This will not delete the instructor's account.

4. Click Remove to confirm.

3 MNever B

Removing an instructor as class lead will not remove the instructor's
user account from the NETLAB+ system.
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20.6 Manage a Class Roster

A class roster is a list of members, which may include student accounts, instructor
accounts, or both. All members must belong to the same community. A class may
contain one or more lead instructors (trainers). All other users in the roster (who are not
leads) are learners.

As students join and withdraw from a class, periodic changes will be needed to the class
roster. Details are provided in the subsections below.

20.6.1 Add Learners to the Class Roster

One method of adding learners to a class is to select learners from the list of users in the

community. This is a good approach when accounts have already been created for the
learners that you want to add to the class roster.

_'\ﬂ‘/ Learners can also be assigned to a class during the process of creating a
— user account. See the Manage User Accounts section for details.

1. Select the Roster tab on the class page to add learners. A list of learners assigned
to the class will be displayed, or the page will indicate that learners have not yet
been added to the class roster. Click the Add Learners button.

& Ethical Hacking Spring 2018

Settings  Leads @) | Roster ) Content

Class roster contains no learners.
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2. Alist of the user accounts in the community will be displayed. The list includes
both instructors and students. Add learners to the class roster by clicking the
appropriate Select checkbox(es) and then click the Add Selected button.

3

Username

bbradleysé
adevane63
janedoe
sdruckerg5
cfaisonél
testinstructor

teststudent

testteacher

imatester

9/5/2023

To customize the order of the list, select any of the column headers
and click to toggle between sorting the list in ascending/descending
order. Notice that the user list below is ordered by Sorted Name,

which you may find convenient to display the list in order by the

users' lastname. firstname.

Sorted Name

Bradley, Betty Jo

Devane, Anna

Doe, Jane

Drucker, Sam

Faison, Cesar Xavier

Mdg, Testinstructor

Ndg, Teststudent

Teacher, Test

Tester, Ima

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

Email J
¢
{
€
p
4
{

te StStU;

te sttearf
E

4

imate Stﬁj

3

-

Type

student

student

instructor

student

student

instructor

student

instructor

student

Select

Lead

@ Add Selected

In the example above, six learners have been selected, five students and one instructor
(instructors may be added to classes as learners or lead instructors). Notice also that the
list shows that testinstructor has already been selected as a class lead instructor.
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The learners are now listed in the class roster. Notice that the date of the Last Login into
NETLAB+ is listed for each class member.

$8 Ethical Hacking Spring 2018 ¢

¢

Settings  Leads@) = Roster ) Cont®

Username Sorted Name b Team Last Login Action
-
bbradley66 Bradley, Betty Jo ! Mone MNever =
adevane63 Devane, Anna ) Mone Mever -
-
janedoe Doe, Jane , Mone 20171207 -
cfaisont1 Faison, Cesar Xavier = Mone Mever -
teststudent Mdg, Teststudent j Mone 2018-03-15 -
imatester Tester, Ima - Maone Mever -
»

20.6.2 View User Account Details from the Class Roster
There are several options available from the class roster that allow you to view
additional information pertinent to individual class members, including viewing user

account details.

1. Click the Action dropdown on any of the detail rows and select View User
Account.
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Settings

Leads @)

Username
bbradley66
adevane63
janedoe
cfaison61
teststudent
imatester

Show| 25 ¥ entries

Roster )

Sorted Name

Bradley, Betty Jo
Devane, Anna

Doe, Jane

Faison, Cesar Xavier
Ndg, Teststudent

Tester, Ima

Showing 1 to 6 of 6items

m © Add Learners

2. The User detail page will be displayed. Please refer to the Manage User Accounts
section for more information on the options available from this page. Click

Dismiss to return to the class roster.

User
Community
Username
Full Name
Display Name
Sorted Name
Email
Type
Logins

Last Login

default
teststudent
Test Student
Test Student

Ndg, Teststudent

Content

e

L VW T L WL TR T Y

teststudent@example.edu

student

enabled

2018-03-1519:29:25

9/5/2023

Team

Mone

None

Mone

None

Mone

Mone

Tl Delete

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

4INDG

Last Login Action
Never | =
Never | -

2017-12-07 -

Never -

2018-03-15 E]

| @ View User Account |

@ Drop From Roster

& View User Labs I
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20.6.3 Drop Learners from the Class Roster

1. Learners may be removed from the class roster by selecting the Drop From
Roster option on the Action dropdown.

Settings Leads ) Roster €) Content

Username Sorted Name “  Email Last Login Action
janedoe Doe, Jane 2017-12-07 -
teststudent Mdg, Teststudent teststudent@example.edu 2018-02-13 | -
imatester Tester, Ima imatester@example.com Never D

@& View User Account I

@ Drop From Roster
& View User Labs

2. You will be prompted to confirm the removal of the user from the class roster.
Click Remove to confirm the action.

° Remove 'imatester' from roster?

» This action will not delete user account(s).

Dropping a learner from the roster does not delete the user account.
The account remains on the system and may be added to other class

rosters.
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0 Need to drop multiple users? You may use the following
— method to drop multiple learners at once:

1. Check the Select boxes for each respective user.
2. Click the Selected Items button and select Drop from

Roster.
3. You will be prompted to confirm the action.

% Ethical Hacking Spring 2018

Settings Leads @) Roster () Content

Username Sorted Name Team Last Login Action
bbradley66 Bradley, Betty Jo None Never | =
adevane63 Devane, Anna None Never | «
janedoe Doe, Jane None 2017-12-07 - =
cfaison61 Faison, Cesar Xavier None Never v
teststudent Ndg, Teststudent None 2018-03-15 -
imatester Tester,Ima None MNever | ~

Show 25 v entries Showing 1to6of 6items

m © Add Learners Selected ltems v

N & Add To Team
& Reset Passwords
| © Drop From Roster |

S YO PR L P T YUPRE N TN WA
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20.6.4 View User Labs from the Class Roster
There are several options available from the class roster that allow you to view
additional information pertinent to individual class members, including viewing lab

usage details.

1. Click the Action dropdown on any of the detail rows and select View User Labs.

& Ethical Hacking Fall 2017

Settings Leads (@) Roster §) Content

Username Sorted Name Email Last Login Action
janedoe Doe, Jane 2017-12-07 -
teststudent Ndg, Teststudent  teststudent@example.edu 2018-02-13 -
testuser Ndg, Testuser testuser@example.edu 2018-02-13 B

@ View User Account
& Drop From Roster I
| & ViewUserLabs |

2. The lab usage details will be displayed, showing the labs completed by the
learner for this class. For more discussion on lab usage reporting, please see the
Lab Usage section. Click Dismiss to return to the roster.

l#* Lab Usage: Ethical Hacking Fall 2017

Search
User Start = Hours
N R i E i )
D ame eservation xercise Time Attended
Ndg, Lab 01: Reconnaissance with Nmap ~ 2018-
testuser 86 0.40
Testuser and Amap 02-12
Ndg, Lab 02: Social Engineering Attacks 2017-
testuser 59 0.73
Testuser with Social Engineering Toolkit 08-02
Ndg, Lab 01: Reconnaissance with Nmap = 2017-
testuser 5 0.63
Testuser and Amap 05-15
Page Tofal: 1.76
Table Total: 1.76

Show 25 v entries Showing 1to3of 3 items n
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20.6.5 Group the Class Roster Into Teams

Classes can be configured to allow students to have self-study lab access both as
individuals and as part of an assigned team. The use of teams is optional.

The class setting for self-study lab access must be enabled for teams, in
order for team members to be able to schedule lab reservations. See
the Add Classes section for details on class settings.

You may place class members into teams labeled A to Z. Teams allow students to work
in groups for self-study reservations and share access to equipment at the same time.
Students may not change their own team assignment; however, the lead instructor(s)
can adjust team assignments as needed.

_'\ﬂ‘/ Lead instructors are not assigned to a team and may participate in the
— lab reservations for any team.

Here, we will group the 6 learners on the Ethical Hacking Spring 2018 class roster into 3
teams. We will select the learners to add to each team.
1. Using the checkboxes, select the members of the class roster to be placed

together on a team. We will assign the first 2 learners on the roster to a team.
2. Click the Selected Items box and select the option to Add to Team.

Settings Leads ) Roster ) Con‘[f

Username Sorted Name f{ Team Last Login Action
&
bbradley66 Bradley, Betty Jo - None Never - v
adevane63 Devane, Anna I None Mever | = v
L 4
janedoe Doe, Jane ] None 2017-12-07 -
cfaison61 Faison, Cesar Xavier f None Never -
b |
teststudent Ndg, Teststudent P None 2018-03-15 -
. L
imatester Tester, Ima , None MNever | -
© Add Learners * Selected ltems =
" | # AddToTeam |
j & Reset Passwords
@ Drop From Roster
-
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3. The Add Learner to Team page will be displayed and will indicate that 2 users will
be assigned. On the Team dropdown, select A.

% Add Learners To Team - 2 users

4. Click the Submit button.

%% Add Learners To Team - 2 users

Team ‘A - ‘
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roster members.

Settings Leads @ Roster ) Cont(i

Username Sorted Name *
*
bbradley66 Bradley, Betty Jo #

.

adevane63 Devane, Anna P
janedoe Doe, Jane l
cfaison61 Faison, Cesar Xavier ’,
teststudent Ndg, Teststudent )

&

imatester Tester, Ima ‘{

Show 25 v entries Showing 1to6of 6items(

© Add Learners r

-

Team

A

None

None

None

None

4INDG

5. The team assignment of A is now shown on the class roster for the 2 selected

Last Login Action

Never | « v

Never = - v
20171207 | ~

Never =«
2018-03-15 | ~

Never -

Selected Items ~

6. Repeat the process of selecting members of the class roster and making
assignments for each team. In the example below, teams B and C have been
assigned; all members of the class roster have been added to a team.

(=]
o
=

Y

Settings Leads @) Roster ()

Username Sorted Name
bbradley66 Bradley, Betty Jo
adevane63 Devane, Anna
janedoe Doe, Jane
cfaison61 Faison, Cesar Xavier
teststudent Ndg, Teststudent
imatester Tester, Ima

Team

Show 25 v entries Showing 1106 of 6 iter

=

b e T T WP S T W

Search
Last Login Action
Never =«
Never | ~

20171207 -

Never -

2018-03-15 v

Never A
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20.6.6 Reset Account Passwords for One or More Learners

It may be necessary to reset an account password if a user has lost or forgotten their
current password. If you need to reset the password for multiple users in a class, you
may do so by performing the following steps.

Users will be required to reset their password during their next login
(unless you amended the default password policy setting). The option

‘ to Reset Account Passwords is also available through the account
management options.

1. Check the Select boxes for each respective user on the class roster (the checkbox
at the top of the column may be used to select all users).
2. Click the Selected Items button and select Reset Passwords.

Settings Leads @) Roster ) C{

Username

bbradley66

adevane63

janedoe

cfaisoné61

teststudent

imatester

v entries

Show 25

© Add Learners

Last Login

Sorted Name ;

&
Bradley, Betty Jo r

)‘ Never

Never

Devane, Anna

Doe, Jane , 2017-12-07
; . .

Faison, Cesar Xawer, Never

Ndg, Teststudent / 2018-03-15

Tester, Ima , Never

Showing 1to 6 of 6 itemy

Action

& Add To Team

9/5/2023

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

& Reset Passwords

.
j -

1

-

© Drop From Roster
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3. The Reset Password page will be displayed. Enter the new, temporary password
for the account(s) and then re-enter it to confirm. Click Submit.

Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing the Password Policy settings.

¢ Must contain 8 or more characters.

¢ Must not contain more than 64 characters.

¢ Must not contain any common English dictionary words that are more
than 3 characters long.

¢ Must not contain the user ID for the account.

¢ Must not contain the email address for the account.

¢ Must not contain any names associated with the account.

& Reset Password - 2 users

MNew Password  sssssaaas

Confirm Password = ssssssess

I e

4. You will see system log entries indicating the progress of the password reset for
each user. When complete, click Dismiss.

£+ Resetting Passwords

Progress - COMPLETE 1] Showing - 3/3

© user 'NETLAB Administrator’ (administrator) resetting password of 2 accounts
" password for 'Test Student’ (teststudent) reset

" password for 'Test User' (testuser) reset
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20.7 Add Content to a Class

Select the content appropriate for the class. Selecting the content will make available
the appropriate instructional material (typically, lab exercises for scheduled lab
reservations).

1. Select the Content tab on the class record and click the Add Content button.

% Ethical Hacking Fall 2017

Settings Leadso Roster a Content Usage

Class has no registered content. Please add content so members in the roster have some activities to work on

2. Alist of Available Lab Content is displayed. In the example below, the content
for NDG Ethical Hacking is selected for the class.

-
courses that have been added to your NETLAB+ system and the vendor

[ 0 The Available Lab Content on your system will vary, depending on the
* programs in which your organization participates.

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 199


http://www.netdevgroup.com/

NETLAB+ Administrator Guide

4 Available Lab Content

Mame

Cisco ITE v6 - English
EMC CIS 1

EMC ISMv2

NDG Ethical Hacking

NISGTC A+ v2

Author 1D

AECITEGEN

EMCCISON

EMCISMVZ

NDGEH

DOLAPYZ

GID

..BDED

...0635D

..D2EQ

..BCTD

..CDC4

4INDG

Search
Scope Select
Global
Global
Global
Global v

Global

© Add Selected Content

3. Click the Add Selected Content button. A message will confirm that the content

has been added.

O 1 selected content item(s) were added.

4. Click OK to return to the class details.

) OK

NDG Ethical Hacking is now included in the content list. The total number of Labs
performed and the number of Hours of lab reservation time currently indicate zero,
since the content has just been added.
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‘& Ethical Hacking Fall 2017
Settings Leads @) Roster (E) Content Usage
Search

-

Name Labs Hours Action

MDG Ethical Hacking 0 0.0 -

Showing 1to 1 of 1items

20.8 Remove Content from a Class

The option to Remove Content is available on the Action dropdown of the Content tab
for a class.

% Ethical Hacking
Settings Leads @) Roster ) Content Usage

Search

-

Name Labs Hours Action

NDG Ethical Hacking 0 0.0 -

@ Remove Content

Showing 1to 1 of 1items

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 201


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .III NDG

1. Select Remove Content on the Action dropdown. You will be prompted to verify
that you want the content removed. As noted, removing the content will not
affect lab reservations already made for this class.

° Remove 'NDG Ethical Hacking' from class?

+ Existing reservations using this content will remain.

2. Select Remove to confirm that you want to remove the content. A message will
verify that the content has been removed from the class.

o Content 'NDG Ethical Hacking' removed from class.

3. Select OK.

20.9 Delete Classes

Class records may be removed from the NETLAB+ system. All information associated
with the class, including the class roster, will be removed from the system. The option to
delete the accounts for students exclusively enrolled in the class may be selected.

In the steps below, we will delete the Cyber Security class, but before we proceed, let us
examine the class roster. There are four learners enrolled. Assume the following for the
example below:

e Two of the learners in the class roster: teststudent and testuser, are enrolled in
an Ethical Hacking class, in addition to being enrolled in the Cyber Security class.

e The other two student accounts (highlighted below) studentl and student2, are
enrolled in the Cyber Security class exclusively; these learners are not enrolled in
any other classes. You may choose to delete these accounts when deleting the
class.
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‘% Cyber Security Fall 2017

Settings Leads o Roster 0 Content

Username Sorted Name
teststudent Ndg, Teststudent
testuser MNdg, Testuser
student1@example.edu One, Student
student2@example.edu Twao, Student

1. To delete a class record, select a class on the class list and click the Delete option
on the Action dropdown.

Name “  Leads Enrolled End Date Action
Cyber Security Fall 2017 Test Teacher 4 Monge D
& View
EMC ISM Fall 2017 Test Instructor 2 Mone - ,
(£ Edit
. . i Delete
Ethical Hacking Fall 2017 Test Teacher 2 Mone
& Leads
Show 25 v entries o4 of 4items 2% Roster
L Content

© Add Class

2. When deleting a class, you may choose to either retain or delete the student
accounts on the class roster. Accounts will not be deleted if the student is
enrolled in other classes. Below, the checkbox is selected to delete student
accounts exclusively in this class roster. Click Delete.
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9 Delete class 'Cyber Security Fall 2017'?

+| delete student accounts exclusively in this class roster

If checked, student accounts that are listed in this class roster will also be deleted provided
that they do not appear in other class rosters.

3. The class has been deleted from the NETLAB+ system. Select OK to return to the
list of classes.

o Class 'Cyber Security Fall 2017 deleted.

Because the option to delete student accounts exclusively in this class roster
was checked, two student accounts: student1 and student2, have been deleted.
The teststudent and testuser accounts are still present on the system (see the
Accounts list below, see also the Manage User Accounts section).

Admin » Accounts

I Community: default -

Username “ | Sorted Name
janedoe Doe, Jane
testinstructor Mdg, Testinstructor
teststudent Mdg, Teststudent
testteacher Teacher, Test
testuser Mdg, Testuser

Show 10 ¥ entries Showing 1to 5of 5items
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21 Manage User Accounts

. This function is used to add, delete, and modify account information for both
student and instructor accounts. At least one instructor account should be set
up by the NETLAB+ administrator. A student account should be created for each student
to allow them to participate in labs.

The NETLAB+ administrator and instructors with system-wide privileges may manage
accounts for any community.

To manage user accounts, click the Accounts icon on the administrator Home page.
Accounts functions include adding new accounts to the system and making
modifications to existing accounts. These functions are described in the subsections
below.

Username “  Sorted Name Email Type Action
janedoe Doe, Jane instructor -
testinstructor Mdg, Testinstructor instructor -
teststudent MNdg, Teststudent student -
testuser Mdg, Testuser testuser@example.edu student -
S A lion@example.edu student -

© Add Accounts | & Import Accounts

Notice that the last account shown in the example above contains
Japanese characters. The UTF-8 character set is supported.
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21.1 Add Accounts

An account should be created for each user to allow them to participate in labs and
have access to content. The NETLAB+ administrator may add both instructor and
student accounts. Instructors may also add new accounts, depending on the privilege
setting of their account. There are two methods of adding user accounts to NETLAB+,
which are explained in detail in the subsections below.

e Importing data from a file: If you have the information needed to create the
user accounts in a file (see requirements below), you may import this
information into NETLAB+. This is a good choice when you have a file available
from a class roster or LMS and many accounts to add.

e Entering data: Create user accounts individually by entering the data into a form.
This is a good option when you just need to add a few accounts quickly.

21.1.1 Importing Data from a File

User account information can be imported into NETLAB+ from a comma or tab-
delimited file (*.csv or *.txt). An account should be created for each user to allow them
to participate in lab reservations. Account information may be imported into NETLAB+
from a file with these characteristics:

1. The file must be in a comma or tab-delimited file format (*.csv or *.txt).

2. The first row of the file may contain column headers that identify each field to
import.

3. The file may contain additional, extraneous columns of data. You will select
which columns are used by NETLAB+.

4. The file must include the data fields, as described below.

_'\G/ You will achieve the best possible results with NETLAB+ recognizing
— your input data by using the specified field names (bolded below) as
— column headers, although some variation is acceptable.

Field Descriptions - Account Information File
Required Fields (these fields must be included in the input file):
e Username: A user identifier that is unique to each user. REQUIRED
The username credential used to log in to the account. The Username can
contain letters, numbers, and the following punctuation characters: period (.), at
sign (@), hash (#), underscore (_), and hyphen (-). The UTF-8 character set is

supported.

Be aware that usernames are now case insensitive (example: TestUser213 is
considered the same as testuser213).
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Name Information for each user. REQUIRED (choose Option 1 or 2).
You have two options as to how this information may be imported, depending
on the data available in your input file. The UTF-8 character set is supported.

Option 1: Your file includes name data in one field:

o Full Name: The name given to a user at birth. The user's complete name
including any inherited names, given names, or initials. Note that certain
titles, prefixes, and suffixes can interfere with name processing and
automation.

Option 2: Your file includes name data in two fields:

o Given/First Name: The name given to a user at birth.
o Family/Last Name: The name shared by the user's family.

0 Select either Option 1 or Option 2. If your input file includes the

—
[_ Fullname (name information in a single field), there is no need to

- specify the Given/Firstname, Family Last Name fields.

When using Option 2, be aware that the import process will function
even if you have users that only have a Given/Firstname or only have

a Family/Last Name. The import process has the flexibility to accept
usernames with just one word (see user "Prince" in Example 1,

Optional Fields (you have the option to import this information into NETLAB+)

9/5/2023

Display Name: Users (instructors and students) will see this name in
collaborative applications, such as instructor-led training. If this field is not
included in the input file, it will be automatically populated during the input
process. You may edit the Display Name as needed.

This name may be visible to student accounts. Do not use personally identifiable
information in this field when privacy must be maintained.

Sorted Name: This name will be seen by instructors and administrators in sorted
lists. If this field is not included in the input file, it will be automatically populated

during the input process. You may edit the Sorted Name as needed.

Using the Sorted Name field allows the option of displaying lists, such as class
rosters, in order by last name, first name.

Email: An email address for the user.
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¢ Initial Password: The account users will be required to change this password
during their initial login (unless you have amended the default password policy
setting).

Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing the Password Policy settings.

e Must contain 8 or more characters.

e Must not contain more than 64 characters.

e Must not contain any common English dictionary words that are more
than 3 characters long.

¢ Must not contain the user ID for the account.

¢ Must not contain the email address for the account.

¢ Must not contain any names associated with the account.

To import a file:

1. Select a comma or tab-delimited file from the local file system that contains the
account data to be imported. Files used for importing accounts must contain
lines with an equal number of commas or tab-separated values and carry a ".csv"
or ".txt" file extension.

2. ldentify the required information in the input file (see information above on the
required fields).

3. After the account information has been imported from the file, you will
complete the process of adding accounts on the Enter New Account Information
page, where you will have the option to change the community setting and
modify the account type (student vs. instructor) as needed, depending on your
instructor privileges.

21.1.1.1 Importing Data Example A
In this example, we will import account data from a comma-delimited file. Let's

look at the file using a spreadsheet program, so we can view the data and make the
appropriate choices for importing account information.
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user_accounts_impaort_test a.csv
A | ] | C | D | E

1 _UEEFHEH"IE Given/First Name FamilW’LEEt Mame Housing
2 |croberts2l Carly Roberts dorm
3 tgarmin22 Todd Garmin dorm
4 jsmith23 John Smith off campus
5 |tharnes24 Ted Barnes dorm
& |princelf Prince fraternity
7

Notice a few important things about this file:

e The file name user_accounts_import_test_a.csv is a comma-delimited file, which
is an acceptable format for importing.

e The file includes the recommended column headers in the first row.

e The file includes the required Username field.

e The file includes name information in a format meeting one of the two
acceptable options (see above). In this case, the fields, Given/First Name and
Family/Last Name are present, which meets the requirements for Name
Information Option 2.

e Inthe 6th row, the record displayed ("Prince") does not have a value in the
Family/Last Name field. This user's name is a single word only, and that is OK.

e An additional field, Housing, is present in the file. This data has no relevance to
this process; however, it is not necessary to remove this data from the file; it will
simply be ignored.

To Import the data:

1. On the accounts page, select the option to Import Accounts.

Username “  Sorted Name Email Type Action

imatester Tester, Ima student -

el e oy SN A g

testuser Mdg, Testuser student -

© Add Accounts J| & Import Accounts
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2. Select the Import File < button.
3. Navigate your file system and select the file that includes the data that you want
to import. Here, we will import user_accounts_import_test_a.csv.

&+ Import Accounts

b+

Import File  user_accounts_import_test_a.csv

4, Select the Submit button.

5. The data that NETLAB+ was able to extract from the file is shown in a table.
Notice that the last column, which contains the unneeded housing data, is
grayed out, and the checkbox at the top is not selected. This is fine since we do
not want to import this data.

The import process is designed to behave in an intuitive manner. It
will examine your file to draw logical conclusions regarding the data
you will be importing. If necessary, you may make adjustments by
selecting/deselecting the check boxes indicating each column of data

to be imported and resetting the dropdowns indicating the field that
the column contains.
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B File Data: user_accounts_import_test_a.csv

Username

croberts21
tgarmin22
jsmith23

tharnes24

princeld

- First/Given Name ~ Last/Family/Surname -~ MNone
Carly Roberts dorm
Todd Garmin dorm
John Smith off campus
Ted Barnes dorm
Prince fraternity

6. Select the Submit button.
7. The imported information will be included on the Import Accounts page. The
process of adding the new accounts will be completed here.

a.

9/5/2023

An initial password must be specified. If initial passwords were not
included with the imported account data (as in this example), a Default
Initial Password must be entered, which will be used for all new accounts
being created on this page.

Recall that the import data in this example included name information
separated in two fields (first name, last name). The input process has
combined this data to create the values for Full Name, Display Name
and Sort Name.

The import process has generated Full Names based on the input data
provided and populated the Full Name for each record. The values may
be edited as needed.

The import process has generated Display Names based on the input data
provided and populated the Display Name field for each record. The
values may be edited as needed.

The import process has generated Sorted Names based on the input data
provided and populated the Sorted Name field for each record. The
values may be edited as needed.

We did not import email addresses, nor have we entered them here.
Assume for this example that students will enter their email addresses
themselves when they initially access their accounts.
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&+ Import Accounts

Community

Add to Classes

Status Username

2]

@

default -

Type  student -

Select Here -

Initial Password

croberts21

tgarmin22

jsmith23

tharnes24

princel6

4INDG

Default Initial Password

Logins |v enabled

Full Name

Display Name

Carly Roberts

Todd Garmin

John Smith

Ted Barnes

Prince

Carly Roberts

Todd Garmin

John Smith

Ted Barmes

Prince

Sorted Name

Roberts, Carly

Garmin, Todd

Smith, John

Barnes, Ted

Prince

oo o Jori

the new accounts to your system.

Importing Data Example B

Email

Once again, select the Submit button. This will complete the process of adding

In this example, we will again import account data from a comma-delimited file. Let's
look at the file using a spreadsheet program, so we can view the data and make the
appropriate choices for importing account information.

user_accounts_import_test_b.csv

b I = B ¥ R =R N R o B ]

g

Notice a few important things about this file:

is an acceptable format for importing.

A . B | ¢ | D E | F

|cfaison6l Cesar Xavier Faison bus History
|rscorpio62 Robert A. Scorpio train Technology
|adevaneq3 Anna Devane onsite Literature
|sunshineé4  Sebastian Sunshine bicycle  Technology
|sdrucker65  Sam Drucker car Accounting

bbradley6t  Betty Jo Bradley train Veterinary
:bbradleyﬁﬁ Betty Jo Bradley train Veterinary

The file name user_accounts_import_test_b.csv is a comma-delimited file, which

The file does not include the recommended column headings. As you will see, we

can still use the file "as is"; however, the import process may require user

intervention to determine the appropriate data to import.
The file includes a column with a unique identifier to be used as a Username.

9/5/2023
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e The file includes name information in a format meeting one of the three
acceptable options (see above). In this case, a single name field containing both
Given/First Name and Family/Last Name is present, which can be used as Display
Name, Name Information Option 3.

e Two additional columns are present in the file. This data has no relevance to this
process; however, it is not necessary to remove this data from the file; it will
simply be ignored.

e Thefile includes an error, a duplicate record (see lines 6 & 7). We will see how
this error will be identified in the import process below.

1. Asin Example 1, select Import Accounts > Import File L
2. Navigate your file system and select the file that includes the data that you want
to import. Here, we will import user_accounts_import_test_b.csv.

&+ Import Accounts

Import File  user_accounts_import_test_b.csv .

3. Select the Submit button.

4. The data that NETLAB+ was able to extract from the file is shown in a table.
All of the table data is grayed out since the import process did not have sufficient
information to determine what fields contain input data.
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Bi File Data: user_accounts_import_test_b.csv

MNone

cfaison61
rscorpiob?
adevane63
sunshine64
sdrucker65

bbradleyt6

bbradleyti6

MNone

Cesar Xavier Faison

Robert A. Scorpio

Anna Devane

Sebastian Sunshine

Sam Drucker

Betty Jo Bradley

Betty Jo Bradley

No

bus

train

ne -

onsite

bicycle

car

train

train

4INDG

MNone -

History
Technology
Literature
Technology
Accounting

Veterinary

Veterinary

B File Data: user_accounts_import_test_b.csv

Username

cfaison6l
rscorpiob2
adevanet3
sunshine64
sdruckergs
bbradley66

bbradley66

None

Cesar Xavier Faison
Robert A. Scorpio
Anna Devane
Sebastian Sunshine
Sam Drucker

Betty Jo Bradley

Betty .Jo Bradley

5. Select the first column and set the dropdown to Username.

MNone -

bus
train
onsite
bicycle
car
train

train
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6. Select the second column and set the dropdown to Full Name.

B File Data: user_accounts_import_test_b.csv

Username - Full Name - Mone
cfaison61 Cesar Xavier Faison bus
rscorpio62 Robert A. Scorpio train
adevane63 Anna Devane onsite
sunshinet4 Sebastian Sunshine bicycle
sdruckerés Sam Drucker car
bbradley66 Betty Jo Bradley train
bbradley66 Betty Jo Bradley train

@ Submit © Help

7. The other data columns that are still grayed out are not needed and will not be
imported. Click the Submit button.

9/5/2023

The imported information will be included on the Import Accounts page. The
process of adding the new accounts will be completed here.

a.

An initial password must be specified. If initial passwords were not
included with the imported account data (as in this example), a Default
Initial Password must be entered, which will be used for all new accounts
being created on this page.

The import process has generated Display Names based on the input data
provided and populated the Display Name field for each record. The
values may be edited as needed.

The import process has generated Sorted Names based on the input data
provided and populated the Sorted Name field for each record. The
values may be edited as needed.

We did not import email addresses, nor have we entered them here.
Assume for this example that students will enter their email addresses
themselves when they initially access their accounts.

Notice the list of accounts to be imported includes a duplicate for
username bbradley66 (last record in the list).
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8. Click the Submit button.

&+ Import Accounts

Community = default - Default Initial Password  sssseases
Type  student - Logins |v| enabled
Add to Classes = Select Here v
Status  Username Initial Password Full Name Display Name Sorted Name Email
(2] cfaisonél Cesar Xavier Fais Cesar Xavier Fais Faison, Cesar Xa\
2] rscorpio62 Robert A. Scorpic Robert A. Scorpic Scorpio, Robert A
@ adevane63 Anna Devane Anna Devane Devane, Anna
2] sunshine64 Sebastian Sunshi Sebastian Sunshi Sunshine, Sebast
2] sdruckerés Sam Drucker Sam Drucker Drucker, Sam
2] bbradley66 Betty Jo Bradley Betty Jo Bradley Bradley, Betty Jo
e bbradley66 Betty Jo Bradley Betty Jo Bradley Bradley, Betty Jo

oo Jo s Jorin

9. An alert message will indicate that 6 accounts were imported successfully, but
the duplicate record was not imported. Usernames must be unique in NETLAB+.
Click Understood. This will complete the process of adding accounts to your
system.

A Of 7 accounts, 6 were imported successfully, but the
following 1 could not be imported:
= bbradley66
due to the following errors:
* the requested name was not unique

Please check the account information for these users
and attempt to add or import them again.
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21.1.2 Entering Account Data

1. Select the Add Accounts button to display the add accounts screen.

Username “  Sorted Name Email Type Action
janedoe Doe, Jane instructor -
testinstructor Mdg, Testinstructor ingtructor -
teststudent Mdg, Teststudent student -
testuser Mdg, Testuser student -

2. The New Account page will be displayed. Complete the form with the
appropriate details for the new user. Refer to the field descriptions at the end of
this section. In the example below, a student account is being created for user
techjones.

& New Account

Community = default - Username  techjones
Initial Password | ssssssesa Full Name Tech Jones
Add to Classes SelectHere ~ | Display Name Tech Jones
Loging |+ enabled Sorted Name  Jones, Tech

Type  student - Email = techjones@example.edu

3. Select Submit at the bottom of the page to add the new account to the system.
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4. A confirmation message will indicate that the account has been added. Select
Add More Users to add more accounts or select Done to return to the Accounts

list.

o Account ‘techjones’ added.

© Add More Users & Done

Field Descriptions - Account (New/Edit)

9/5/2023

Community: All users belong to a community. If only one community is present
on the system, all users will be members of the default community.

Initial Password: Assign an Initial Password to the accounts by entering a value
for the initial password. The account users will be required to change this
password during their initial login.

Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing the Password Policy settings.

o O O O

o

©)
©)

Passwords must meet the following requirements:

Must contain 8 or more characters.

Must not contain more than 64 characters.

Must not contain any common English dictionary words that are more
than 3 characters long.

Must not contain the user ID for the account.

Must not contain the email address for the account.

Must not contain any names associated with the account.

Add to Classes: Add the user to the class roster for one or more classes available
in the community. The dropdown will display a list of available classes, which
may be checked to select.
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9/5/2023

Add to Classes | Select Here |

EMC CIS
Logins

EMC ISM

Ethical Hacking
Type student

In many cases, you may find it convenient to add a student to a class roster at
the same time that you create the student account. You may also add users to a
class roster after the user accounts have been created. See the Add Learners to
the Class Roster section.

Logins enabled: Check to enable logins for this user. If unchecked, logins will be
disabled for this user.

Account Type: The account type, student or instructor, must be selected for
each account. Once an instructor record is created, the instructor may be
assigned as a lead instructor for a class or may join a class as a learner. A class
may contain one or more lead instructors (trainers). All other users in the roster
(who are not leads) are learners.

Username: The username credential used to log in to the account. Username
can contain letters, numbers, and the following punctuation characters: period
(.), at sign (@), hash (#), underscore (_), and hyphen (-). The UTF-8 character set
is supported.

Be aware that usernames are now case insensitive (example: TestUser213 is
considered the same as testuser213).

Full Name: This name will be used by instructors and administrators for
managing the user account. Users with student accounts will see their own full
names in their user settings. Users with student accounts will not see the full
names of other users during collaborative activities such as instructor-led
training. The UTF-8 character set is supported.

Display Name: Users (instructors and students) will see this name in
collaborative applications, such as instructor-led training. This field will be
automatically populated based on the value you enter into the Full Name field.
You may edit the Display Name as needed.

This name may be visible to student accounts. Do not use personally identifiable
information in this field when privacy must be maintained.
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9/5/2023

Sorted Name: This name will be seen by instructors and administrators in sorted
lists. This field will be automatically populated based on the value you enter into
the Full Name field. You may edit the Sorted Name as needed.

Email: The user's email address. Entering an email address is optional; account

users will be prompted to add/update their email address and time zone
information when they initially log in to their account.
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The NETLAB+ administrator may edit information in any instructor or student account in

any community. An instructor with system-wide instructor privileges may manage

accounts in any community. Granting an instructor community-wide privileges will allow
the instructor to manage student and instructor accounts within their community.
Instructors with normal privileges can only manage student accounts within their own

community.

1. Locate the record(s) you wish to edit by entering a full or partial Username or
Fullname in the search box. This may allow you to avoid scrolling through a long
list if there are a large number of accounts in your community. You may select a
community (if there are multiple communities on your NETLAB+ system) to
narrow down your selections. The results of your search query will be displayed

in a list.

Admin > Accounts

II Community: | default

ALL COMMUNITIES

Email

techjones@example.edu

testerjones(@example.edu

Username default
techjone XYZ Example College
testerjones Jones, Tester
Show 10 v entries Showing 1to 2 of 2 items (filtered from 6 total entries)

© Add Accounts

9/5/2023
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2. Select an account by clicking on a Username. The User tab of the account detail
page will be displayed.

User Classes

Community default
Username testerjones
Full Name Tester Jones
Display Name Tester Jones
Sorted Mame  Jones, Tester
Email testerjones@example.edu
Type  Instructor
Privileges
Enable Logins enabled

Last Login  2019-05-31 19:19:24

m & Edit & Reset Password il Delete

3. Click on the Classes tab to see a list of the classes in which the user is enrolled as
a learner or lead instructor.

User Classes
ID Name *  Membership End Date Action
25 CCNA Routing and Switching Fall 2019 Lead Mone -
30 Ethical Hacking Spring 2019 Learner None -

Showing 110 2 of 2items

m (& Edit & Reset Password Tl Delete
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4. To proceed to the edit page for this account, select the Edit button. The account
edit page may be used to modify the account name, email address, and to
enable and disable account logins. When account logins are disabled, the user
will not be able to log in to the NETLAB+ system. For instructor accounts, as
shown in the example below, the user privileges may be edited.

& testerjones

Username  testerjones
Full Name = Tester Jones
Display Name  Tester Jones
Sorted Name @ Jones, Tester
Email  testerjones@example.edu

Logins v enabled

Type | instructor -

Privileges + Community Administrator
Pod Designer
+ Lab Designer

[ O O

_'\ﬂ‘/ In this example, the instructor has been granted Community
— administrator privileges and access to the Lab Designer tool. Instructor
— privileges are discussed in the Modify Instructor Privileges section.

5. Select Submit to save changes to the account record.

Please refer to the Entering Account Data section for a detailed description of the fields
on this page or select the Help button to display the descriptions.
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21.3  Delete Accounts
As the NETLAB+ administrator, you may delete any account, in any community.
Considerations before you delete an account:

e Keep in mind that accounts may be assigned to multiple classes.

e If the accounts are for students who will continue to use your NETLAB+ system in
other classes, you can keep the accounts and add them to the class roster of
other classes as needed.

e Be particularly cautious when deleting instructor accounts. If the account
includes lab designs, the lab designs will be deleted along with the account. The

following message will be displayed if the account you select to delete includes
lab designs.

A User has lab designs in their account!

» Their lab designs will be lost if the user has no backup copies!

+ Please check with the user before proceeding.

W PROCEED - Delete Account AND Lab Designs

To delete an account, perform the following steps:
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1. Asdescribed in the Edit Accounts section, select the account detail page of the
account you want to delete, and then click Delete.

User
Community default
Username testera
Full Name Tester A
Display Name Tester A
Sorted Name A, Tester
Email
Type student
Logins enabled

Last Login  never logged in

2. Click Delete to confirm that you want to delete the account.

e Delete account 'testera'?

3. A message will indicate the account has been deleted, click OK.

o Account 'testera’ deleted.
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21.4 Reset Account Passwords

It may be necessary to reset an account password if a user has lost or forgotten their
current password. You may use the reset password function. Upon initial login following
the reset, the user will be required to change the password.

1. Asdescribed in the Edit Accounts section, select the account detail page of the
account for which you want to reset the password.

User
Community
Username
Full Name
Display Name
Sorted Name
Email
Type
Logins

Last Login

default

testuser

Test User

Test User

Mdg, Testuser
testuser(@example.edu
student

enabled

2016-07-04 13:55:52
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2. Select the Reset Password button to display the password reset screen.
Passwords must meet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing the Password Policy settings.

e Must contain 8 or more characters.

e Must not contain more than 64 characters.

e Must not contain any common English dictionary words that are more
than 3 characters long.

e Must not contain the user ID for this account.

e Must not contain the email address for this account.

e Must not contain any names associated with this account.

& Reset Password for

Reset Password | sesssssas

Enter a temporary password for this user so they
may login to reset their password.

Confirm Password @ ssssssass

Re-enter the password for confirmation.

3. Enter the new, temporary password for the account and then re-enter it to
confirm.
4. Click Submit.
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21.5 Modify Instructor Privileges

The NETLAB+ administrator may edit information for any instructor or student account
in any community. If there are have multiple communities on your NETLAB+ system, it
may be helpful to grant system-wide account manager privileges to an instructor to
allow the instructor to manage accounts and classes in any community without
accessing the administrator account.

Granting an instructor community administrator privileges will allow an instructor to
manage both student and instructor accounts within their own community. Instructors
with normal privileges (the default) can only manage student accounts within their own
community.

Administrator

Community
Leader(s)

System
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community _
Leader(s) Community B

Instructor(s)

Students

Default Community

Community A

wide privilege to an instructor account. Instructor accounts are
created with normal privileges by default. Additional privileges may be
granted by the administrator (see steps in this section below).

c Only the NETLAB+ administrator can grant community-wide or system-
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Summary of Instructor Privileges
Normal Instructor Privileges (no additional privileges selected)

Can create and manage student accounts in their community.
Can create and manage classes for which they are a lead.
Can cancel lab reservations made by students in their classes.
Cannot manage other instructor accounts.

Community Administrator

e Can create and manage student accounts in their community.

e Can create and manage instructor accounts in their community.

e Can create and manage classes in their community.

e Can attend all lab reservations in their community (except instructor personal
reservations).

e Can cancel lab reservations made by instructors and students in their community.

Pod Designer
e Can access the Pod Designer tool. The Pod Designer is used to create a custom pod
layout. A pod design is a template used to create one or more actual pods on a
NETLAB+ system.
Lab Designer
e Can access the Lab Designer tool. The Lab Designer provides a means of creating a
series of custom laboratory exercises that may be made available for class use. A lab
design is a set of labs and related reference material that may include documents,
images, and preset configuration files for each lab exercise.

Pod Access Control List (ACL) Manager

e Instructors may be appointed as Pod ACL Managers.

Pod ACL Manager access is granted on a per-pod basis (see the Configure Pod
ACL section).
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1. To modify the privileges for an instructor, select the edit page for the instructor
account (as shown in the Edit Accounts section).

2. Click the checkboxes to indicate the privileges (described in the summary above)
to grant to the instructor.

& testinstructor

Username testinstructor
e - | able.

Type  Instructor =

Privileges + Community Administrator
Pod Designer
Lab Designer

@ Submit @ Help

3. Click Submit to update the record with the modified privileges.
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22 User Logins

This option allows the administrator to suspend/enable student and instructor
U account access. Access may be disabled for all, or a selection of accounts.
Access should be disabled while performing disruptive administrative tasks such
as software updates and installing pods. In the first two subsections below, we will show
how to disable and enable logins for all users. In the third subsection, we will force
logout and disable logins for selected users.

User Logins The current status of user logins on the system is displayed in the
Enabled third panel on the right side of the administrator Home page.
Clicking the number of Logged in Users will display the User Logins
page, which may also be accessed by selecting the User Logins
administrator option, as described below.

Logged In Users

Logins may also be enabled/disabled for individual users, see the
Manage User Accounts section.

22.1 Disable User Logins

1. To disable User Logins, select the User Logins option on the administrator Home
Page.

2. The User Logins page is displayed. Notice that the number of Logged in Users,
Pods in Use, Active Reservations, and Future Reservations are displayed. Details
for each of the users currently logged in are also listed, including the pods in use.
Click Disable Logins.

Logged In Users Pods In Use Active Reservations Future Reservations

3 1 1 1

U User logins for the system are enabled.

U User Logins Search
Username Sorted Name “ Email Type Last Login = Pods Action
testinstructor Instructor, Test Instructor 2019-05-29 19:45 MAP-ASA-01 -
administrator NETLAB Administrator Administrator 2019-05-29 19:11 Nane -
teststudent Student, Test Student 2019-05-29 19:33 MAP-ASA-01 -

Show All v entries Showing 1to 3 of 3items n
m & Disable Logins
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3. You may choose to log out users that are currently logged in or allow users
currently logged in to remain logged in (but prevent new logins). For this
example, the administrator has opted to allow current users to remain logged in,
by unchecking the Logout users that are already logged in checkbox. Click
Disable Logins.

'\ﬂ} The administrator can monitor the system and see when all users are
— logged out before completing any maintenance tasks. This can be a
good strategy to avoid disrupting users with work in progress.

9 Disable user logins?

Logout users that are already logged in

Disable Logins

4. The User Logins page now indicates that user logins for the system are disabled.
Instructor and student accounts will be prevented from logging in. Click Dismiss
to return to the administrator Home page.

Logged In Users Pods In Use Active Reservations Future Reservations

3 1 1 1

U User logins for the system are disabled.

U User Logins Search
Username Sorted Name “  Email Type Last Login =  Pods Action
testinstructor  Instructor, Test Instructor 2019-05-29 19:45 EJ:AP_ASA_
administrator ~ NETLAB Administrator Administrator  2019-05-29 19:11 None -
MAP-ASA-
teststudent Student, Test Student 2019-05-29 19:33

01

show All v entries Showing 1to 3 of 3items n

m of' Enable Logins

User Logins Notice that the third panel on the right side of the administrator
DISABLED Home page now shows that User Logins are disabled. Clicking the
Logged In Users number of Logged in Users would display the user login detail page
once again, with information on the 3 users currently logged in.
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If an instructor or student attempts to log into the NETLAB+ system while user logins are
disabled, the following message will be displayed.

A System logins are currently disabled by the administrator.

) Understood

Be sure to enable logins (see next section) after completing any

maintenance tasks!

22.2  Enable User Logins

1. To enable User Logins, select the User Logins option on the administrator Home

Page.

2. The User Logins page is displayed. Notice that the number of Logged in Users,
Pods in Use, Active Reservations, and Future Reservations are displayed. Details
for each of the users currently logged in are also listed, including the pods in use.
In this example, we see 2 users logged in (these users were logged in prior to
logins being disabled — as shown in the example in the previous section), plus the
administrator. Click Enable Logins.

Logged In Users Pods In Use

3 1

U user logins for the system are disabled.
U User Logins

Username Sorted Name “  Email

testinstructor  Instructor, Test
administrator ~ NETLAB Administrator
teststudent Student, Test

Show All v entries Showing 1to 3 of 3items

m of" Enable Logins

Active Reservations

1

Type Last Login
Instructor 2019-05-29 19:45
Administrator  2019-05-29 19:11

Student 2019-05-28 19:33

3. Confirm the action by clicking Enable Logins.

Future Reservations

1

Search

Pods Action

MAP-ASA-
01

None -

MAP-ASA-
01
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9 Enable user logins?

Enable Logins

4INDG

4. The User Logins page now indicates that user logins for the system are enabled.

Click Dismiss to return to the administrator Home page.

Logged In Users Pods In Use Active Reservations

3 1 1

U user logins for the system are enabled.

U User Logins

Username Sorted Name Email Type Last Login
testinstructor | Instructor, Test Instructor 2019-05-29 19:45
administrator ~ NETLAB Administrator Administrator  2019-05-29 19:11
teststudent Student, Test Student 2019-05-29 19:33

Show All v entries Showing 11te 3 of 3items

m & Disable Logins

22.3  Force Logout and Disable User Logins for Selected Accounts

Future Reservations

1

Search

Pods Action

MAP-ASA-
01

Nane -

MAP-ASA-
01

In the previous sections, the actions of the administrator disabled and enabled logins for
all users on the NETLAB+ system. In this section, we will demonstrate how the
administrator can force selected users to log out and (optionally) prevent the selected

users from logging back in.

1. Select the User Logins option on the administrator Home Page.
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2. The User Logins page is displayed. Notice that the number of Logged in Users,
Pods in Use, Active Reservations, and Future Reservations are displayed. Details
for each of the users currently logged in are also listed, including the pods in use.
For this example, we will select the teststudent account by clicking the selection
checkbox, and then choosing the Selected Items option to Logout Users.

Logged In Users Pods In Use Active Reservations Future Reservations

3 1 1 1

U user logins for the system are enabled.

U User Logins Search
Username Sorted Name “ Email Type Last Login = Pods Action
testinstructor Instructor, Test Instructor 2019-05-20 19:45 MAP-ASA-O1 -
administrator NETLAB Administrator Administrator 2019-05-2919:11 None -
teststudent Student, Test Student 2019-05-20 10:33 MAP-ASA-01 -
Show ANl » entries Showing 1103 of 3 items n

m & Disable Logins Selected Items ~

I ® Logout Users I

3. A pop-up window will display the number of users selected to log out. For this
example, we will select the Disable Logins checkbox, which will prevent the
selected user(s) from logging in again. Click Submit.

(= Logout 1 users

Disable Logins
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4. The Users Logins screen now shows only 2 users, teststudent is no longer logged
in.

Logged In Users Pods In Use Active Reservations Future Reservations

2 1 1 1

U Userlogins for the system are enabled.

U User Logins Search
Username Sorted Name * | Email Type Last Login ~  Pods Action
testinstructor | Instructor, Test Instructor 2019-05-29 19:45 E:AP-ASA_
administrator |~ NETLABE Administrator Administrator  2019-05-29 19:11 Mone -
Show| All v entries Showing 1to2of 2items

m & Disable Logins

If teststudent attempts to log back in, the following message will be displayed.

A Logins for your account are currently disabled.
Please contact your instructor.

Logins may be re-enabled for individual users, see the Manage User
Accounts section.
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23 Pods

Equipment pods contain lab devices that are accessed by others. The pods

depicted in this guide may not be available at your site.

The equipment pods available on your system will vary, depending on the
courses that have been installed and your organization's participation in vendor
programs.

The pod list, shown below, displays a summary of information about the pods currently
available on the NETLAB+ system.

You may perform operations on multiple pods on the pod list page by
selecting the checkbox on the detail row for each pod and then

choosing an option on the Selected Items dropdown list.

oo Pod List Search
Pod ID “ | Type Pod Name Category Activity State Action
f'§ Academy
3301 A EMC_ISMvZ_POD1 Normal IDLE © ONLINE -
ISM v2
ENS  Academy
3302 =3 ISMv2 EMC_ISMvZ2_POD2 Normal IDLE © ONLINE -
«4INDG
3303 Security Ethical_Hacking_Pod_1 Mormal IDLE © ONLINE - v
Ethical Hacking
g
3305 Security Security Plus Pod 1 Normal IDLE © ONLINE - v
Security+

Show 25  entries  Showf 6 items

© Creaie New Pod Selected ltems ~

@ Bring Pods Online
© Take Pods Offline
@ Remove Pods

New pods may be added to the system by following the steps detailed in the next
section.
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23.1 Adding New Pods

The instructions for this section should be followed for each pod the administrator wishes to
add to the NETLAB+ system. Click to select a pod type from the list of pod types provided. The
equipment pods available on your system will vary, depending on the courses that have been

installed and your organization's participation in vendor programs.

[i@

¥ Installed Pod Types

w
Description / Notes j “ | Author / Organization

Type

4INDG

Please refer to the Course Manager section to access resources that
provide guidance on installing equipment pods on your NETLAB+

system.

b

Search

aluah cISco AF CITE v6 - En_glish
Cisco |IT Essentials vb
ITE v6 .

For use only within the Cisco Ne
Academies. A

2016 I
http:/netdevgroup.com/conten

m

4
EMC’ Academy EMCCIS 1 *
‘11 EMC Cloud Infrastructure and S L
wmoew  CIS Pod
Lo 2D‘| 5
http://www.netdevgroup.com/ su;x
F:l'\ﬂ'i ISM ‘lr2 "lll
= 2014
http://www.netdevgroup.com/suf -
JNDG NDG Ethical Hacking )
Security MDG Ethical Hacking
Ethical Hacking 2015 ¢
http://www.netdevgroup.com/sup
e NISGTC A+ v2 )
Networking NISGTC A+ v2
A+ v2 2015 S
http://support.netdevgroup.com r
Show 5§ v entries  Showing 1to 5of 15items {
¢
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Enter the appropriate values for Pod ID and Pod Name (or accept the defaults, see field
descriptions below). Click Next.

&= New Pod

Pod Type JNDG Used Pod IDs
Security
Ethical Hacking 3300
3301
3302
PodID 3303

Pod Name  Ethical Hacking Pod

Field Descriptions - New Pod

e Pod ID: Each pod must be assigned a unique numeric ID. You may assign any
unused number or accept the default, the next available number.

Best practice: Assign pods of a similar type to a series of consecutive numbers.
For example, if you intend to add 10 NDG Ethical Hacking Pods, you could use
Pod IDs 3303-3312.

e Pod Name: Each pod is assigned a name. This name will appear in the scheduler,
along with the pod type. You may assign a name of your choice or accept the
default, "Pod ID", where ID is the numeric Pod ID.
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23.2 View Pod Details

To view the details of a pod, select the View option on the Action dropdown.

o= Pod List ' Search
Pod ID “ | Type Pod Name # State Action
EN§ Academy i
3300 =3 ISMv2 EMC_ISMv2_MASTER @ OFFLINE -
- ¢
£"§ Academy ,
3301 =3 ISMv2 EMC_ISMv2_POD1 © ONLINE -
E§ Academy r
3302 =3 ISMv2 EMC_ISMv2_POD2 ( © OMNLINE -
o & View
f @ Edit
) @ Delete
»
- O Take Pod Offline

The pod detail page will be displayed. The numbered sections are described below.

Admin > Pods > POD 3302 > View

Pod ID Pod Name Type Activity State
1 ”ﬁ Academy
3302 EMC_ISMv2_POD2 ﬁ ISM v2 IDLE © ONLINE E]
© Take Pod Offline

2 Remote PC o

PC Name VM Operating System VM Role Runtime Host Action
{5 SAN EMC_ISMv2_POD2 SAN Linux NORMAL 172.30.0.81 -
('_\ Linux EMC_ISMv2_PQD2 Linux Linux NORMAL 172.30.0.81 -

[# Pod Settings [ £ Clone Pod QE=RUENIEEEWEITLE W Delete Pod

3

Time Event Reservation Task
2016-08-18 14:10:49 pod entered online state

2016-08-18 14:10:49 transition to online state requested by administrator

2016-08-17 16:27:41 pod entered offline state

2016-08-17 16:27:41 transition to offline state requested by administrator

2016-08-03 17:20:27 pod entered online state

2016-08-03 17:20:27 reservation has fully completed, pod cleanup has finished 38
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There are three main sections of the pod detail page (hnumbered in the picture above).

1. Pod Status Information: Located at the top, indicating the pod's status. Pod ID,
Pod Name, Type, Activity, and State are listed. The dropdown option on the
State field allows you to take the pod Offline/Online (depending on the pod's
current state).

2. Remote PC: Each virtual pod will typically include one or more Remote PCs. In
the example shown above, there are two Remote PCs, a SAN, and a Linux
machine.

There are several buttons in this portion that perform the following actions:

e Dismiss: Return to the Pod List

e Pod Settings: Select to modify the settings for the remote PCs in the pod (see
section below).

e Clone Pod: Create a copy of the pod (see section below).

e View Reservations: See the current lab reservations for this pod.

e Delete Pod: Remove the pod.

3. Pod Event Log: A listing of the time and events of pod operation, including when
the pod was created, taken online/offline, and instances of remote PCs activity
(power on, power off).

23.3  Pod Settings
To edit the settings of a pod, perform the following steps.

1. Select Pod Settings on the pod detail page.

Pod ID Pod Name Type Activity ACL State State
E'§ Academy
3302 EMC_ISMv2_POD2 A IDLE o DISABLED © OFFLINE  ~
Remote PC @)
PC Name VM Operating System VM Role Runtime Host Action
{'} SAN KL_EMC_ISMv2Z2_POD2 SAN Linux NORMAL 172.30.0.81 -
{'} Linux KL_EMC_ISMv2_POD2 Linux Linux NORMAL 172.30.0.81 -

(£ Pod Settings J| £2] Clone Pod ER=RIEILGE AN & Configure Pod ACL W Delete Pod
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2. The Settings page for the pod will be displayed. Review the settings as needed.
For guidance on completing the form, see the field descriptions below, or select

NETLAB+ Administrator Guide

Help.

% NDG recommends keeping Automatic Networking settings enabled.

(¢’ Pod 3302 Settings

Pod Name EMC_ISMvZ_POD_TWO

Automatic Networking '+ enable remote PC automatic networking
+ enable automatic setup of vSwitches and Portgroups

v enable automatic teardown of vSwitches and Portgroups

3. Click Submit to save changes and return to the pod detail page.

Field Descriptions - Pod Settings

e Pod Name: The user-defined name of the pod. This name will appear in the
scheduler, along with the pod type.

e Automatic Networking: These settings determine how NETLAB+ typically
handles the configuration of the pod. The settings are checked by default.
o enable remote PC automatic networking
o enable automatic setup of vSwitches and Portgroups
o enable automatic teardown of vSwitches and Portgroups

(checked) for typical pod operation. If you do have reason to modify
these settings, such as to support a custom pod design, be sure that
you understand the configuration maximums of your system.

c NDG recommends keeping the Automatic Networking settings enabled
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23.4 Clone Pod

If a pod contains only virtual machines, NETLAB+ can clone the entire pod in one
operation. Each virtual machine in the source pod is cloned and added to both the
NETLAB+ inventory and vCenter in one operation. To clone a pod, follow the steps
below.

The basic functionality of pod cloning is presented here. Please refer to
Remote PC Guide Series - VVolume 3 Confiquring the NETLAB+ Virtual
Machine Infrastructure for additional details and guidance.

1. Select the Clone Pod button on the pod detail page.

Pod ID Pod Name Type Activity ACL State State
4NDG
3306 Ethical_Hacking_Pod_2 Security IDLE u DISABLED © OFFLINE = ~

Ethical Hacking

Remote PC &
PC Name VM Operating System VM Role Runtime Host Action
(} OpenSUSE Ethical_Hacking_Pod_2 OpenSUSE Linux NORMAL 172.30.0.81 v
A Security Onion Ethical_Hacking_Pod_2 Security Onion Linux NORMAL 172.30.0.81 hd
A OWASP BWA Ethical_Hacking_Pod_2 OWASP BWA Linux NORMAL 172.30.0.81 A
= pfSense Ethical_Hacking_Pod_2 pfSense Free BSD NORMAL  172.30.0.81 -
A Kali Ethical_Hacking_Pod_2 Kali Linux NORMAL 172.30.0.81 A

(ARG EGEN [aleGOENERGE | £ View Reservations | @ Configure Pod ACL il Delete Pod

2. Assign a New Pod ID. Each pod must be assigned a unique numeric ID. You may
enter any unused number or accept the default, the next available number. Click
Next.

€2 Clone Pod: Ethical_Hacking_Pod_2

Source Pod ID 3306

Source Pod Name  Ethical_Hacking_Pod_2

New Pod Type NDG Ethical Hacking

NewPodID 3310
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3. Enter a New Pod Name, or use the default value. Click Next.

€2 Clone Pod: Ethical_Hacking_Pod_2

Source PodID 3306

Source Pod Name  Ethical_Hacking_Pod_2

New Pod Type NDG Ethical Hacking

NewPod ID 3310

New Pod Name | |POD 3310

Q@ Previous | © Next

4. Click on the tabs to configure the virtual machine settings for each remote PC in
the pod. Refer to the field descriptions below. You may also refer to the Remote
PC Guide Series - Volume 3 Confiquring the NETLAB+ Virtual Machine
Infrastructure for additional guidance in making your selections.

OpenSUSE Security Onion OWASP BWA pfSense Kali

Source Virtual Machine — Target Virtual Machine
VM Name Ethical_Hacking_Pod_2 OpenSU... ~ VM Name POD 3310 OpenSUSE
From Snapshot ~ Current State (no snapshot) v Type Full =
Role Normal -

Runtime Host Host 172.30.0.81

Datastore MCNC_HOST81_LOCAL
Storage On Demand
Take Snapshot  no snapshot taken

Copy BIOS UUID v/ enabled

()N ) Clone Pod
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Field Descriptions — Clone Pod (must be set for each virtual machine in the pod)

9/5/2023

VM Name: A descriptive name for the virtual machine. The default name is Pod
ID + Source Virtual Machine Name.

Type: Select the type of virtual machine clone.

o Linked: A copy of a virtual machine that shares virtual disks with the parent
virtual machine in an ongoing manner. This conserves disk space and allows
multiple virtual machines to use the same software installation. Linked
clones can be created very quickly because most of the disk is shared with
the parent VM.

o Full: An independent copy of a virtual machine that shares nothing with the
parent virtual machine after the cloning operation. The ongoing operation of
a full clone is entirely separate from the parent virtual machine.

Role: Assign the clone to the role it will play in the inventory.

o Master: A virtual machine used as the basis for cloning other virtual
machines. Master VMs can be assigned to pods, modified, and powered
on.

o Normal: A virtual machine that can be assigned to a pod. A normal VM
will typically revert to a specified snapshot at the start of a lab
reservation.

o Persistent: A virtual machine that can be assigned to a pod and retains its
state between labs. A persistent VM is typically used in conjunction with
Pod Assigner to create long-term personal pods.

Runtime Host: The host server where the virtual machine will run.

Datastore: The VMware datastore that will contain the new VM's virtual disk
files.

Storage Allocation: Indicate the type of storage allocation to be used for the
virtual machine.

o On Demand: Allocates storage for the new virtual machine as needed; this
favors storage reduction at the expense of decreased write performance.

o Preallocated: Allocates all storage for the new virtual machine in advance;
this favors better write performance at the expense of increased storage.

Take Snapshot: A snapshot name on the source virtual machine from which to
base the clone. If this parameter is set, the clone is based on the snapshot point.
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This means that the newly created virtual machine will have the same
configuration as the virtual machine at the time the snapshot was taken. If this
property is not set, the clone is based on the virtual machine's current
configuration. Linked cloning requires this parameter to be set to a snapshot.

e Copy Bios UUID: If the checkbox is checked (enabled), this VM's BIOS UUID will
be copied to any VM cloned from this VM.

5. The progress of the cloning process will be displayed. This process may take
several minutes to complete. You may continue to view the progress or select
the button to Do Other Things While This is Running.

2] Clone Pod
New Pod ID New Pod Name New Pod Type Pod Clone Progress Total Errors Total Warnings
4INDG
3310 POD 3310 Security 38% 0 0
Ethical Hacking

PC Name Virtual Machine Name Progress Notifications

OpenSUSE POD 3310 OpenSUSE 1 36%

Security Onion POD 3310 Security Onion 1 36%

OWASP BWA POD 3310 OWASP BWA 1 36%

pfSense POD 3310 pfSense 2 A47%

Kali POD 3310 Kali < 36%

) Do Other Things While This is Running
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6. When the cloning process has completed, Pod Clone Progress will indicate 100%.

Click OK.
€] Clone Pod
New Pod ID New Pod Name New Pod Type Pod Clone Progress Total Errors Total Warnings
4INDG
33 1 0 POD 3310 _ Security 100% 0 0
Ethical Hacking
PC Name Virtual Machine Name Progress Notifications
OpenSUSE POD 3310 OpenSUSE 100% + cloned virtual machine 'Ethical_Hacking_Pod_2 OpenSUSE' to 'POD 3310
OpenSUSE'
+ virtual machine 'POD 3310 OpenSUSE' added to inventory
+ virtual machine 'POD 3310 OpenSUSE' attached to PC ‘OpenSUSE’
+ cloned virtual machine for PC 'OpenSUSE OK
Security Onion POD 3310 Security Onion  7100% + cloned virtual machine 'Ethical_Hacking_Pod_2 Security Onion’ to 'POD
3310 Security Onion’
+ virtual machine 'POD 3310 Security Onion’ added to inventory
+ virtual machine 'POD 3310 Security Onion' attached to PC "Security Onion’
+ cloned virtual machine for PC 'Security Onion OK
OWASP BWA POD 3310 OWASP BWA 100% + cloned virtual machine 'Ethical_Hacking_Pod_2 OWASP BWA' to 'POD
3310 OWASP BWA'
+ virtual machine 'POD 3310 OWASP BWA' added to inventory
v virtual machine 'POD 3310 OWASP BWA' attached to PC 'OWASP BWA'
v cloned virtual machine for PC'OWASP BWA OK
pfSense POD 3310 pfSense 100% + cloned virtual machine 'Ethical_Hacking_Pod_2 pfSense’ to 'POD 3310
pfSense’
+ virtual machine 'POD 3310 pfSense’ added to inventory
+ virtual machine 'POD 3310 pfSense’ attached to PC 'pfSense’
+ cloned virtual machine for PC 'pfSense OK
Kali POD 3310 Kali 100% + cloned virtual machine 'Ethical_Hacking_Pod_2 Kali' to 'POD 3310 Kali'
+ virtual machine 'POD 3310 Kali' added to inventory
v virtual machine 'POD 3310 Kali' attached to PC 'Kali'
v cloned virtual machine for PC 'Kali OK

30K
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23.5 PC Settings

Each virtual pod will typically include one or more remote PCs. In order to manage the
settings of a remote PC, the pod must be offline. In the example below, we will examine
the settings of the Linux remote PC in Pod 3302. Notice that the pod has been taken

offline.

NETLAB+ content specific documentation includes pod installation
guides with details on the appropriate PC settings for the remote PCs
in a pod. Please refer to the pod installation guide specific to the type
of pod you are installing for guidance on PC settings.

1. Select the Settings option in the Action dropdown for the Linux remote PC.

Admin > Pods » POD 3302 > View

Pod ID Pod Name Type Activity ACL State State
ENC Academy
3 3 0 2 EMC_ISMv2_POD2 1 IDLE o' DISABLED © OFFLINE = -
Remote PC e
PC Name VM Operating System VM Role Runtime Host Action
{':\ SAN EMC_ISMvZ_PODZ SAN Linux NORMAL 172.30.0.81 -
:31. Linux EMC_ISMvZ_POD2 Linux Linux NORMAL 172.30.0.81 | - ‘
@& View
(£ Pod Settings [ (2] Clone Pod QR=RUENEEEEEBUE & Configure Pod ACL I T Settings Il
© Attach VM

@ Remove VM From...

3 Snapshots
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2. The Settings page for the Linux machine will be displayed. Review and revise the
settings as needed. For guidance on completing the form, see the field
descriptions below, or select Help.

O Linux Settings

PC Name Linux

PC Type  Virtual Machine -
Datacenter | NETLAB -
Virtual Machine = EMC_ISMv2_POD2 Linux =

Role  MNormal

Revert to Snapshot = GOLDEN_MASTER -
Shutdown Preference  Graceful Shutdown -
Guest Operating System = Linux -
Options '+ enable remote display auto-configuration
+ | enable network auto-configuration
+ enable advanced setting auto-configuration
+ | enable minimum requirements verification

3. Click Submit to save changes and return to the pod detail page.
Field Descriptions - PC Settings

e PC Name: The name of the PC, as defined in the pod design.
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e PCType: The type of PC.

o Absent: The PC will not be implemented in this pod.

o Use Virtual Machine Inventory: Use a virtual machine defined in the
NETLAB+ Virtual Machine Inventory. The VMI offers the most advanced
VM configuration and automation capabilities available in NETLAB+.

e Datacenter: The virtual datacenter that contains the virtual machine to be used
for this PC (unless overridden by a lab).

e Virtual Machine: The virtual machine that will be used for this PC.
¢ Role: The role the virtual machine plays in the inventory.

o Template: A pristine virtual machine image used as the basis for cloning
many virtual machines. Template VMs cannot be powered on, modified,
or assigned to pods.

o Master: A virtual machine used as the basis for cloning other virtual
machines. Master VMs can be assigned to pods, modified, and powered
on.

o Normal: A virtual machine that can be assigned to a pod. A normal VM
will typically revert to a specified snapshot at the start of a lab
reservation.

o Persistent: A virtual machine that can be assigned to a pod and retains its
state between labs. A persistent VM is typically used in conjunction with
Pod ACLs to create long-term personal pods.

o Runtime: A temporary on-demand virtual machine that exists for one lab
or lab reservation. These VMs are created and destroyed by NETLAB+
based on pod settings.

e Revert to Snapshot: The snapshot that will be used to revert the virtual machine
to a clean state during pod initialization, user-initiated scrub action, and at the
end of a lab reservation. Note: This setting does not apply to virtual machines
whose role is Persistent.

e Shutdown Preference: The preferred shutdown sequence if the virtual machine
is still powered on at the end of a lab reservation. If Revert to Snapshot is
configured (on a non-persistent VM), it is reverted first. If the virtual machine is
still powered on after reverting to the snapshot, the preferred shutdown
sequence is executed. Otherwise, the final power state will be the same as the
snapshot state.

o Graceful Shutdown: Performs an orderly shutdown from the operating

system if possible (i.e., VMware Tools is installed on the VM). If an
orderly shutdown is not possible, the virtual machine is powered off.
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o Power Off: Just like hitting the power button. It does not perform an
orderly shutdown of the VM.

o Suspend: Suspend the virtual machine in its current state. When
powered on, it will resume in the same state without booting. This option
requires a complete disk snapshot of the virtual machine’s memory and
page files, so you should use the suspend option only if you have plenty
of disk storage. The network connection state is not preserved.

o Keep Running: The virtual machine is left in the powered-on state. This is
rarely desirable since host resources are not freed. In conjunction with
Keep Running, a Revert to Snapshot setting of NONE is probably the right
choice.

e Guest Operating System: The operating system running on this virtual machine.

e Options: Enable or disable automated features.

o Enable remote display auto-configuration: If enabled, NETLAB+ will
automatically configure remote display parameters on the VM after a
power-on or revert to snapshot operation. This option allows VMs to be
cloned without manual customization of the remote display settings.
Therefore, we recommend you enable this setting and be happy about it.

o Enable network auto-configuration: If enabled, NETLAB+ will
automatically bind the virtual machine's network adapters to the correct
port group. This option allows VMs to be cloned without manual
customization of networking bindings. This option is ignored if the pod
type does not support automatic networking. If this setting is disabled
and/or the pod type does not support automatic networking, then the
virtual machine network adapters must be manually bound to the correct
port group(s) using the vSphere client.

o Enable advanced setting auto-configuration: If enabled, NETLAB+ will
automatically program advanced virtual machine settings that may be
required for a particular pod type. For example, nested VM support for
the VMware IT Academy program. It is usually safe to enable this option.
It will be ignored if the pod type does not require advanced settings.

o Enable minimum requirements verification: If enabled, NETLAB+ will
verify that the current settings of the virtual machine meet or exceed any
minimum requirements established for the remote PC to which it is
assigned. It is usually safe to enable this option. The setting will be
ignored if the pod type does not specify a set of minimum requirements
for the remote PC.
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23.6  Configure Pod ACL

Access to a pod may be managed using a Pod Access Control List (ACL), a set of rules that
define the communities, classes, teams, and/or users that may access the pod. If an ACL
list is specified, the pod will only be visible in the scheduler to the users meeting the
criteria defined by the pod rules. You may delegate the management of access to the
pod by assigning instructors to be ACL Managers. An instructor who is added to the list
of ACL managers may manage the pod's ACL.

To configure the ACL, select Configure Pod ACL on the pod detail page.

Admin > Pods > POD 3302 > View

Pod ID Pod Name Type Activity ACL State State
ENC Academy
3302 EMC_ISMv2_POD2 N v IDLE o DISABLED © OFFLINE  ~
Remote Pco
PC Name VM Operating System VM Role Runtime Host Action
A SAN EMC_ISMvZ_POD2 SAN Linux NORMAL 172.30.0.81

A Linux EMC_ISMv2_POD2 Linux Linux NORMAL 172.30.0.81

[# Pod Settings f| 21 Clone Pod B View Reservations |ﬂ Configure Pod ACL | W Delete Pod

The Pod Access Control List page is displayed. This page includes two functions,
explained in the subsections below.

I ‘ :

e Pod Access Control List Managers - Add ACL Manager
e Pod Access Control List Rules (Allow) - Add Rule

Admin > Pods > Pod3302 > Pod Access Control List

Pod ID Pod Name Type ACL State

”&’i Academy
3302 EMC_ISMv2_POD2 =4 isMv2 o' DISABLED  ~
& Pod Access Control List Managers

No ACL administrators have been assigned to this pod.

© Add ACL Manager

&, Pod Access Control List Rules (Allow)

No ACL rules have been applied to this ped.

© Add Rule
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Keep in mind that once ACL rules have been configured (as described below), the pod's
ACL State must be enabled in order for the ACL rules to function. Click the ACL State
dropdown in the upper-right corner and select Enable.

ACL State

o' DISABLED | ~

& Enable

23.6.1 Pod Access Control List Managers

As the administrator, you may wish to delegate pod access management to instructors.
By assigning an instructor to act as a Pod Access Control List (ACL) Manager for a pod,
the instructor will have access to manage the ACL rules of the pod.

To assign an instructor to be an ACL manager for a pod, perform the following steps.

1. Onthe pod detail page, select Add ACL Manager.

& Pod Access Control List Managers

Mo ACL administrators have been assigned to this pod.

© Add ACL Manager

2. The Add ACL Manager page will be displayed. If your NETLAB+ system contains
multiple communities, select the instructor's community. In the example below,
we will select an instructor from the default community.

3. Select the instructor from the dropdown Account list (in the example below, we
will use the testteacher instructor account) and then click Submit.
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&+ Add ACL Manager

Community = default -

Account ‘ Teacher, Test (testteacher) -

Doe, Jane (janedoe)

Ndg, Testinstructor (testinstructor)
© Help Teacher, Test (testteacher)

4. A message will be displayed, indicating the ACL Manager has been added to the
pod. Click OK.

o ACL Manager successfully added to pod
"EMC_ISMv2_POD2".

5. The testteacher account is now shown in the list of Pod Access Control List
Managers. Click Dismiss (at the bottom of the page) to return to the pod detail

page.
& Pod Access Control List Managers (‘; Search
A
Jsername Name - f Privileges Action
testteacher Teacher, Test ! Instructor -

4

Instructors may be removed from the ACL Manager list by selecting
Remove on the Action dropdown.
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23.6.2 Pod Access Control List Rules

Access to a pod may be managed using a Pod Access Control List (ACL), a set of rules
that define the communities, classes, teams, and/or users that may access the pod.

_'\ﬂ‘/ If a pod ACL list is specified, the pod will only be visible in the scheduler
— to the users meeting the criteria defined by the pod rules.

To add pod access control list rules, perform the following steps.

1. Onthe pod detail page, select Add Rule.

Q. Pod Access Control List Rules (Allow)

No ACL rules have been applied to this pod.

© Add Rule

2. The Add Rule page will be displayed. For details on completing this page, see the
field descriptions below for guidance or select Help. In the example below, we
will add a pod rule that will allow testinstructor to access the pod by selecting
the instructor name in the Account field and then clicking Submit.

@, Add Rule
Community = default -
Class None -

Team @ None

Account | Ndg, Testinstructor (testinstructor) -

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 255


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .III NDG

Field Descriptions - Add Rule page
e Community: Select the community that will be allowed to schedule the pod.
e Class: Select the class that will be allowed to schedule this pod.
e Team: Select the team that will be allowed to schedule this pod. A Team (a
subset of a class) may only be selected if a Class has been selected. Please note

that Team and Account selections are mutually exclusive.

e Account: Select the account that will be allowed to schedule this pod. Please
note that Account and Team selections are mutually exclusive.

3. A message will indicate that the ACL rule has been added to the pod. Click OK.

o ACL rule successfully added to pod
"EMC_ISMv2_POD2".

4. The pod rule that specifies that testinstructor has access to the pod is now
displayed in the Pod Access Control List Rules. The pod will be visible in the
scheduler exclusively to testinstructor. We will continue this example by adding
another pod rule, to allow additional users to access the pod. Click Add Rule.

4, Pod Access Control List Rules (Allow)
Community *  Class Team User Action

testinstructor
default N/A M/ A

© Add Rule

Mdg, Testinstructor
Instructor

5. Once again, the Add Rule page will be displayed. This time, we will add a pod
rule that will allow all learners in the EMC ISM class to access the pod by
selecting the class name in the Class field and then clicking Submit.
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Q, Add Rule
Community = default -
Class | EMC ISM -
Team None -
Account | None -

oo focoTome

6. A message will indicate that the ACL rule has been added to the pod. Click OK.

o ACL rule successfully added to pod
"EMC_ISMv2_POD2".

7. The pod rule that specifies that all learners in the EMC ISM class have access to
the pod has been added to the list of Pod Access Control List Rules. The pod is
now visible in the schedule to testinstructor and to all learners (notice the
wildcard "*" indicator in the Team and User fields) in the EMC ISM class. To
review the details of a pod rule, select View on the Action dropdown.

&; Pod Access Control List Rules (Allow)

Community Class Team User Action
testinstructor
default N/A N/A Mdg, Testinstructor -
Instructor
default EMC ISM * E ¥
I @& View I

© Add Rule @ Remove

8. Details of the rule are displayed. The option to delete the rule is also available.
Click Dismiss.
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@, Rule

Community
Class
Team

User

Access Granted By

Access Granted On

4INDG

default

EMC ISM

administrator

NETLAB Administrator
admin@fictionalcommunitycollege.org

Administrator

2017-01-27 @ 318 PM

9. Once all ACL rules have been configured, the pod's ACL State must be enabled in

order for the ACL rules to function. Click the ACL State dropdown in the upper-
right corner and select Enable.

Admin > Pods > EMC_ISMv2_POD2 > Pod Access Control List

Pod ID

Pod Name

Type ACL State
f“.‘i Academy
3302 EMC_ISMv2_POD2 =X ismv2 o DISABLED [j
& Enable
& Pod Access Control List Managers Search
Username Name “  Community Email Privileges Action
testteacher Teacher, Test default testteacher@example.edu Instructor -

Showing 1to1of 1items

© Add ACL Manager

& Pod Access Control List Rules (Allow)

No ACL rules have been applied to this pod.

© Add Rule
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23.7 Resources for Pod Planning and Installation

Please refer to the Course Manager section to access resources that provide guidance
on installing equipment pods on your NETLAB+ system, including course-specific pod
planning and installation guides.

Additional resources can also be found in the NETLAB+ supported
content section of the NDG website.
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24 Virtual Machine Infrastructure

The virtual machine infrastructure consists of four components used to
;I_i manage your NETLAB+ system virtual machine environment. The components

are described below, including guidance on referencing our library of
documentation resources.

24.1  Virtual Machine Inventory

inventory of virtual machines to be used with NETLAB+. The inventory is a

mapping between NETLAB+ remote PCs and virtual machines in one or more
vSphere datacenters. The inventory also tracks information that is not stored in vCenter
about virtual machines, such as the role each VM plays in NETLAB+ and parent/child
relationships between virtual machines.

E The Virtual Machine Inventory allows you to import, clone, and manage the

For detailed guidance on the use of the Virtual Machine Inventory,
% please refer to
Remote PC Guide Series - Volume 3 Confiquring the NETLAB+ Virtual
Machine Infrastructure. Please be aware that you will see some
variation in the user interface between your NETLAB+ system and the
version of NETLAB+ in the guide.

24.1.1 Importing VMs into the Virtual Machine Inventory

The following procedure is used to import an existing virtual machine or template from
vCenter into the NETLAB+ Virtual Machine Inventory.

1. From the Virtual Machine Infrastructure administrator page, select Virtual
Machine Inventory. All virtual machines in the inventory are listed. If this is your
first time importing VMs to the inventory, there is no list displayed.

2. Click the Import Virtual Machines button at the bottom of the page to add VMs
to the inventory. If you have added more than one datacenter to your NETLAB+
system, you will be prompted to select a datacenter.
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L= Virtual Machine Inventory x ‘

Virtual Machine Name “  Operating System Role Datacenter Runtime Host/Group Pod ID PC Name Action
f:\ __NDG_EH_Master_Kali__ Linux Normal NETLAB 172.30.0.81 3303 Kali -
{‘_\ __NDG_EH_Master_OpenSUSE__ Linux Normal NETLAB 172.30.0.81 3303 OpenSUSE -
{‘_\ __NDG_EH_Master OWASP_BWA__  Linux Normal NETLAB 172.30.0.81 3303 OWASP BWA -
[ _NDG_EH_Master_pfSense__ Free BSD Normal NETLAB 172.30.0.81 3303 pfSense -
{‘_\ __NDG_EH_Master_Security_Onion__ Linux Normal NETLAB 172.30.0.81 3303 Security Onion -
Show 25 v entries Showing 1to 5of 5items (filtered from 11 total entries) -

& Import Virtual Machines

3. NETLAB+ will scan the datacenter to discover virtual machines that are not
currently in the inventory. You may then click the checkbox next to the virtual
machine(s) you wish to import (see the box below for tips on selection) and then
click Import Selected Virtual Machines.

NETLAB+ provides several tools that can make selecting virtual
machines more convenient, particularly when dealing with a long list.
In the example below, a partial name "secplu" (for security plus) was
entered in the search box to filter the list of virtual machines
displayed. The checkbox at the top of the last column was selected,
which functions as a "select all", resulting in all of the virtual
machines displayed being selected for import.

a4t Importable Virtual Machines

Virtual Machine Name “  Operating System CPUs ﬁ:;';rrf Host System
__NISGTC_SecPlus_Master_DVL__ Other Operating System 1 1024 172.30.0.81
__NISGTC_SecPlus_Master_Kali__ Other Operating System 1 1024 172.30.0.81
__NISGTC_SecPlus_Master_pfsense2__ FreeBSD 1 1024 172.30.0.81
__NISGTC_SecPlus_Master_Security_Onion__ Ubuntu Linux 2 4096 172.30.0.81
__NISGTC_SecPlus_Master_Ubuntu_Client__ Ubuntu Linux 1 512 172.30.0.81
Show 25 v entries Showing 1to 5 of 5 items (filtered from 136 total entries) n

& Import Selected Virtual Machines
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4. Select the appropriate configuration settings for each virtual machine (refer to
the field descriptions below) and then click Import Virtual Machines. The VMs
will be added to the Virtual Machine Inventory.

«a Configure VMs Search

Virtual Machine Name Operating System Role Runtime Host/Group Comments

__MNISGTC_SecPlus_Master_DWVL__ Other Normal Host 172.30.0.81 Version: 2Build: 201
WINaows 9o .

__NISGTC_SecPlus_Master_Kali_ Windows 95 Normal Host 172.30.0.81 Version: 2Build: 201

__NISGTC_SecPlus_Master_pfsense2__ Linux Normal Host 172.30.0.81 Version: 2Build: 201
Free BSD

__NISGTC_SecPlus_Master_Security_Onion__ Uni Normal Host 172.30.0.81 Version: 2Build: 201

nix
__NISGTC_SecPlus_Master_Ubuntu_Client__  VMware ESX(i) Normal Host 172.30.0.81 Version: 2Build: 201

Dos
Show 25 v entries Showing 1to5of ! n
Other

& Import (5) Virtual Machines

Field Descriptions - Configure VMs

making the appropriate selections for the settings listed below, please
refer to Remote PC Guide Series - VVolume 3 Configuring the NETLAB+
Virtual Machine Infrastructure. Please be aware that you will see some
variation in the user interface between your NETLAB+ system and the
version of NETLAB+ in the guide.

% For detailed guidance on the use of the Virtual Machine Inventory and

e Operating System: This should match the operating system installed on the
virtual machine. The default value is usually correct. However, if the virtual
machine is running a nested/virtualized instance of VMware ESXi, you should
change this value from "Other" to "VMware ESXi".

e Role: Select the role that this virtual machine will play in your inventory. If the
virtual machine is marked as a Template in vCenter, it will also be set to
Template in NETLAB+ (no selection is provided in this case).

¢ Runtime Host/Group: Select the physical VMware ESXi host that will run the
virtual machine. The host currently assigned in vCenter is the default choice for
virtual machines that are not marked as templates (master, normal, or persistent
VMs). Template VMs cannot be powered on and, therefore, cannot be assigned
to a host. The runtime host should not be changed unless the virtual machine's
disk files reside on a SAN, and all physical ESXi hosts have access to the virtual
machine disk files.
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24.1.2 Editing Details of a Virtual Machine in the Inventory
To edit the details of a VM in the Virtual Machine Inventory, follow the steps below.
1. From the Virtual Machine Infrastructure administrator page, select Virtual

Machine Inventory. All virtual machines in the inventory are listed.
2. To view the details for a VM, click on a Virtual Machine Name.

L Virtual Machine Inventory Search
Virtual Machine Name “ | Operating System Role Datacenter Runtime Host/Group Pod ID Pod Name PC Name Action
/i\ __EMC_ISMv2_Master_Linux__ Linux Master  NETLAB 172.30.0.81 3300 KL_EMC_ISMv2_MASTER Linux -
/i\ __EMC_ISMv2_Master_SAN__ Linux Master NETLAB 172.30.0.81 3300 KL_EMC_ISMv2_MASTER SAN -
/i\ __NDG_EH_Master_Kali__ Linux Normal  NETLAB 172.30.0.81 3303 Ethical_Hacking_Pod_1 Kali h
/i\ __NDG_EH_Master_OpenSUSE__ Linux Normal  NETLAB 172.30.0.81 3303 Ethical_Hacking_Pod_1 OpenSUSE h
/i\ __NDG_EH_Master_OWASP_BWA_ Linux Normal  NETLAB 172.30.0.81 3303 Ethical_Hacking_Pod_1 OWASP BWA b
J __NDG_EH_Master_pfSense__ Free BSD Normal  NETLAB 172.30.0.81 3303 Ethical_Hacking_Pod_1 pfSense hd
/i\ __NDG_EH_Master_Security_Onion__ Linux Normal  NETLAB 172.30.0.81 3303 Ethical_Hacking_Pod_1 Security Onion h
3. The details of the VM are displayed. Select the Edit button.
Operating System  Linux
Role & Normal L change Role
Datacenter NETLAB
Runtime Host  172.30.0.81
Host Group n/a
CPUs 1
Memory (MB) 4096
PodID 3303
Pod Name  Ethical_Hacking_Pod_1
PCName Kali
Parent  (no parent)
Children 0

Datacenter Unique Identifier
Copy BIOS UUID to Clones
Datacenter Storage Location

Comments

5006fb01-c783-c674-2a94-123882fc947b
disabled
[MCNC_HOST81_LOCAL] __NDG_EH_Master_Kali__/__NDG_EH_Master_Kali__.vmx

20160309v2

9/5/2023
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4.

The VM settings that may be edited are displayed; please see the Field
Descriptions below. In the example below, we have enabled the Copy BIOS UUID
by selecting the checkbox. Click Submit.

< _NDG_EH_Master_Kali__

Operating System | Linux -

Comments 20160309v2

Copy BIOSUUID v enabled

@ Help

Field Descriptions — VM Edit Page

Operating System: This should match the operating system installed on the
virtual machine. The default value is usually correct. However, if the virtual
machine is running a nested/virtualized instance of VMware ESXi, you should
change this value from "Other" to "VMware ESXi".

Comments: Add any additional information to help identify the VM and its
intended use.

Copy BIOS UUID: If the checkbox is checked (enabled), this VM's BIOS UUID will
be copied to any VM cloned from this VM (see the next section for details on VM
cloning).

24.1.3 Cloning a Virtual Machine in the Inventory

NETLAB+ provides a convenient way to clone virtual machines. In order to clone virtual
machines within NETLAB+, you must first create a source virtual machine to be used as
the source for the clone. Creating virtual machines is discussed in detail in

Remote PC Guide Series - Volume 4, Creating and Configuring Virtual Machines for

NETLAB+. The source virtual machine must also be registered in the NETLAB+ inventory.

9/5/2023

To clone a virtual machine, select the source virtual machine to be cloned in the
NETLAB+ Virtual Machine Inventory. In this example, we have selected a virtual
machine that has been designated as a master.

Begin the cloning process by selecting the Clone button.
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A __NDG_EH_Master_Kali__ (VM)

Virtual Machine Name

Operating System

Role

Datacenter

Runtime Host

Host Group

CPUs

Memory (MB)

Pod ID

Pod Name

PC Name

Parent

Children

Datacenter Unique Identifier
Copy BIOS UUID to Clones
Datacenter Storage Location

Comments

3. The Clone Virtual Machine page will be displayed. Select the appropriate
settings for the fields (see field descriptions below) and then select Clone.

2 Clone Virtual Machine - __NDG_EH_Master_Kali__

__NDG_EH_Master_Kali__

Linux

= Master

NETLAB

172.30.0.81

n/a

1

4096

3303
Ethical_Hacking_Pod_1
Kali

(no parent)

1
5006fb01-c783-c674-2a94-123882fc947b

enabled

£+ Rename

L Change Role

[MCNC_HOST81_LOCAL] __NDG_EH_Master_Kali__/__NDG_EH_Master_Kali__.vmx

20160309v2

Parent Name __NDG_EH_Master_Kali__

Parent Role & Normal

Parent Snapshot

Clone Name  EH Pod B Kali

Clone Type @ Linked Clone

Full Clone

Clone Role & Template

B Master
& Normal
® | Persistent

Runtime Host or Group ~ Host 172.30.0.81

Datastore MCNC_HOST81_LOCAL

Storage Allocation (@ On Demand

Preallocated

Copy BIOSUUID v enabled

Current Snapshot (GOLDEN_MASTER)

© Remove VM From...

-
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Field Descriptions — Clone Virtual Machine

9/5/2023

Parent Name: The name of the existing parent virtual machine. In this example,
we are making a clone of a virtual machine designated as a master. This master
is the parent of the virtual machine.

Parent Role: The role the parent virtual machine plays in the inventory.

Parent Snapshot: A snapshot name on the parent virtual machine from which to
base the clone. If this parameter is set, the clone is based on the snapshot point.
This means that the newly created virtual machine will have the same
configuration as the virtual machine at the time the snapshot was taken. If this
property is not set, the clone is based on the virtual machine's current
configuration. Linked cloning requires this parameter to be set to a snapshot.

Clone Name: The name of the new virtual machine.
Clone Type: There are two types of clones:

o Linked Clone: A copy of a virtual machine that shares virtual disks with
the parent virtual machine in an ongoing manner. This conserves disk
space and allows multiple virtual machines to use the same software
installation. Linked clones can be created very quickly because most of
the disk is shared with the parent VM.

o Full Clone: An independent copy of a virtual machine that shares nothing
with the parent virtual machine after the cloning operation. The ongoing
operation of a full clone is entirely separate from the parent virtual
machine.

Clone Role: Assign the clone to the role it will play in the inventory.

o Template: A pristine virtual machine image used as the basis for cloning
many virtual machines. Template VMs cannot be powered on, modified,
or assigned to pods.

o Master: A virtual machine used as the basis for cloning other virtual
machines. Master VMs can be assigned to pods, modified, and powered
on.

o Normal: A virtual machine that can be assigned to a pod. A normal VM
will typically revert to a specified snapshot at the start of a lab
reservation.

o Persistent: A virtual machine that can be assigned to a pod and retains
its state between labs. A persistent VM is typically used in conjunction
with Pod Assigner to create long-term personal pods.
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e Runtime Host or Group: The host server where the virtual machine will run.

e Datastore: The VMware datastore that will contain the new VM's virtual disk
files.

e Storage Allocation: Indicate the type of storage allocation to be used for the
virtual machine.

o On Demand allocates storage for the new virtual machine as needed; this
favors storage reduction at the expense of decreased write performance.

o Preallocated allocates all storage for the new virtual machine in advance;
this favors better write performance at the expense of increased storage.

e Copy BIOS UUID: If the checkbox is checked (enabled), this VM's BIOS UUID will
be copied to any VM cloned from this VM.

4. The results of the cloning process will be displayed. To return to the inventory,
select Go To Inventory.

o Virtual machine '__NDG_EH_Master_Kali__' was successfully cloned to 'EH Pod B Kali'.

@ Go To Parent VM © Go To Cloned VM = Go To Inventory

24.1.4 Viewing Configs of a VM in the Inventory

Follow the steps below to view the .vmx settings for any VM in the Virtual Machine
Inventory.

1. Select a virtual machine in the Virtual Machine Inventory to display the details of
the VM.
2. Select the View Configs button.

Operating System  Linux
Role & Normal L Change Role

s AT A”‘W'1qt&,/- sapnamt) P P ol oo

£ View Configs | B Snapshots @ Remove VM From...
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3. The configuration parameters for the VM will be displayed. When you are
finished viewing the information, click Dismiss.

$+ __NDG_EH_Master_Kali__ Configuration Parameters

Name “ value
ethernet0.pciSlotNumber 33
hpet0.present true
migrate.hostLog __NDG_EH_Master_Kali__-6cdf77ee.hlog
migrate.hostLogState none
migrate.migrationid 0
monitor.phys_bits_used 40
nvram __NDG_EH_Master_Kali__.nvram

. . -
F aa o ’M,Dﬁtﬁrlgﬂsgﬁlﬂctﬁr& ._ﬁ,,,._ewr-“-” T Y |

24.1.5 Managing Snapshots for a VM in the Inventory

Follow the steps below to access the Snapshot Manager for any VM in the virtual
machine inventory.

1. Select a virtual machine in the Virtual Machine Inventory to display the details of

the VM.
2. Select the Snapshots button.

Operating System  Linux

Role & Normal (& Change Role

SN Y ammeme .-—--,-"-'——/ ,_,-'-' Annaslt T Y | _\j’ﬂ-—r B Y e '__,., o ’

£ View Configs = | B Snapshots @ Remove VM From...
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3. The Snapshot Manager will be displayed.

For detailed guidance on the use of the Snapshot Manager, please
% refer to the Virtual Machine Snapshots section of Remote PC Guide

Series - Volume 4, Creating and Confiquring Virtual Machines for

NETLAB+.

Please be aware that you will see some variation in the user interface

between your NETLAB+ system and the version of NETLAB+ in the

Snapshot Manager

- B NDG_EH_Master_Kali__ Name:
= [MW/GOLDEN_MASTER GOLDEN_MASTER
@ You Are Here!

Description:
05/31/2016 10:35:01

[®] Take g Delete All ®GoTo  [EJEdit | [ Delete

24.2  Virtual Datacenters and Management Agents

Define the virtual datacenters that contain your virtual machines and
management agents (i.e., vCenter) used to broker NETLAB+ automation

requests.

NETLAB+ section of the Remote PC Guide Series - Volume 3
Confiquring the NETLAB+ Virtual Machine Infrastructure including
information on adding and testing datacenter settings. Please be
aware that you will see some variation in the user interface between
your NETLAB+ system and the version of NETLAB+ in the guide.

% For detailed guidance see the Registering a Virtual Datacenter in
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«2a Datacenter List Search

Name Type Agent Hostname Last Test Status Actions

NETLAB Viware vSphere 5 Passed 2016-07-11 | - ‘
& View

Wi it 5

Showing 1to 1 of 1item # Edit
W Delete

© Add Datacenter
P Test

24.3 Virtual Machine Host Servers

—m Define the virtual machine host servers in your datacenter that are available

e to NETLAB+.

To edit settings for a virtual machine host server, follow the following steps.

1. Using the Action dropdown, select the option to Edit a Host Server.

£ Host Servers Search
Host Name Datacenter Name Vendor Model Service Tag Cores = Memory 0/S Version Action
MNETLAB Dell Inc. PowerEdge C6220 11B8PW1 12 256 MB VMware ESXi 6.0.0 | - |
@& View
NETLAB Dell Inc. PowerEdge C6220 11B7PW1 12 256 MB VMwar = tan
i
@ Delete

Show 10 v entries Showing 1to 2 of 2items
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2. The Edit Host page will be displayed. Please refer to the field descriptions below.
Update the values as appropriate for your host server and then click Submit.

=S Edit Host

Host Name = 172.30.0.81
Datacenter Name NETLAB
Outside IP Address = 172.30.0.81

Inside IP Address = (not set) -

Inside vSwitch Name

Host Network @ outside network
inside network

<

Prefer MKS Viewer enable for ESXi version 6

<

Proactive Resource Awareness enable feature on this host

Maximum Running VMs enable this limiter

Maximum Virtual CPUs enable this limiter

Maximum Memory Usage |~ o aple this limiter

2000 Megabytes (max)

[ =

Field Descriptions — Edit Host

e Host Name: The name of the host EXACTLY as it appears in the management
agent (i.e., vCenter). This can be a host name, full qualified domain name, or IP
address.

e Datacenter Name: The name of the datacenter is displayed in this field.

e Qutside IP Address: The IP (version 4) address of the network interface on this
host that is reachable by the NETLAB+ outside network interface. These
interfaces are usually connected to a campus LAN segment. You may leave this
blank if you want NETLAB+ to communicate with this host over the NETLAB+
inside network (i.e., control switch).
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e Inside IP Address: The IP (version 4) address of the network interface on this
host that is reachable by the NETLAB+ inside network interface. Inside interfaces
connect to ports on the NETLAB+ control switch. IP addresses designated for
inside host interface are in the 169.254.0.X range. An inside interface and IP
address is required on this host when connecting to a NETLAB+ control switch
(for VMs interacting with real lab equipment).

¢ Inside vSwitch Name: The name of the virtual switch that has an uplink port to a
control switch on the inside network. This is typically vSwitchl or vSwitchO on a
VMware ESXi host when the host is configured per the NDG documentation. This
value is required to enable automatic networking of virtual machines in real
equipment pods. If blank, automatic networking for real equipment pods will not
occur.

e Host Network: Select the option of Outside Network or Inside Network. The
network will be used to communicate between the NETLAB+ server and this host
server. The outside network is recommended.

e Prefer MKS Viewer: Opt-in available for ESXi 6.0 and 6.7 hosts. This setting only
affects hosts running ESXi version 6. If enabled, NETLAB+ will use the more
advanced VMware MKS (mouse, keyboard, screen) viewer. If unchecked,
NETLAB+ will use a VNC viewer for remote display. See the next section for
additional discussion on the MKS viewer.

Selecting the MKS viewer provides the advantage of desktop resize to match the
client display area for single-user reservations. (student or instructor). VMware
tools and adequate video memory to support desktop resizing capability are
required on the guest operating system.

If the host is running ESXi version 7 or higher (NETLAB+ support of ESXi 7 to be
announced, when available), NETLAB+ will always use MKS (as VNC is no longer
supported as of version 7). NETLAB+ will use VNC if the host is running ESXi
version 5 and lower.

e Proactive Resource Awareness: Check this box to enable Proactive Resource
Awareness on this host. When enabled, the scheduling system will ensure that
the resources on this host are not oversubscribed at any one time based on your
maximum resource settings. Enabling this feature will make these additional
options available for selection:

o Maximum Running VMs: The maximum number of virtual machines that
can be running on this host at one time.

o Maximum Virtual CPUs: The maximum number of virtual CPUs that can
be running on this host at one time.
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o Maximum Memory Usage: The maximum amount of memory (in
Megabytes) that can be allocated by virtual machines on this host. This
does not include overhead memory used by the host and/or virtual
machines. (Examples: 2000 = 2 Gigabytes, 70000 = 70 Gigabytes)

For detailed guidance, see the Adding ESXi Hosts in NETLAB+ section of

% the Remote PC Guide Series - Volume 3 Confiquring the NETLAB+
Virtual Machine Infrastructure. Please be aware that you will see some
variation in the user interface between your NETLAB+ system and the
version of NETLAB+ in the guide.

24.3.1 MKS Viewer Considerations and Troubleshooting

As mentioned in the previous section, the option to use the more advanced MKS
(mouse, keyboard, screen) viewer, replacing the VNC viewer, is available for host servers
running ESXi 6.

[_'\ﬂ‘/ The option to select the MKS viewer is available for hosts running ESXi

— 6 only. If the host is running ESXi version 7 or higher, NETLAB+ will

— always use MKS (as VNC is no longer supported as of version 7).
NETLAB+ will use VNC if the host is running ESXi version 5 and lower.

Selecting the MKS viewer provides the advantage of the ability to resize the desktop to
match the client display area, allowing a full-screen display for single-user reservations
(instructors and students). Lab reservations for instructor-led training or team
reservations do not include this capability.

VMware tools and desktop resizing capability are required on the guest operating
system. A solid, one-color background should be selected for the VM. A desktop
background image or a gradient color selection will result in very slow screen updates
and consume significantly more bandwidth than a solid one-color background.
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Adequate memory must be allocated in the VM in order to support full-screen use. Total
video memory of at least 32MB is recommended.

Edit Settings DEV_4101_CS client X

Virtual Hardware VM Options

ADD NEW DEVICE

> CPU 1 v (i )
> Memory 2 GB v
> Hard disk 1 v
> Hard disk 2 v
> SCSI controller O LSl Logic Parallel
> Network adapter 1 NETLABO1_POD4101_PG1 ~ @ connected
> USB controller USB 2.0
~ Video card Specify custom settings v

Number of displays %

Total video memory | MB

3D Graphics % Enable 3D Support

3D Renderer v

VMCI device Device on the virtual machine PCl bus that provides support for the

virtual machine communication interface

> Other Additional Hardware

32MB of memory provides sufficient memory for a 4k display.

Display Resolution Width, in Height, in 1-Monitor
Standard Pixels Pixels Overhead
VGA 640 480 1.20MB
WXGA 1280 800 4.00MB
1080p 1920 1080 8.00MB
WQXGA 2560 1600 16.00MB
UHD (4K) 3840 2160 32.00MB
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Review the settings for Target Resolution for the VM by selecting the VM in the
NETLAB+ Virtual Machine inventory. The target resolution should match the value set
for the VM’s desktop size.

Admin > VM > Inventory > POD 3310 OpenSUSE (VM) > Edit

< POD 3310 OpenSUSE

Operating System | Linux -

Comments

Target Resolution = 1280 X 768

Copy BIOSUUID v enabled

When a VM is selected by a user during a lab session, the option to Resize Display will
be available if the MKS viewer has been selected for the host server and properly

configured.
0 Security Onion ~
B =scodcrreamoes |

1 Undock

O Actual Size
Scale Display
«” Resize Display

& Power On
" Power Off

3 Take Screenshot

This is particularly helpful to use after entering full-screen mode (select F11 if using
Windows) since it will enable users to make use of the entire screen’s “real estate” as
the working area.
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_'\ﬂ‘/ Be aware that in some cases (depending on the selected OS and other
— VM settings), the Resize Display option will not function until the user

has first performed their initial login to the VM, as per the instructions

provided in the lab content.

If the Resize Display option is not available for selection (greyed out) or not functioning
as expected, review the items below.

Troubleshooting Checklist — MKS Viewer

1. Has the option to Prefer MKS Viewer been selected for the host server? This
option is available only for ESXi 6. For ESXi version 7 or higher, NETLAB+ will
always use MKS.

2. Be aware that the Prefer MKS Viewer setting will determine which viewer is
used, depending on its value at the time of lab initialization. Lab reservations in
progress will not reflect a change in viewer selection.

3. Is VMware Tools installed on the VM?

4. Isthe Total Video Memory for the VM set to at least 32MB?

5. Isthe lab reservation for a single user (instructor or student)? The Resize Display
option is not available in ILT or team reservations.

6. Has the user completed their initial login into the VM? In some cases (depending
on the selected OS and other VM settings), the Resize Display option will only
function after the user has performed their initial login to the VM, as per the
instructions provided in the lab content.
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24.4 Virtual Machine Server Licenses

expiration dates. In some cases, it may be necessary to refresh NETLAB+'s

: This option is used to view virtual machine server licenses and check
local data for VM datacenters and managed hosts.

NETLAB+s view of hosts and datacenters for any reason (for example,

‘:'@ Refreshing license expirations allows the administrator to update
‘ an ESXi OS update).

1. Go to Admin > Virtual Machine Infrastructure > Licenses.
2. Select the Refresh License Expirations button.

Admin > Virtual Machine Infrastructure > Licenses

No virtual machine server licenses were detected yet.

Click the update button to scan for licenses now.

4 Refresh License Expirations

3. Review the licensing information shown in the virtual machine inventory to
verify the licensing information is now up to date.
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245 System-wide Virtualization Settings

changed when deploying multiple NETLAB+ systems that share a common
Virtual Machine Infrastructure.

Typically, you should use the default settings unless your VMI is shared

with multiple NETLAB+ systems.

ﬁ View and update system-wide virtualization settings. These settings are
)
‘;/

Multiple NETLAB+ Systems section of the Remote PC Guide Series -
Volume 3 Confiquring the NETLAB+ Virtual Machine Infrastructure.
Please be aware that you will see some variation in the user interface
between your NETLAB+ system and the version of NETLAB+ in the

guide.

% For detailed guidance, see the Setting the Local System ID When Using

£ System Virtualization Settings

System LocallD 003 ~
Lowest Remote Display TCP Port 33000

Highest Remote Display TCP Port = 33999

O =
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25 Course Manager

The NETLAB+ Course Manager acts as a course catalog, listing all courses (topic-based
lab libraries) that are available for download from NDG. You will use the Course
Manager to select lab libraries to install on your NETLAB+ system.

When you initially select the Course Manager, it will indicate that there are no courses
installed.

INDG # Home ﬂ administrator ~
-l

Admin » Courses » Installed

Courses are topic based lab libraries available for download from NDG.

There are no courses installed.

Select Add Courses to display the list of courses.

© Add Course Search
Program Course Name Release Date Status Action
il Cisco IT Essentials V6: PC Hardware and Software 1 2016-03-24 PRODUCTION -
O rednat  Red Hat System Administration | (RH124) - V7.0 1 2016-01-18 PRODUCTION -
Q redhat Red Hat System Administration | (RH124) - V7.1 3 2016-01-20 BETA -
VIMWare  vMware vSphere Install, Configure, Manage 5.5 1 2015-09-21 PRODUCTION -

The Course Manager displays the following information for each course:
e Program: Indicates the vendor program (if any) with which the lab library is

associated. In many cases, you must be a registered participant in order to
download the lab library.
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The Course Manager displays all lab libraries available. Your access to
download the course materials may be limited by your organization's
participation in vendor programs.

e Course Name: List the course name associated with the lab library.

e Release: Indicates the release number of the lab library. Multiple releases of a
lab library may be available due to updates/bug fixes, revisions, and/or to
support updates to course material released by the vendor.

e Date: Indicates the date released.

e Status: The status of the release version of the lab library is displayed.

o Production: The release is available for use.
o Beta: The release has been made available for evaluation purposes.

25.1 View Course Details

To view course details, select View on the Action dropdown, as shown below (or simply
click on the row of course information).

© Add Course Search
Program Course Name Release Date Status Action
"cllls',l:lc',' Cisco IT Essentials V6: PC Hardware and Software 1 2016-03-24 PRODUCTION -
Q rednat  Red Hat System Administration | (RH124) - V7.0 l 2016-01-18 PRODUCTION -
Q redhat  Red Hat System Administration | (RH124) - V7.1 3 2016-01-20 BETA -
VMWare  vmware vSphere Install, Configure, Manage 5.5 1 2015-00-21 PRODUCTION =
I @& View

Show 10 v entries
& Install

The course details are displayed (same information as what appeared on the course list).

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 280


http://www.netdevgroup.com/

NETLAB+ Administrator Guide

Course Resources

Program
Course Name
Release Number
Release Date

Release Status

s e Jo o

4INDG

vmware  VMware vSphere Install, Configure, Manage 5.5

VMware IT Academy

VMware vSphere Install, Configure, Manage 5.5

2015-09-21

PRODUCTION

Select the Resources tab to see the resource information related to the course. The
information will include a link to the planning and installation guide, which provides

instructions on installing pods and creating virtual machines to meet the specific

requirements to support the labs associated with the course. If authorization is required
in order to access the labs, you will find links to the appropriate vendor program. You
will also be able to view a picture of the topology.

Course Resources

VMware vSphere Install, Configure, Manage Version

5.5

« Overview

« Planning and Installation Guide
+ Labs

« Topologies

+ Requirements

+ Release Notes

Authorization

To obtain licensing and access to the VMware vSphere Install, Configure, Manage Version 5.5 labs, your institution must be an authorized

VMware IT Academy (vITA). You can find information about the VMware IT Academy at the following link:

https:/mylearn.vmware.com/mgrReg/plan.cfm?plan=69513&ui=www_edu Once membership in the VMware IT Academy is approved, you can

request licenses for use with your pods.

Topology

172.16.20.0/24
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25.2 Install a Course
Follow the steps below to add a course to your NETLAB+ system:

1. To select a course from the list of courses, right-click on the Action dropdown
and select Install.

Searching for a course? Enter the (full or partial) program or course
name in the search box to filter the list of courses displayed.

© Add Course Search
Program Course Name Release Date Status Action
el oisco IT Essentials Ve: 1 2016-03-24 PRODUCTION -
+2
EMC’  EMC Cloud Information 1 2015-02-16 PRODUCTION -
oF1
EMC’  EMC Information Storage 1 2015-02-11 PRODUCTION -
AINDG  nDG Ethical Hacking - v 1 2016-03-22 PRODUCTION ‘ - ‘
& View
JAINDG 1o Forensics - v 1 2016-08-23
& Install
NISGTC> NISGTC A+-v2 1 2015-04-27 PRODUCTION -
QISGTC> NISGTC Linux+- vl 1 2015-09-25 PRODUCTION -
QISGTC> NISGTC Network+- v 1 2015-09-26 PRODUCTION -
QUSGTC> NISGTC Network Security 1 2015-00-30 PRODUCTION -
QNISGTC> NISGTC Python Security 1 2015-00-30 PRODUCTION -
Show 10 v entries Showing 11tc - 23| >
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2. You will see messages displayed indicating the status of the installation for
various components associated with the course, including course authorization,
pod design, and lab design. Click Next.

& NDG Ethical Hacking - v1

course update started: 'NDG Ethical Hacking - v1', release 1 (29b13731-42d3-4225-0f08-41a%9c34a5828)
course update task: YFDW-OUSV-EYAB

checking course authorization for ‘ndg_genit’

course is authorized

downloading package NDGEH_0050_56A9_38CC_5612_BA75-00005.npd

package NDGEH_0050_56A08_38CC_5612_BA75-00005.npd download complete

installing package NDGEH_0050_56A9_38CC_5612_BA75-00005.npd

installed pod design NDGEH_0050_56A9_38CC_5612_BA75-00005.npd

downloading package NDGEH_0050_56A9_38CC_5612_BC75-00007.nlx

package NDGEH_0050_56A9_38CC_5612_BC75-00007 nlx download complete

installing package NDGEH_0050_56A%_38CC_5612_BC75-00007.nlx

installed lab design package NDGEH_0050_56A9_38CC_5612_BC75-00007.nlx

adding course

course update complete: 'NDG Ethical Hacking - v1', release 1 (e9b13731-42d3-4225-9108-41a%9c34a5828)

AL AN~ J0 - - - Q- - -

Course installation complete.

3. You will be prompted to grant access to the course's lab content to all
communities or to grant access per community. For this example, we will select
No, so that we can select which communities on the system have access to the
course content.

9 Grant course access to all communities?

= Yes- grant access to this course’s lab content to all communities (present and future).

« No-access to this course is granted per community.
© Yes (Grant All) m
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4. The access tab for the course is displayed. To grant access to a community, click
the Grant checkbox for the community and notice that Can Access changes from

m to m In the example below, course access has been granted to XYZ
Example College.

If you were to decide to grant access to all communities listed, you
could do that in one-step by selecting Grant All.

JINDG NDG Ethical Hacking - v1
Course Access Lab Content Pod Types Resources

Search

Community Mame Can Access | Grant

1 default m

2 X¥Z Example College [ Yes ] v

© Grant All
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5. Before selecting Dismiss, a quick review of the course components installed is
recommended. Select the Lab Content tab and see the Lab Design information.

Course Access Lab Content Pod Types Resources
Search
Lab Design Build Author ID GID
NDG Ethical Hacking 7 MDGEH ...BC75

Showing 1to 1 of 1

6. Pod Design information is available on the Pod Types tab.

Course Access Lab Content Pod Types Resources
Search
Pod Design Build Author ID GID
NDG Ethical Hacking 5 NDGEH ..BATS

Showing 1to 1 of 1items
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7. Select the Resources tab to see the resource information related to the course.
The information will include a link to the planning and installation guide, which
provides instructions on installing pods and creating virtual machines to meet
the specific requirements to support the labs associated with the course. You will
also see a picture of the topology.

Course

Installing a course is the first step in making a lab library available to
users. The administrator must also complete the process of installing
pods and creating virtual machines as per the instructions provided in
the Planning and Installation Guide specific to the course.

Access Lab Content Pod Types Resources

NDG Ethical Hacking - v1

= Overview
» Planning and Installation Guide

» Labs

» Topologies
* Requirements

* Release Notes

Topology

.

OpenSUSE Security Onion

KlaI[‘ 3

| 2 | 100

192.168.0.0/24 254 K|

LAN | WAN
192.168.9.0/24

I
pfsense
23
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8. Click Dismiss to return to the list of installed courses.

= Installed Courses Search

Program Course Name Release Date Status Action

AINDG nDGEthical Hacking-v1 1 20160322 PRODUCTION =

Showing 1to 1 of 1items

25.3 Delete a Course
Follow the steps below to delete a course that is installed on your NETLAB+ system:

1. From the list of Installed Courses in the Course Manager, click the Action
dropdown on the row of the course and select View.

™= Installed Courses Search
Program Course Name Release Date Status Action
el Gisco CCNA Security v2.0 1 2015-12-07 BETA -
JAINDG  noG Ethical Hacking - v 1 2016-03-22  PRODUCTION -
QNISGTC> NISGTC QGIS GST 101 - v1 1 2015-07-01  PRODUCTION  ~
QNISGTC> NiSGTC Security+- vl 1 20150928 | @ View
vmware yMware VCA DCV 6 1 2016-01-15  PRODUCTION -
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2. The course detail page will be displayed. Select the option to Delete the course.

NISGTC QGIS GST 101 - v1

Course Access Lab Content Pod Types Resources

Program  National Information Security, Geospatial Technologies
Course Name NISGTC QGIS GST 1017 - v1
Release Version 1
Release Date 2015-07-01

Release Status  PRODUCTION

3. A check for dependencies will be performed. Click Delete Course.

If the check for dependencies reveals that the course content is
currently being used, be sure to carefully review the information and
proceed only if you are certain that removing access to the content is
desirable.

@ Checking Dependencies

Progress - COMPLETE i) Showing - 3/3

€ check for course dependencies and issues only - nothing will be removed
(1 ] pod type 'NISGTC QGIS' will be removed

(’ no course dependencies were found

W Delete Course
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4. The progress of the processes performed to delete the course will be displayed;
when complete, click Dismiss.

@ Removing Course

Progress - COMPLETE o Showing - 4/4

& deleted pod type 'NISGTC QGIS' (DOLQGIS_@@59 56A9 38CC_53D1_47AD)
& content 'NISGTC QGIS GST 181 deleted®

& course 'NISGTC QGIS GST 121 - v1' removed

i

no course dependencies were found

@ Dismiss
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26 Disk Maintenance

Should it become necessary to increase the size allocated to the disks supporting your
NETLAB+ infrastructure, you may revise the settings by following the procedure
described below.

Disk size cannot be modified if snaphots are present. It will be
necessary to delete any snapshots prior to adjusting disk size.

1. Using the vSphere Client, adjust the Provisioned Size of the disk as necessary.
See the Deploy to the VMware ESXi Management Server section of the NETLAB+
Installation Guide for details on accessing the settings in the vSsphere client. In
the example screenshot below, Disk 3 (data) has been increased to a size of

30GB.
Disk. Provisiconing
Type: Thin Provvision
Provisioned Size: | == | |
IMlaxdrmum Size (GB): 109.59

2. Next, you must adjust the disk size in NETLAB+, working through the NETLAB+
console. See the Configuring the NETLAB+ Console section of the NETLAB+
Installation Guide for details on accessing the NETLAB+ console. From the
Console Main Menu, select [D] Disk Maintenance.

NETLAB+ VE 22.0.6
Console Main Menu ---

Change Administrator Password
IP Settings

Disk Maintenance

Shutdown

Reboot

Logout

(P]
(1]
(D]
(5]
[R]
(L]
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3. Note the current size for Hard Disk 3. Press [R] to resize the data disk.

NDG NETLAB+ VE 22.0.2
——— Disk Usage —-—

VMware Disk NETLAB+

~J

SO Neeo0wLYe

@

~J

Programs
Data
Logs
Audit
Home
Temp 1
Temp 2

@

(n)
=

(n)
)]

D
=

1
2
3
4
5
6
7
8

SO SO S®ONNGS

D
S ONeeO L LA
]

=

——— Disk Maintenance Menu ——

[R] Resize Disks
[X] Exit

al

4. Review the information and verify that the requirements listed have been met.
Select [Y] for Yes to proceed with resizing.

NDG NETLAB+ VE 22.0.2
—— Resize Disks —

This utility resizes the storage capacity of NETLAB+ virtual disks.
Before running this command, please make sure you increase the storage
for the NETLAB+ VE virtual machine using the vSphere Client:

1) Navigate to the NETLAB+ VE virtual machine.

2) Make sure the virtual machine has no snapshots.

3) Right click "Edit Settings".

4) Increase the size of the desired disk.

5) Enter "Y" below to recognize the additional storage in NETLAB+.

Note: you cannot resize disks if the virtual machine has snapshots.
If the disk size setting is disabled (grayed out) in the vSphere Client,
make sure you have deleted all snapshots and try again.

Resize disks? (Y/N): []
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5. The new size of Hard Disks 3 should show an increase to approximately 29.5G.
Press any key to continue.

c Be aware that Hard Disk 1, the book disk, is NOT resizable.

Resize disks? (Y/N): y

Resizing disks, please wait...

**%x Skipping Hard Disk 1, boot disk 1s not resizable
VMware Disk  NETLAB+ Previous

/dev/sdb
/dev/sdc

/dev/sdd
/dev/sde
/dev/sdf
/dev/sdg
/dev/sdh

Press any key to continue...

6. Press [X] to exit.
7. Press [L] to log out.

NETLAB+ VE 22.0.6
Console Main Menu ---

Change Administrator Password

IP Settings

Disk Maintenance
Shutdown

Reboot

Logout
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27 Pod Designer

- Pod Designer is used to create a custom pod layout. A pod design is a

‘i template used to create one or more actual pods on a NETLAB+ system.
A The Pod Designer tool is used to gather the required information about

remote PCs and images. This data is stored in a Pod Design File. Pod design files are

portable. They can be shared, exported, and installed on other NETLAB+ systems. A set
of options and passwords control how the pod design can be used.

See the subsections below for details on performing basic tasks in Pod Designer,
including viewing a list of installed pod designs and pod design details.

Please refer to the NETLAB+ Pod Design Guide for details on implementing custom pod
designs.

NE TLAB+ Pod Design

General Settings Images Remote PCs

Pods
8 redha
e T e
> NETLAB+* pm ; | 7 | | T,
\irtual Edition . = | | e
METLAB+ * ¢

NFD File
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27.1

To see a list of the pod designs available on your NETLAB+ system:

9/5/2023

Viewing Pod Designs

4INDG

The Pod Design List is displayed when the Pod Designer option is selected on the
administrator interface.
To see the pod designs that have been installed in the local NETLAB+ pod type

database on this system, click Show Installed Pod Designs.

€7 Pod Designer

Name

NISGTC Network+
NISGTC Security+
RHSA7

VMware VCADCV 6

VMware vSpheare ICM 6

“ Build Commit
12 Yes
9 Yes
3 Yes
4 Yes
Yes

Author ID

DOLNETP

DOLSECPV2

RHSA7

VMVCADCVE

VCPICMGF1

GID

..15D6

..OAZ3

LA22E

...FEDE

...78BE

Author

NDGTH

NDGJJ

NDGJJ

NDGJJ

NDGTK

© Create New Pod Design |<D Show Installed Pod Designs | & Import Pod Design

3. The currently installed pod designs will be displayed. The Used column indicates
the number of instantiated pods of each type. Click on a pod for additional

details and management options. Select the View option on the Action

dropdown to see additional details for any of the pods displayed.

4 Manage Installed Pod Designs

NISGTC Network+
NISGTC Security+
RHSA7

VMware VCADCV 6

VMware vSphere ICM 6

-

Name

Build

NDGTH
NISGTC

NDGJJ
NISGTC

NDGJJ
NDG

NDGJJ
NDG

NDGTK
NDG

Author/Org

4

Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com

Search

Size Modified
124K
35K
37K

32K

72K

Search

Icon/Type Action

nfa -

@ Uninstall

nfa -
n/a -

nfa -
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4. Details of the pod design are displayed. Note that the option to Uninstall the pod
is available. Click Dismiss to return to the list of installed pod designs.

%7 NISGTC Network+

Name

Build

Author ID
Global ID
Description
Author
Organization
Copyright
Support URL
Note / Comment
Origin

Used

Can Uninstall

9/5/2023

NISGTC Network+

12

DOLNETP

0025_9015_B226_519E_15D6

MISGTC Network+ Pod

NDGTH

NISGTC

2014

http://netdevgroup.com/content/networkplus/

Academy Edition

Yes, by administrator
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28 Lab Designer

The Lab Designer provides a means of creating a series of custom laboratory
exercises that may be made available for class use.

A lab design is a set of labs and related reference material that may include documents,

images, and preset configuration files for each lab exercise. This data is stored in a Lab

Design File. Lab design files are portable. They can be shared, exported, and installed on

other NETLAB+ systems. A set of options and passwords control how the lab design can
be used.

See the subsections below for details on performing basic tasks in Lab Designer,
including viewing and managing access to lab designs.

Please refer to the NETLAB+ Lab Design Guide for details on implementing custom lab
designs.

METLAB+ Lab Design
Documents Images Preset Configs Labs

Ly P e

Reseres Baisc Foub Ped Versen 1 fra

Fleservs B Flouben Pod Verson 2 [

221 Fouter Configunmton Uiing Sabug
1 Fhoaiber Conbagup st Uling Ssbap
3 Command Lire Furslarsrisl

A D] Lires Furadaveris

31 2 Commard Maded and Foubir ksl

:G&:wrmhwr\.—ﬁ.

®
) > NETLAB+ E

. Virtual Edition

MNETLAB+
NLX File
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28.1 Viewing Lab Designs
To see a list of the lab designs available on your NETLAB+ system:

1. The Lab Design List is displayed when the Lab Designer option is selected on the
administrator interface. This list shows the lab design files that reside locally on
this system and are tied to your account. These lab designs may be viewed and
modified by you.

2. Alab design must be installed before it can be used by the system. Click Manage
Installed Lab Designs to install lab designs and make them available to users.

A& Lab Design List Search

Name “ | Build Commit Author ID Author Size Modified
MNISGTC Network+ 7 Yes DOLMETP MDGTH 157M  2015-09-26
NISGTC Security+ 8 Yes DOLSECPVZ2 NDGTK 347M  2015-06-28
VMware VCADCV 6 3 Yes VMVCADCVS NDGJJ 10.8M  2016-01-13
VMware vSphere ICM 6 6 Yes VMWICME NDGTK 21.0M  2016-03-30

@ Create New Lab Design | ® Manage Installed Lab Designs [REE- 2R @I EE LT

3. The currently installed lab designs will be displayed. The scope of a lab design
can be public or private (see the Access column). Private lab designs can be used
only by one instructor (the trustee). The Classes column indicates the number of
classes that use the design. Select the View option on the Action dropdown for
additional details and management options for any of the labs displayed.

A Installed Lab Designs

Search

Name - Build Author 1D GID Access Trustee Classes Action

NISGTC Networks+ 7 DOLNETP 1590 Public n/a 0 | - ‘
I @ View I

NISGTC Security+ 8 DOLSECPV2 ..F227  Public n/a & Uninstal

VMware VCADCV 6 3 VMVCADCVE ..F7C8 Public n/a 0 -

VMware vSphere ICM 6 6 YMWICME ...A430 Public n/a 0 -
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4. Details of the lab design are displayed.

Description
Author
Organization
Copyright
Support URL
Note / Comment
Access

Trustee
Autherized Communities

Can Uninstall

NISGTC Network+

NMDGTH

MISGTC

2014

http://netdevgroup.com/content/networkplus/

Public (at time build was installed)

administrator

1: default

Yes, administrator only

28.2 Managing Lab Designs

4INDG

& Change Trustee

& Authorize Communities

W Uninstall

There are several options available from the lab design detail page (see picture above).

e Change Trustee: Only the designated trustee can install updates to a globally
installed lab design. The trustee can only be changed from the administrator
account. The administrator can appoint any instructor or himself as trustee.

e Authorize Communities: Select this option to authorize access to the lab design
by specific communities.

e Uninstall: Remove the lab design from any classes currently using it.
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28.2.1 Authorize Lab Design

You may authorize access to a lab design by a specific community if you have chosen to
define multiple communities on your NETLAB+ system.

1. On the Lab Design detail page, accessed from the Installed Lab Designs list, select
the option to Authorize Communities.

Description  NISGTC Network+
il gt s s B B P P

Access  Public (at time build was installed)

Trustee administrator & Change Trustee

Authorized Communities  1: default & Authorize Communities
Can Uninstall  Yes, administrator only H Uninstall

2. The Community Content Authorization page will be displayed, indicating the
communities that are currently authorized to use the lab design. Here, we see
that XYZ Example College is not currently authorized. We will authorize it to use
the lab design by selecting the Select checkbox and clicking Authorize Selected.

& Community Content Authorization

ID Community Name Authorized  Select © Authorize Selected
1 default Yes

@ Revoke Selected
2 X¥Z Example College MNo v
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3. The Communities Selected to Authorize page will be displayed. Proceed by
selecting Authorize Communities.

By authorizing the selected communities, you certify that ALL
members of the communities have the legal right to use the lab
content provided in this lab design and that your organization is in
compliance with all copyrighted material provisions and addendums
to the NETLAB+ license agreement.

>

i Communities Selected to Authorize

ID Community Name Authorized

2 XYZ Example College Pending

Q@ Authorize Communities

4. XYZ Example College has been added to the list of authorized communities. Click
Dismiss to return to the Installed Lab Designs list.

A NISGTC Network+

Hame NISGTC Network+

FL
L

Trustee  administrator

& Change Trustee
Authorized Communities | 1: default

& Authorize Communities
2: XYZ Example College
Can Uninstall  Yes, administrator only B Uninstall

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 300



http://www.netdevgroup.com/

NETLAB+ Administrator Guide

28.2.2 Revoke Lab Design Authorization

You may revoke access to a lab design for specific communities.

4INDG

1. On the Lab Design detail page, accessed from the Installed Lab Designs list, select

the option to Authorize Communities.

A NISGTC Network+

Hame NISGTC Network+

Y e ), Y SR W RPN N

L w e dS e Ll

Trustee  administrator

& Change Trustee

Authorized Communities 1: default & Authorize Communities
2: XYZ Example College

Can Uninstall  Yes, administrator only

B Uninstall

2. The Community Content Authorization page is displayed, indicating the
communities that are currently authorized to use the lab design. Here, we will
revoke the authorization for XYZ Example College to use the lab design by

selecting the Select checkbox and clicking Revoke Selected.

@ Community Content Authorization

D Community Name Authorized  Select
1 default Yes
2 XYZ Example College Yes v
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3. The Communities Selected to Revoke page will be displayed. Proceed by
selecting Revoke Access.

1li Communities Selected to Revoke

ID Community Name Authorized Classes

2 XYZ Example College Pending 0

@ Revoke Access

4. XYZ Example College has been removed from the list of authorized communities.
Click Dismiss to return to the Installed Lab Designs list.

& NISGTC Network+

Mame NISGTC Network+

Aceess  rublic ya. dme Luild we. installea,

Trustee  administrator & Change Trustee

Authorized Communities  1: default & Authorize Communities
Can Uninstall  Yes, administrator only B Uninstall

9/5/2023 Copyright © 2023 Network Development Group, Inc. www.netdevgroup.com Page 302


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .III NDG

29 Manage Configuration Files

The File Manager is used to view, add, change, or delete configuration files
. and folders. NETLAB+ can upload and download configuration files to
console-based devices such as routers, switches, and firewall devices in the
lab. These files are stored in the NETLAB+ file system. The NETLAB+ file manager
provides access to files and folders.

e Files contain the actual device configurations.

e folders may contain other folders and configuration files. Folders may be either
class (shared) folders or account (specific to the user) folders.

o Thefiles in the class shared folder may be accessed by the students
enrolled in the class. Students may view files, copy files, and load devices
with configuration files and folders. Students do not have access to add,
edit, or delete items in the class shared folder.

o Account folders may be accessed by the user or by the NETLAB+
administrator.

29.1  Configuration File Management

Using the File Manager, you can create and edit configuration files and folders. Users
may find it helpful to create a configuration file outside of a lab reservation when
practicing router commands or create files to use in later sessions. These configuration
files can be saved and later applied to one or more routers in the topology during a lab
session.

1. From the MyNETLAB home page, in the Content section, click the File Manager
option.

2. Alist of folders will be displayed. Notice the list includes both account folders
and class folders. In the subsections below, we will show examples of editing a
configuration file and creating configuration files and folders.

The default list display is All Files. You may change the display option
to filter the list to show User Files or Class Files only.

s All Files

| AllFiles v

User Files
_ Class Files
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e All Files

All Files v

& Jane Doe (janedoe)

& Monica Sample (msample)

& Student One (studentone)

& Student Two (studenttwo)

& Test Instructor (testinstructor)

4 o

4 CCNA Routing and Switching Fall 2017
& Cyber Security

& EMCISM

& Ethical Hacking Fall 2017

& Security Plus Fall 2017

Search

Type

Account Folder

Account Folder

Account Folder

Account Folder

Account Folder

Class Folder

Class Folder

Class Folder

Class Folder

Class Folder
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29.1.1 Viewing and Editing Configuration Files

Configuration files may be viewed and edited outside of a lab reservation. The files can
be saved and later applied to one or more lab devices in the topology during a lab
session. For the purpose of this example, we assume that the configuration files and
folders referenced have been created during a recent lab session.

1. Select the Lab 2.5.1.2 Device Configs folder and then click the R1 file to open it.

9/5/2023

im All Files > Im|

Name Type

]
e
=1

File

> B Lab 2.6.1.2 Device Configs

Search

Updated Action

2017-10-30 15:32 -

© Create File | | © Create Folder

2. The R1 file is displayed. For this example, we will not only view the file but also
edit it. Click the Edit button.

MyNETLAB > File Manager

B All Files > Im

[T=J= I TRV, [ S T R

> B Lab 2.6.1.2 Device Configs >

[mgl

R1

'! METLAB+ saved configuration: time="2817-18-3@ 19:32:25 UTC" device="R1" hard

! Last configuration change at 14:88:26 UTC Wed Feb 3 2816

1

version 15.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname Router

!

boot-start-marker

boot-end-marker

1

1

!

no aaa new-model

memory-size iomem 15

1
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3. Click inside the window and edit the file as desired. Select Save to save the
modified version.

MyNETLAB > File Manager

'! MNETLAB+ saved configuration: time="2817-18-3@ 19:32:25 UTC" device="R1" hart

1

! Last configuration change at 14:88:26 UTC Wed Feb 3 2216
1

version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption
1

[L=l=- RN = VRN, [ R T X Ry o)

18  hostname Router

11 !

12 boot-start-marker
13 boot-end-marker

14 !

15 !

16 !

17 no zaa new-model

18 memory-size iomem 15
19 !

!
21 !

29.1.2 Creating Folders and Files

Configuration files and folders may be created outside of a lab reservation. The files can
be saved and later applied to one or more lab devices in the topology during a lab
session.

1. In this example, we will be creating a folder and configuration file in the CCNA

Fall 2017 Routing and Switching folder. To create a subfolder for your file, select
Create Folder, enter a folder name, and then select Create.

New Folder Name

lLab1
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2. The Lab 1 folder will be displayed in the folder list. Click the folder name to
select it as the current folder.

m All Files > @ CCNA Routing and Switching Fall 2017 System Files

Search

Name Type - Updated Action

mlab1 Folder 2017-11-01 1118 -

© Create File @ Create Folder

3. Select the Create File button, enter a file name, and then click Create.

ND™

New File Name

Sample Commandsl

.

© Create File| | @ Create Folder

4. After entering CLI commands, select Save to store the configuration file.

MyNETLAB > File Manager

1 show version
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29.1.3 Deleting Folders and Files

To delete a file or folder in the current directory, click the Action dropdown and select
Delete.

m All Files > I® CCNA Routing and Switching Fall 2017 System Files

Search

Name Type “ Updated Action

W Lab Folder 2017111-01 1118 -

m © Create File | © Create Folder

© Delete
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